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EXECUTIVE SUMMARY

In July 1983, the United States Department of Agriculture, Food and
Nutrition Service (FNS), awarded a contract to Planning Research Corporation
(PRC) to demonstrate a mechanism for providing Food Stamp Program benefits
through electronic-funds-transfer and point-of-sale technologies. In October
1984, an electronic benefit transfer (EBT) system using these technologies
began operations in Reading, Pennsylvania. Demonstration recipients were
gradually phased onto the new issuance system over four months, and the Read-

ing EBT system was fully operational in February 1985.

For the most part, the demonstration system performed its main
functions successfully. Food stamp recipients received their benefits on time
and were able to buy food with them. Food retailers were credited correctly
for the food stamp benefits they accepted as payment. Although the
demonstration was scheduled to end in December 1985, grocers, recipients, and
state and local food stamp authorities liked the EBT system well enough that
FNS extended the demonstration for two more years. The Department of
Agriculture's direct administration of the demonstration, however, did end on
December 31, 1985. After a transaction period, the Pennsylvania Department of

Public Welfare (PDPW) took over operations of the EBT system in March 1986.

Despite the positive reactions to the EBT system, not all operations
went smoothly. A number of performance problems occurred, ranging from slow
response times to cumbersome procedures. The problems were not so severe that
food stamp benefits could not be delivered and redeemed, but they were serious
enough that FNS had PRC modify a number of system features. More important,
the problems represent situations that future developers of EBT systems will

want to avoid.

This report discusses the major dimensions of an EBT system's per-
formance, with particular attention to points that proved problematic in the
Reading demonstration. It defines some general performance objectives for an
EBT system, identifies areas in which food stamp authorities might establish
performance standards, and suggests system features and management procedures

that should enhance EBT performance.
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This 1is the second special-topic report produced as part of the
evaluation of the demonstration, The first report describes the general
design of the Reading EBT system and the process of developing and implement-

ing the system.1

HOW THE READING EBT SYSTEM WORKED

The Berks County Assistance Office issued photo identification cards
with magnetic stripes to all food stamp recipients living in central Read-
ing. Recipients used the cards to buy food at any store in the Reading area
that was equipped with EBT terminals at the checkout counters. These stores
included virtually all Reading-area stores eligible to participate in the Food
Stamp Program, When a recipient wanted to make a purchase, the checkout
terminal made a telephone connection to computers at an "EBT Center' in Read-
ing, which maintained recipients' food stamp benefit accounts. If the recipi-
ent's account had enough benefits to cover the intended purchase, the computer
authorized the purchase, debited the recipient's account, and credited the
grocer's account. Once a day, the EBT Center totaled each grocer's sales and

initiated an electronic funds transfer to credit the grocer's bank account.

SIX DIMENSIONS OF AN EBT SYSTEM'S PERFORMANCE

Any EBT system has to carry out certain basic functions. It has to
provide a means for food stamp authorities to set up recipient accounts and to
periodically add benefits to the accounts., It has to allow recipients to buy
food with their benefits. It has to credit grocers in dollars for the recip-
ients' purchases. Finally, it has to provide food stamp authorities with the
information they need to manage the program and to be sure the system operates

properly.2

An EBT system not only has to perform these functions, it has to
perform them well. Criteria for defining good performance, however, are not

well established. The technology is relatively new. Even now only a handful

1john a. Kirlin, Developing an Electronic Benefit Transfer System
for the Food Stamp Program, Cambridge, Massachusetts: Abt Associates Inc.,
August 1985.

2These and other functional requirements of an EBT system are
discussed in some detail in Kirlin, op. cit.
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of point-of-sale systems exist in the retail food industry. Banking and
merchant groups are attempting to formulate performance standards, but so far
their coverage is not comprehensive and the standards suggested by different
groups are sometimes contradictory. Thus, few published resources are avail-
able to a food stamp agency that needs to specify performance criteria for an
EBT system, or to an EBT system developer who needs to know what expectations

the system must meet.

Examination of the Reading experience, review of the published
literature on commercial point-of-sale (POS) systems, and discussions with
some POS system operators in Iowa and Florida suggest six key dimensions of an

EBT system's technical performance:

» processing times for all functions, but especially for
EBT purchase transactions,

. capacity, which determines the number of food stamp
recipients the system can handle at normal performance
levels,

* reliability, including the availability of the system
to perform its functions and accuracy with which it
does so,

. security features that protect the Food Stamp Program
against loss and abuse of benefits,

*  management information for food stamp authorities and
system operators, and

. ease of use of the EBT system for recipients and
grocers.

Recommendations to help ensure good performance of an EBT system on these

dimensions are summarized below.

PROCESSING TIMES

Specify performance standards for transaction times before system
design begins,

The key standard should concern the length of time the payment
transaction takes in the grocery store (i.e., from when the customer's card is

passed through the card reader until the receipt is printed). POS operators

.
(8
-
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in Florida and Iowa estimated this time for a normal POS transaction at 20-23
seconds -- somewhat faster than the average cash transaction as estimated in
industry studies. Measured time for normal EBT transactions in Reading aver-
aged about 60-70 seconds, or 30-35 seconds slower than equivalent cash trans-
actions. Grocers in Reading, however, did not complain about the time

required for normal transactions.,

The system design may make it difficult to measure transaction time
from the moment of initiation. It may be necessary to have a ''response time"
standard as well, measuring the time from when the central computer begins to
receive an incoming transmission until it completes its return transmission.
A supermarket industry group has suggested a response time standard under 10
seconds. Estimates for the two POS systems examined were 8-15 seconds, com-

pared to 24-28 seconds in Reading.

Estimate expected transaction volumes and size the system

accordingly.

Food stamp recipients in Reading averaged 7 to 9 EBT purchase trans-
actions per month. Peak volumes in the afternoon hours immediately following
issuance were quite high: the single-hour peak ranged from 0.9 percent to 1.3
percent of the whole month's transactions. Both factors were under-estimated

in planning the Reading system, causing slow processing during peak hours.

Design system operations to limit peak loads where possible.

Staggering food stamp issuance, rather than giving all recipients
their benefits on the same day, can reduce peak loads. Reading data suggest
that issuing benefits on two days, one week apart, could cut peak daily volume

by nearly 24 percent from the volume with single—day issuance.

Large batch-processing operations, such as totaling grocer credits
for the daily funds transfer, compete with purchase transactions for process-
ing capacity. If these operations occur during the mid- to late-afternoon
hours, they will add to peak demands on the system. Where possible, batch
operations should be scheduled for off-peak hours or designed not to compete

with the processing of purchase transactions.
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households will still have benefits in their accounts after their food stamp
case has officially been closed. In Reading, the number of households making
purchases each month was 2 to 4 percent greater than the number receiving

benefits.

The EBT system carries out various transactions other than food
purchase authorizations, such as benefit issuance, card encoding, and balance
inquiries. The total number of transaction records the Reading system had to
generate and store averaged about 30 percent more than the number of pur-

chases.

To avoid overburdening a system's file capacity, food stamp authori-
ties need to establish a policy for removing accounts from an EBT system's
active files after a period of inactivity. For instance, even though the
caseload in Reading remained fairly stable throughout the demonstration, the
number of accounts on the system increased by 50 percent as new cases were
added but closed cases were not deleted. Deciding when to delete accounts is
somewhat difficult, because some cases that the Food Stamp Program considers
closed will continue to have unused benefits. How much additional file
capacity an EBT system needs for these accounts depends on how long

authorities decide they must be maintained.

Plan capacity for peak demands, considering all system functions,
and leave a margin for error,

Peak demands for processing capacity in Reading occurred in the
afternoons when purchase volumes were high and the system also had to sum up
the day's purchase activity to initiate funds transfers to grocers. Limited

capacity, as well as the factors noted earlier, contributed to slowdowns.

Communications capacity also is subject to demand peaks. The Read-
ing system 1initially had six incoming telephone lines to handle purchase
transactions, but added a seventh line when some grocers complained about
access problems. Capacity here is best measured as the probability that a
store terminal will encounter a busy signal when attempting to connect with
the central computer. That probability was measured at .005 after the seventh

line was added.
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Select hardware and software to meet processing time requirements.

Many system designs éan yield adequate processing time, and the
factors that will make any given system fast or slow are very system-
specific., Among the causes of slow processing times in Reading were serial
processing of various kinds of transactions through a single control module,
simultaneous updating of data files on a primary and backup computer, and use
of PL/1 as the system's programming language. Software written in PL/1l re-
quires a relatively large amount of code which the system must read and inter-

pret, thereby slowing processing speeds.

Food stamp authorities will not necessarily be in a position to
specify design decisions at this level of detail. They can, however, make
sure that hardware and software designs are reviewed by individuals with
expert knowledge of the particular hardware models and software languages
being proposed. This design review should assess the system's likely
performance capabilities and compare these capabilities to the system's

specified performance standards.

Test the system thoroughly before implementation.

System testing should include measuring the various components of
processing time for a purchase transaction: card reading and other functions
that happen at the store before transmission, dial-up and communications time,
internal processing, and printing the receipt. Measurements should be
conducted for a single transaction to determine any sources of slow processing
time. Measurements also should be conducted for multiple transactions in a
simulated peak-load situation to test the effect of transaction volume on

overall processing times,

SYSTEM CAPACITY

Estimate expected recipient numbers and transaction volumes.

In addition to the number of purchases per recipient, the EBT de-
signer needs to know the number of active recipient accounts to plan system

capacity. Active accounts will exceed normal 'caseload'" figures, because some
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Although there is no standard for capacity planning, POS system
operators contributed a rule of thumb about allowing a margin for error. They
suggested designing a sysﬁem in which the expected level of operations would
use 40 to 60 percent of capacity, and being ready to expand capacity when

utilization hits 80 percent,

Design the system to make it easy to expand capacity.

It may be necessary to add capacity to an EBT system after it begins
operations, as was the case in Reading. System design should make it possible
to add processing capacity (e.g., a faster computer or a computer with more
memory), communications capacity (e.g., incoming telephone lines), or storage
capacity for system files (e.g., more or larger disk storage devices) with a

minimum number of changes to other system elements.

Monitor utilization to identify potential capacity problems.

All system activities must be monitored after implementation to make
sure that actual usage 1is consistent with the levels used 1in capacity
planning. Measures of demand for processing and communications capacity

should include separate figures for peak periods.

SYSTEM RELIABILITY

Specify reliability standards for major system elements before the
system is designed.

The most common system reliability measure is the '"uptime rate'" --
that is, the percentage of all scheduled operating hours that the central
computer system is working and able to accept transactions. Trade literature
often mentions a standard of 99.5 percent uptime. The observed POS systems
exceeded this standard, and the Reading system came close (99.4 percent over-

all, but 99.7 percent during daytime hours).

For an EBT system, downtime that occurs between 4:00 PM and 5:00 PM
on issuance day is more damaging than downtime between 4:00 AM and 5:00 AM on

a Sunday morning. A separate uptime standard should be applied to peak

vii
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periods; alternatively, the overall standard could be specified in terms of
the minimum percentage of attempted transactions which the system must

process.

The uptime rate does not account for system inaccessibility that is
caused by failure of the communications system, the recipient's card, or the
in-store equipment. A measure of communication system reliability (probabili-

ty of a busy signal) was discussed above.

Card reliability can be judged by average lifetimes. Bank cards
appear to have at least a two-year average lifetime, Reliability problems
with the EBT cards in Reading began to appear about six months after card
issuance, although data needed to compute average lifetimes were not

maintained.

In-store equipment reliability should ideally be evaluated in terms
of the percentage of transactions that cannot be completed because of equip-
ment failure. No data on this point are available either from Reading or from
the POS systems in Iowa and Florida., The most relevant measure from Reading
concerns reported equipment problems, which occurred for about 8 percent of
the terminals each month. Most of these problems were minor and easily fixed;

the Reading in-store equipment was generally considered quite reliable.

A standard of nearly 100 percent accuracy in processing financial
transactions seems achievable. Only a handful of errors were found in nearly
500,000 purchase, issuance and funds transfer transactions in Reading, and POS

systems report similar accuracy rates.

Thoroughly test all hardware and software and train system operators
before implementing the system.

Hardware and software ''bugs'" are almost inevitable, and some will
occur in specialized situations that never develop in even the most rigorous
testing. In Reading, for example, if a cashier made a particular error in
signing on a store terminal, the terminal might later send a message to the
EBT Center that caused the main computer to fail. The voice-input-output unit
that received recipients' telephone inquiries about their account balance

sometimes failed to answer, for reasons that were never determined. It cannot

viii
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be assumed that pre-implementation testing will eliminate all such problems,

but extensive and varied testing can help minimize them.

Nearly 10 percent of system downtime in Reading was attributed to
operator error. These problems were concentrated in the early months, sugges-
ting that more training might have improved system reliability during this

period.

SYSTEM SECURITY

Perform a vulnerability analysis of any proposed EBT system design
and review system security after implementation.

Experience to date provides no basis for specifying general security
standards for an EBT system. The most common current approach to determining
security needs is vulnerability analysis. This amounts to a comprehensive
listing of the ways in which system integrity might be breached, together with
the potential methods for protecting against each vulnerability. Given such
information about a proposed EBT system design, food stamp authorities can
decide which vulnerabilities are important enough to justify the cost of the

protective measures.

System vulnerabilities should be defined to include mischief as well
as theft. A consultant hired by FNS failed to penetrate the Reading system's
security, but found it possible to tie up incoming lines. Such an event
occurring on an issuance day would have caused great inconvenience and confu-
sion, although the system would have incurred no financial loss. The experi-
ence illustrates the need for post-implementation security reviews, which may

identify vulnerabilities not noted in the initial analysis.

Design the system to facilitate data encryption and message authent-
ication to protect data transmissions.

Some data in an EBT system may have to be transmitted over non-
secure telephone lines. Standards are currently being developed for encryp-
tion and message authentication in financial data transmissions. (Encryption
involves altering the data so it cannot be interpreted if it is read during

transmission. Authentication procedures usually add a special code, based on
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the data being transmitted, so the receiver can determine that the transmis-
sion is legitimate and unaltered.) EBT systems should implement these stan-

dards wherever message protection is appropriate.

The Reading system used message authentication for transmissions
from stores to the EBT Center and encryption for transmissions from the state
and local welfare offices. This protection was considered good, and it with-
stood the penetration attempt described above. Encrypting the state's
issuance transmissions, however, was cumbersome and not always done. (Encryp-
tion required daily access to an inconveniently located encryption device.)
Software for future EBT systems may need to be designed to reject non-

encrypted transmissions to deter such short-cuts.

Require reciplents to use PINs,

The desirability of Personal Identification Numbers (PINs) in POS
systems is still under debate. Some retailers balk at the added cost and
inconvenience posed by PIN use, but financial institutions like the added
protection PINs provide. Requiring the use of PINs seems to be a valuable
security device in an EBT system. The Reading system required PINs, as did
the POS systems examined. The PINs apparently caused no problems in any of

the systems.

Design a complete and timely reconciliation system.

Daily checks are needed to make sure that an EBT system stays '"in

balance"” -- i.e., that total benefits in recipients' and grocers' accounts
today are equal to yesterday's total, plus any new issuances or purchase
credits, minus any purchases, debits, or deposits transmitted. This kind of
reconciliation is done for the system as a whole and for each recipient's and

grocer's account.

Transfers to and from the EBT system also must be reconciled to be
sure that the amount received (sent) by the EBT system agrees with the amount

sent (received) by the other party.

The Reading reconciliation design, which incorporated these fea-

tures, was generally considered good. Some problems arose because of delays
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in reconciliation functions that were performed by parties outside the EBT
system. Prompt reconciliation is important both to catch any illegitimate
activity quickly and to keep reported discrepancies from confusing subsequent

reconciliation efforts.

Provide a complete audit trail.

All system operations affecting account balances should be docu-
mented so that accounts can be fully audited. To provide this documentation,
the computerized operation of an EBT system can easily create and retain
records of all actions that move benefits from one account to another. If
account adjustments are needed to correct processing errors or other unfore-
seen situations, system operators should document the details of the adjust-
ment and why it was needed. If system operating procedures require authoriza-
tion for account adjustments, the documentation should include the authoriza-

tion.

SYSTEM MANAGEMENT INFORMATION

Specify management information needs before system design.

Food stamp authorities need information about how well an EBT system
operates relative to its performance standards, and about the incidence and
cause of system problems. In the Reading demonstration, where the system was
operated by a vendor under a cost-reimbursement contract, FNS also needed
information about system costs and about changes to the system design and
operating procedures. If the system is likely to expand or to be applied
elsewhere, information on utilization patterns also is needed. Food stamp
authorities must specify these needs in detail, because not all of them will

be evident to system operators.

Of course, some information needs cannot be fully anticipated. The
system design should be flexible enough to allow adjustments to the report
contents after operations begin. The software for producing reports in Read-
ing was not very flexible, and some adjustments that FNS desired were not made

because extensive redesign would have been required.
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Test all reporting software and procedures before system implementa-
tion.

Management reporting tends to be overshadowed in pre-implementation
testing by the main benefit-handling functions. Testing the reporting func-
tions is nonetheless important, particularly because the reports for the first
few periods will be critical to identifying any system problems. It may be
necessary to simulate multiple reporting periods in order to test the reports

fully prior to system implementation,

Although reports were specified in detail for the Reading demonstra-
tion, a number of ambiguities were not discovered until the first '"real"
reports were produced. If system tests had included feports based on simu-
lated data, most of the problems could have been corrected before system

implementation.

Review the system's ability to provide management information on
appropriate schedules.

Management reporting functions may be time-consuming and will neces-
sarily receive lower priority than a system's main operating functions. In
Reading, given these factors and the system's capacity limitations, the main
monthly management reports usually were not provided until several weeks after

the end of the month.

SYSTEM EASE OF USE

Limit the number of separate or complicated actions that recipients
and grocery personnel have to take to process a normal purchase

transaction.
- k'nﬁmgwhmunmww
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retailers in the Reading EBT system and the POS systems. Recipients and
grocers overwhelmingly preferred EBT to the normal food stamp coupon system,

predominantly because they considered the EBT system easier to use.
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Provide complete and timely deposit information to grocers.

Many retailers need to be able to reconcile in-store records of EBT
sales with deposits to their bank accounts on a daily basis. The POS systems
in Iowa and Florida provide such information in great detail, but the Reading
system was not designed to give grocers any routine information other than
their monthly bank statement. The matter was confused by delays in recording
manually authorized sales (used when purchases could not be made electron-
ically); the delays meant that daily deposit totals might not correspond to

in-store totals.

The information grocers need will be readily accessible within the
EBT system's computer files. Transmitting the information in a useful form to
grocers requires additional system capacity and cost, however, and it may not

be easy where in-store terminals are not very sophisticated, as in Reading.

Avoid stringent limits on manually authorized purchases.

An EBT system must have procedures allowing recipients to use their
food stamp benefits when the electronic system fails. Designing these proce-
dures requires a tradeoff between making the system easy to use and limiting

the potential for recipients to overdraw their accounts.

In the Reading system, a recipient could use no more than $35 of
benefits in manually authorized purchases in any one day. The limit incon-
venienced grocers and recipients, but probably made very little difference in
the system's vulnerability to overdrafts. Food stamp authorities might con-
sider imposing such a limit when an EBT system begins operations, then using a
higher «ceiling after wverifying that manual transactions occur only

infrequently.

Make it easy for recipients to spend their exact remaining account
balance.

Unlike customers in a commercial POS system, food stamp recipients
often want to use all of the benefits remaining in their account. Recipients
could find out their remaining account balance fairly easily in the Reading

system -- more easily than the POS systems. Still, recipients often used a
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trial and error process: attempting a purchase, receiving an “insufficient
funds' message, and then attempting the purchase again for the exact remaining
amount. In future systems, interaction between store terminals and the cen-

tral computer might be specifically designed to accommodate such purchases.

Provide thorough training to grocers and recipients.

Recipient training and support in the Reading system was considered
very good, and could serve as a model for other systems. Recipients were
trained in group sessions lasting about an hour and involving a videotape
presentation and hands-on practice with the equipment. Staff of community
organizations were trained to help any recipients having problems with the
system, especially problems arising from language and communication

barriers. This resource, however, was rarely used.

Grocer training in Reading was considered less successful. The
system developer trained grocers in group sessions lasting about half an
hour. The training included more material than recipients' training, but
offered limited hands-on practice. The system developer did offer subsequent

in-store training, if requested by the store manager.

Supermarket representatives in the POS systems said they trained
employees in groups in their stores for one to two hours, with emphasis on
hands-on practice. Although in-store training may not be feasible in a large-
scale implementation, the longer sessions and hands-on emphasis seem appro-

priate for EBT systems.
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networks and the Reading system. We also wish to thank the management

xix



Table of Contents

personnel at the three grocery store chains we visited on these trips:
especially Robert Hand, president of Dahl's Foods; Richard Newell, vice-
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Chapter One

INTRODUCTION

The Food Stamp Program provides benefits to needy households to help
them purchase food items authorized under the program. Benefits are
currently provided in the form of food stamp coupons with specified face
values, which may be redeemed by purchasing groceries at authorized retail
outlets. The United States Department of Agriculture, Food and Nutrition

Service (FNS), administers the program.

For several years, FNS has sought alternative ways to provide food
stamp benefits. The agency has looked for issuance procedures that are more
efficient, less costly to administer, and less vulnerable to fraud and abuse
than the most frequently used coupon systems. One alternative approach
applies electronic-funds-transfer (EFT) and point-of-sale (POS) technologies
to the benefit issuance and redemption processes. In January 1983, FNS
solicited proposals from independent contractors to design, develop, and pilot
test an Electronic Benefit Transfer (EBT) system using these technologies.
Planning Research Corporation (PRC) won the competition, and in July 1983, FNS

awarded PRC a contract to test such a system in Reading, Pennsylvania.

The Reading EBT system began operations on October 1, 1984, Fifteen
months later, on December 31, 1985, the EBT demonstration ended. The original
plans called for demonstration participants to return to the coupon issuance
system after the end of the demonstration. However, responding to a request
from the Pennsylvania Department of Public Welfare (PDPW), FNS extended the
EBT demonstration in Reading for another two years. Under an arrangement
worked out between PDPW and FNS, responsibility for operating the EBT system
has been shifted from Planning Research Corporation to the state welfare

department.
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1.1 PURPOSE AND OBJECTIVES OF THE REPORT

A previously released report on this project documented the design,

1A major purpose of

development and implementation of the Reading EBT system.
that report was to help state food stamp authorities who might contemplate
implementing an EBT system. The report covered a number of operational
requirements and other issues to be addressed when designing, developing and

implementing an EBT system for the Food Stamp Program.

When food stamp authorities seek to establish an EBT system,
however, their responsibility does not end with specifying appropriate
operating requirements. It includes specifying system performance standards
before the system is designed, and evaluating the system's technical design
before development is begun. These responsibilities exist whether the system
is designed and developed by an independent contractor (as in the Reading

demonstration) or by a State Agency.

With these responsibilities in mind, the current report provides
information to food stamp authorities about appropriate performance standards
for EBT systems and potential technical problems that can arise during system
operations. Clear performance standards can avoid misunderstandings between
food stamp authorities and system developers about expected levels of system
performance. Recognizing and reacting to potential technical problems can

prevent operational problems after a system is implemented.

To aid food stamp authorities in specifying performance standards
and in evaluating the technical aspects of a proposed system design, this

report has four major objectives:

¢« to identify general performance issues for EBT systems
operating in the environment of the Food Stamp Program,

. to document performance standards being applied to
existing POS networks, especially those networks with
peint-of-sale operations at retail food outlets,

* to identify potential areas in which technical problems
can develop in EBT systems, in part by identifying

liohn a. Kirlin, Developing an Electronic Benefit Transfer System
for the Food Stamp Program, Cambridge, Massachusetts: Abt Associates Inc.,
August 1985,
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problems (and their causes) which developed during the
Reading EBT demonstration, and

. to present recommendations which food stamp authorities
can follow to reduce the number of technical problems
which may develop during the design and development of
an EBT system,

The report concentrates on six aspects of the technical performance

of EBT systems. Each is addressed in a separate chapter of the report:

e system processing times (Ch. 2),

» system capacity (Ch. 3),

e system reliability (Ch. 4),

*» system security (Ch. 5),

. system management information (Ch. 6), and

* system interaction with users (Ch. 7).

The first four areas deal specifically with operational parameters of an EBT
system. That is, how quickly transactions at the point of sale are processed;
how well the size of the system corresponds to demands on the system; how
reliable the system 1s in terms of user accessibility and processing accuracy;
and how secure are system files and transaction communications. The
management information chapter deals not so much with how the system operates
from the perspective of users, but with the information that system operators
and State Agencies need to ensure that the system is operating correctly. The
user interaction chapter focuses more on problems with system design than with

technical problems in system operations.

As noted earlier, one purpose of identifying potential technical
problems in EBT operations is to help food stamp authorities evaluate proposed
system designs before development proceeds. It must be recognized, however,
that evaluating the technical design of an EBT system is a complex task. Such
systems rely upon advanced computer systems and communication facilities.
Computer software for EBT systems may involve numerous different programs
which interface in a complicated fashion. No single document could provide

all the information that would be needed to evaluate all possible designs.
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Thus, this report cannot substitute for the expertise of individuals who are
familiar with the particular hardware and software components being
considered. When such expertise is not available among Food Stamp Program
staff, authorities will need to find outside persons or firms to help in
evaluating technical designs. The report does, however, identify many of the
technical areas where problems may develop. It should help food stamp
authorities to more effectively communicate their concerns to either the

system developer or any consultants employed to evaluate a proposed system.

1.2 INFORMATION SOURCES FOR THE REPORT

The Reading demonstration provides the only operating experience to
date with an EBT system for the Food Stamp Program. Most of the information
presented in this report is therefore based on the Reading experience. This
section describes the information sources used to document the Reading
system. It also describes the procedures used to obtain information on
performance standards and the operating difficulties encountered in commercial
point-of-sale networks operating in the environment of the retail food

industry.

The operations of the Reading demonstration system have been well
documented. As system developer and operator, PRC provided written
documentation of the design of the system, as well as written training guides
and operating manuals. During the 15-month period of actual operations,
system-generated management reports documented the nature and level of system
activity and operations. Much of this information also exists in computer
files which document all transactions processed by the system during each
month of operations. In addition, numerous other information sources

documented regular system activity and system problems:

. Problem call logs document all calls from retailers to
the EBT Center about problems the retailers experienced
with either the system or the equipment 1in their
stores.

* Manual authorization logs document all calls from
retailers to the EBT Center requesting authorization
for manual sales when the system was inaccessible.
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. System downtime reports identify all periods during a
month when the system was down and inaccessible to
retailers, as well as the causes of the downtime.

. Call sequencer reports document the level of usage of
the telephone lines to the system's computers.

* System reconciliation reports summarize all system
accounts at the end of each day to allow reconciliation
of all transactions transferring funds throughout the
system,

. System operator logs document all computer activities
performed by system operators each day.

In addition to these 1logs and reports, several other sources provide
information on activities and, most importantly, problems encountered during
the demonstration. Each month, PRC provided FNS with a Monthly Technical
Progress Report. These reports summarize system usage during the month,
describe problems encountered by the system, and describe actions taken by PRC
to address these problems. FNS maintained weekly summaries of contract
activities and periodic meetings held between FNS and PRC. Furthermore, two
consulting firms, Electronic Banking Inc. (EBI) and Beacon Software Inc.,
provided written critiques of the EBT design and PRC's proposals to improve

system operations.

Together, the above documentation provides extensive information on
system operations, problems encountered during the demonstration, and actions
proposed and taken to resolve these problems. To supplement this information,
interviews were conducted with representatives of FNS, PRC, PDPW and the Berks
County Assistance Office (BCAO) to clarify the nature and cause of problems
and the remedial actions taken in response to these problems. Finally, as
part of 1its evaluation of the impacts of the EBT system, Abt Associates
conducted time studies of issuance-related activities at BCAO and all
activities at the EBT Center. Field staff also observed purchases at checkout
counters to provide information on the impact of the EBT system on checkout

counter productivity,

To gain information on system performance and problems encountered
in other POS systems, the authors of the report met with representatives of
two commercial POS networks and several grocery store chains participating in

POS networks. The two networks are SHAZAM and HONOR, both of which include
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relatively extensive POS activities at grocery stores. The SHAZAM network is
operated by ITS, Inc., headquartered in Des Moines, Iowa. The HONOR network
is operated by the Florida Interchange Group, Inc., headquartered in Crlando,
Florida. The grocery store chains include Dahl's Food and Hy-Vee Food Stores,
Inc. in Jowa, and Publix Supermarkets in Florida. Publix, in addition to

participating in the HONOR network, operates its own PRESTO network.

1.3 A DESCRIPTION OF THE READING EBT SYSTEM

This report focuses on general performance issues for an EBT system
and possible performance standards which can be specified for these systems.
Problems experienced in the Reading EBT system are reviewed to identify
potential impediments to performance in other EBT systems. To facilitate
later discussion and interpretation of the problems encountered in Reading,
this section reviews the design of the Reading EBT system as it existed during

the demonstration.

SYSTEM OVERVIEW

The EBT system in Reading is an on-line computer network linking a
central computer facility with about 145 retail food outlets in the Reading
area, the welfare office in Reading, and the state welfare department in
Harrisburg. The central facility, the EBT Center, contains two IBM Series/l
computers and is physically located within the data processing department of
American Bank and Trust Company (AB&T). A nearby annex provides work space
where field technicians repair and maintain store equipment, and where
supplies and spare parts are stored. The EBT Center processes all
transactions generated within the EBT system and maintains current files on

recipients' and retailers' account balances.

The state welfare department (PDPW) transmits benefits to
recipients' accounts at the EBT Center. Recipients' regular monthly
allotments are added to their accounts on specified days each month.
Supplemental, expedited, and prorated issuances are transmitted and added to

the accounts daily.

The local welfare office (BCAO) issues plastic photo identification

cards to all participating food stamp households. (Similar cards are used in
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other Pennsylvania counties for identification purposes only.) The cards have
a magnetic stripe on the back of the card. The photo ID cards are converted
to Benefit 1Identification Cards (BICs) for the demonstration Iwhen their
magnetic stripes are encoded with a BIC number assigned by the EBT system and
a "PIN offset."” The PIN offset is a code based on the BIC number and a
client-selected Personal Identification Number (PIN). The BIC number and PIN
offset are used to verify that EBT benefits are obtained only by legitimate

recipients.

Recipients purchase groceries at any retail food outlet participa-
ting in the demonstration. Each outlet is equipped with one or more Benefit
Transaction Terminals (BTTs) at checkout counters. As illustrated in Exhibit
1-1, each BTT has a handset, which may be used to call the EBT Center for

assistance, and a card reader. A PIN-pad and printer are attached to the BTT.

Immediately before a purchase, the store clerk passes the reci-
pient's BIC through the BTT's card reader, and the recipient enters his or her
four-digit PIN on the attached PIN-pad. The BTT internally checks the PIN en-
try with the encoded PIN offset to ensure that the card is being used by an
authorized person. Once the PIN is verified, the retail clerk enters the pur-
chase amount on the BTT and presses a '"Send" key on the terminal. This action
electronically transmits the recipient and store account numbers, the PIN off-
set, and the purchase amount to the EBT Center over a commercial telephone
line. The recipient’'s account at the EBT Center is immediately debited by the
amount of purchase, and the retailer's EBT account is simultaneously credited

by the same amount.

After the end of each banking day (2:00 PM), the EBT Center elec-
tronically "bundles'" all retailer credits for the day. The total credit for
each retailer is written on a computer tape which is hand-carried to AB&T's
data processing section. AB&T then transfers funds electronically through the
Automated Clearing House (ACH) network. The funds transfer passes through the
Federal Reserve System. Ultimately, the Food Stamp Program's demonstration
account at the United States Treasury is debited by the day's total
transactions, and retailers’' banks accounts are credited by the appropriate

amounts.

The EBT Center has a backup computer to enhance system reliabil-

ity. Nevertheless, in the event that electronic transactions cannot be ac-
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Exhibit 1-1

Benetit Transaction Terminal and Printer

Display Window for Amount Beneli 1D Carc
of Sales and Messages (BIC) Reade:

Handset

Benefit Transaction Terminal (BTT) Printer Benefit Transaction Terminal (BTT)

10
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cepted at the EBT Center, retailers can manually process purchase transactions
(up to $35 per recipient each day) by calling the EBT Center and obtaining a

manual transaction authorization.

The EBT system does not affect the procedures for certifying a
household's eligibility for food stamps. Nevertheless, it changes nearly all
the procedures for issuing and redeeming food stamp benefits. The following
sections describe the operations of the EBT system for the following six
functions and indicate its major differences from the current food stamp

coupon system:

. benefit authorization,

* Dbenefit delivery,

» verification of recipient's identity,
. recipient redemption,

. retailer redemption, and

*  bank redemption.

Subsequent sections describe the reconciliation process performed within the

system and the management reports produced.

BENEFIT AUTHORIZATION

Under both the Authorization-to-Participate (ATP) system (the coupon
system that was replaced) and the EBT system, the state welfare department
authorizes a certain level of benefits for each recipient each month. The ATP
system authorizes benefits through three steps: placing Household Issuance
Record (HIR) data and current issuance authorization information on the Food
Stamp Master File, printing ATP cards, and distributing ATP cards. In Berks

County, ATP cards are mailed directly to recipients.

The EBT system does not alter the first step. Responsibility for
maintaining and updating the Food Stamp Master File remains with the state
welfare agency. The EBT system does make significant changes in the other two

steps.

11
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Benefit Issuance. The computer file that is normally used to print

ATPs now contains an identifier on each household’'s record indicating whether
or not the household is in the EBT demonstration. The records for demonstra-
tion households are extracted from the file every day, before it is used to

print ATPs.

Each day's file extract, containing case numbers and authorized
issuance amounts, is sent to the EBT Center. The state welfare department
transmits supplemental, prorated and other non-recurring issuances electronic-
ally over a commercial telephone line. For the regular monthly issuances,
which involve more cases, a computer tape is physically delivered to the EBT

1

Center. Although regular issuances could be transmitted electronically, it

would take several hours given the size of the file and the speed.- of trans-

2

mission. Neither the state welfare department nor the EBT Center wanted to

tie up their equipment that long for the delivery of regular issuances.

When the EBT Center receives issuance information for new cases, it
adds account records to the EBT Master File and credits the corresponding
issuance amounts to the accounts. For existing cases, the issuance amounts

are added to the recipients' existing balances.

Card Issuance and Recipient Training. Under the EBT system, the

recipient's encoded Benefit Identification Card (BIC) replaces the ATP card as
the document authorizing the delivery of food stamp benefits. Instead of
receiving a new ATP card in the mail each month, demonstration participants

receive only one BIC. Any lost, stolen, or damaged BICs need to be replaced.

A household that applies for food stamps usually gets its BIC about

four days after the application interview. The delay is necessary to verify

lpor the first nine months of the EBT demonstration, regular monthly
benefits for all food stamp recipients in Berks County were issued by the
fourth work day of the month. The issuance schedule changed in July 1985.
Beginning in July, approximately one-half of all recipients in Berks County
received their benefits on the fourth work day of the month. The remaining
recipients received their benefits on the ninth work day of the month.

2The state welfare department and the EBT Center use 1200 baud
modems to transmit issuance data over a commercial telephone line. Faster
transmission would require the use of a dedicated telephone line and higher
speed modems.

12



Table of Contents




Table of Contents

to do and whom to call in the event of problems. The recipient practices

using the BIC with EBT equipment like that located in the grocery stores.

To allow other members of the food stamp household or authorized
representatives to purchase groceries, the recipient is given an Alternate
Shopper Card. This card includes the recipient's name and case number, but it
does not have a photo or a magnetic stripe. When the Alternate Shopper Card
is used together with the recipient's BIC and PIN, a person designated by the

recipient may buy groceries using the recipient's food stamp benefits.
y g g P

When a BIC is lost, stolen, or damaged, the recipient notifies the
welfare office. The welfare office passes on the information to the EBT
Center, which places the recipient's EBT account on "hold." This prevents any
further transaction activity for the account. A new card is then assigned to
the recipient using the process described above. The household's EBT account
is updated with the new BIC number and PIN offset, and the hold status is

removed.

BENEFIT DELIVERY

Under the ATP system, recipients take their ATP cards to a local
issuance office to obtain food stamp coupons. In Reading, banks serve as
issuance offices. After the bank employee verifies the identity of the re-
cipient, the recipient exchanges the signed ATP card for the authorized amount

of food stamp coupons.

The EBT system essentially eliminates this step. Benefits are con-

sidered to be delivered when they are placed in the recipients' EBT accounts.

VERIFICATION OF RECIPIENT'S IDENTITY

The recipient's identity is verified at two points in the ATP
system. As mentioned above, bank employees verify the recipient's identity
when they accept the ATP card and provide food stamp coupons. The teller
compares the name and signature on the identification card with the name and
signature on the ATP card. In addition, when coupons are used to purchase
food items, store clerks may ask to see an identification card to verify that

the purchaser is an authorized food stamp recipient.

14
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Under the EBT system, store clerks are expected to check the photo
on the BIC before attempting the EBT transaction. If someone other than the
recipient presents the BIC to purchase groceries, that person also must

present the recipient's Alternate Shopper Card.

The EBT system also verifies the identity of the recipient through
the four-digit PIN. A Benefit Transaction Terminal (BTT), located at the
checkout counter, performs the check. The checkout clerk passes the recip-
ient's BIC through the BTT's card reader and instructs the recipient to enter
his or her PIN on a PIN-pad attached to the BTT. The BTT internally computes
a PIN-offset number based on the card's BIC number and the entered PIN., It
then compares the computed number with the PIN-offset number encoded on the
card. If the offsets do not match, the recipient must re-enter the PIN. If
the recipient fails to enter the correct PIN in three tries, the BTT will ac-
cept no further attempts to use the BIC until another recipient's BIC has been
used at that BTT. After the third incorrect entry, the BTT automatically

transmits information about the unsuccessful PIN entry to the EBT Center.

Allowing three attempts to enter the correct PIN at the BTT repre-
sents a compromise between maintaining system security and recognizing that
recipients might have problems remembering their PINs. Multiple attempts to
enter a correct PIN could represent an unauthorized person attempting to
discover a recipient's PIN through trial and error. Recipients who forget
their PINs must return to the welfare office and have their BICs re-encoded

with a new PIN offset.

RECIPIENT REDEMPTION OF BENEFITS

Recipients redeem their benefits in the ATP system by exchanging
food stamp coupons for food items at authorized retail food outlets. In the
EBT system, benefits are similarly redeemed when a recipient uses the BIC and

PIN to purchase food items.

Electronic Purchases. In each participating store, nearly all

checkout counters are equipped with BTTs, PIN-pads and printers. Recipients

may make food stamp purchases at any counter that is so equipped.

After the checkout clerk rings up the sale, the BTT verifies the

recipient's identity as described above. The clerk then enters the total food

15
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stamp purchase amount on the BTT and presses a ""Send" key. The BTT automati-

cally dials the EBT Center computer and transmits the following information:

. recipient's BIC number and PIN offset (which identifies
the appropriate account);

. store, clerk, and BTT identification numbers;
. purchase total; and

» Transaction Authorization Code (TAC), a number which
the BTT computes, based on the data to be transmitted.

The EBT Center, upon receiving the transmission, independently computes a TAC
and compares this with the transmitted TAC to ensure that the information has

been communicated accurately.

The computer at the EBT Center verifies that a valid EBT account
exists for the transmitted BIC number and PIN offset. If a valid account
exists, the computer compares the recipient's balance to the purchase total.
If the balance is larger, the recipient's account is debited and the re-

tailer's account is credited by the purchase amount.

The EBT Center then sends to the BTT a message indicating that the

transaction is complete. The BTT prints a two-part receipt with the following

information:
. date,
. time,

. terminal code,

+ clerk's code (which is entered into the BTT by the
clerk when the clerk's shift begins),

. store code,

*+  amount,

* balance in recipient's account,
*+ recipient's case number, and

e type of transaction (either purchase or refund).

16



Table of Contents

The checkout clerk gives the recipient one copy of the receipt. The other
copy is retained on a journal tape within the printer and serves as the re-

tailer's record of the EBT transaction.

If the recipient's balance is less than the purchase total, the BTT
displays the difference. The recipient may pay this amount in cash or remove
some items from the purchase. In either case, the clerk re-enters the trans-

action with the new purchase total,

Credits also can be transmitted through the BTT. If a clerk acci-
dentally charges a recipient more than the amount of the purchase or if a re-
cipient returns items for a refund, the clerk carries out a procedure very
similar to that for a purchase. This results in a credit to the recipient's
account and a debit to the store account. Such transactions require a 'man-

n,

agement override'; they can be processed only by individuals authorized by the

store management.

Manual Backup Purchase Procedures. If an electronic transaction

cannot be processed at the EBT Center because both computers are down, a re-

cipient may still purchase up to $35 worth of groceries each day.

To accomplish a purchase in this situation, the clerk first passes
the BIC through the card reader and has the recipient enter his or her PIN.
After the BTT verifies the PIN, the clerk telephones an operator at the EBT
Center to request authorization for a manual EBT transaction. The clerk tells
the operator the client's case number (printed on the BIC) and the amount of
purchase. The operator checks the previous day's recipient balance report of
remaining balances for all recipients. If the recipient's balance is suffi-
cient, the operator gives the clerk an authorization code and places a tempor-
ary debit against the recipient's account. The checkout clerk records this
authorization code, the case number, the purchase amount, and the store's
identification number on a three-part manual sales form. The clerk retains
one copy for the store, gives one copy to the recipient, and sends the third
copy to the EBT Center. The EBT Center checks the amount on the manual sales

form against the temporary debit, and credits the retailer's account.

If an electronic transaction cannot be processed because the re-
tailer's BTT is not working, no PIN check is performed. The clerk calls the

EBT Center to request authorization for a manual EBT transaction. Again, the

17
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maximum daily authorization is $35. The operator checks the recipient's cur-
rent balance before authorizing the sale and places a temporary debit against
the recipient's account. The remainder of the process described above is then

carried out.

Mobile vendors, such as home delivery dairies, do not have access to
BTTs. To process sales to food stamp customers, these vendors follow the same
procedures that other retailers use when their EBT equipment is not working.
The only differences are that the mobile vendors phone in transactions after
they return to their office and that they are not subject to the $35 limit on

manual sales.

Providing Balance Information. In the ATP system, recipients merely

count their remaining coupons to determine their benefit '"balance'". Keeping
track of the electronic balance in the EBT system is much different.

In the EBT system, the EBT Master File at the EBT Center maintains
information on each recipient's current balance. The EBT Center adds benefits
to the recipient's account following the normal issuance schedule for Berks
County. The recipient's purchases and refunds transmitted from a retailer's
BTT are debited or credited to the accounts as they occur. In the event of
system failure, the EBT Center uses the latest daily recipient balance report
to maintain each recipient's current balance. Operators log manual transac-

tions on a log sheet and maintain ongoing client balances.

Recipients may determine their current EBT account balance by any of
three methods. First, every time the recipient makes a purchase, the BTT
receipt shows the balance remaining after the purchase. Therefore, the most
recent receipt usually shows the recipient's current balance. If the
recipient's account has been credited with an issuance or debited with a
manual sale since the last EBT transaction, however, the balance shown on the

last receipt will be incorrect.

Second, recipients may check their current account balance by using
a BTT. In addition to the regular terminals located at checkout counters, re-
cipients may use either balance-only terminals located in 23 of the larger
stores or a terminal located at the welfare office. To obtain a balance, the
recipient or clerk passes the recipient's BIC through the card reader, and the
recipient enters the PIN. After PIN verification, the operator presses a

"Balance" key on the BTT to send a balance-request message to the EBT

18
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Center. The Center sends the recipient's account balance to the BTT, which

displays it.

As with purchase transactions, recipients have three chances to en-
ter a correct PIN to obtain balance information. After three incorrect PIN
entries, the BTT sends an unsuccessful-PIN-entry message to the EBT Center.
If the EBT Center receives three such messages for an account during a single
banking day, the system will accept no further balance inquiries for that ac-
count until the next day. This limit is imposed to prevent unauthorized per-
sons from obtaining balance information. The balance information "lockout"
does not keep the recipient from purchasing groceries; the system continues to
accept food purchase transactions when the recipient enters the correct PIN at

a BTT.

Third, recipients can learn their account balance by using a touch-
tone telephone to initiate a call to the EBT Center. The recipient dials a
special number provided for balance inquiries. The number connects to the EBT
computer. When it is dialed, a synthesized voice answers, "Hello, please en-
ter your case number" (in both English and Spanish). After the recipient en-
ters the case number, the voice unit responds (again, in both English and
Spanish), '"Please enter your Personal Identification Number." The recipient
enters the PIN, and the voice unit responds (in either English or Spanish,
depending upon the recipient's preferred language), ''Your current benefits

are..."

RETAILER REDEMPTION OF FOOD STAMP CREDITS

In the ATP system, retailers redeem the food stamp coupons collected
from recipients by counting their coupons, endorsing them, filling out a Re-
demption Certificate, and taking the coupons and the certificate to their lo-
cal bank. The bank verifies the coupon amount with the retailer's Redemption
Certificate and cancels all coupons with a bank stamp. After verifying the
deposit, the bank credits the retailer's account. Crediting takes place
either on the day of the deposit or the next banking day. If retailers do not
bring their food stamp coupons to their bank each day, a delay occurs between

the time of the sale and the time their bank accounts are credited.

The equivalent process in the EBT system is accomplished through an

electronic transfer of funds to the retailers' accounts. Every afternoon, ex-
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cept weekends and legal Holidays, the EBT Center totals each retailer‘'s trans-
actions for the prior banking day, which runs from 2:00 PM to 2:00 PM. The
Center translates the retailers' account numbers and total transaction amounts
into the standard National Automated Clearing House Association (NACHA) format
used by financial institutions for electronic funds transfers. An EBT Center
operator then physically delivers a tape containing this information and
identifying data for each retailer's bank to American Bank and Trust staff.
AB&T requires that the delivery occur by 8:30 PM so that the bank can meet its
Federal Reserve processing deadline of 12 midnight. (During the first seven

months of operations, AB&T required the EBT delivery by 4:30 PM).

Each night, AB&T combines the EBT deposit information with similar
information from other organizations needing to transmit payment data
electronically through the Automated Clearing House (ACH) network. After
extracting all EBT (and other) payments to be made to its own depository
accounts, AB&T transmits the remaining deposit information to the Third
District Federal Reserve Bank in Philadelphia. The Federal Reserve Bank de-
bits its AB&T account by the sum of all retailer credits and distributes the
retailer credits to the retailers' bank accounts. Thus, the system is de-
signed to credit retailers' accounts within one banking day following an EBT

sale.

BANK REDEMPTION OF FOOD STAMP CREDITS

With the ATP system, each retailer's bank redeems the food stamp
coupons it receives. The bank ships the coupons, the Redemption Certificates,
and a Food Coupon Deposit Document to the Federal Reserve System. The Federal
Reserve Bank checks the amount of the coupons against the Food Coupon Deposit
Document . After verification (which includes a check for counterfeit
coupons), the Federal Reserve Bank credits the sending bank's reserve account
and debits USDA's U.S. Treasury account maintained at the Federal Reserve

Bank.

Bank redemption in the EBT system involves only AB&T rather than all
of the retailers' banks. Reimbursement of AB&T's Federal Reserve account oc-—
curs when AB&T initiates a wire funds request through the Treasury Financial
Communications System network. This request, which goes to the Federal Re-

serve Bank in New York, is made the morning after AB&T's account is debited by
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the Federal Reserve Bank in Philadelphia. The New York Federal Reserve Bank
draws down USDA's letter of credit with the United States Treasury which has
been established for the EBT demonstration. It simultaneously credits AB&T

for the sum of the previous day's retailer credits.

Finally, the Treasury provides USDA with a daily report of the
amount of the drawdown on USDA's letter of credit. USDA also has an on-line

capability to check its account activity at any time.

BENEFIT RECONCILIATION AND MANAGEMENT REPORT PRODUCTION

The ATP and EBT systems both generate reconciliation reports to
ensure that benefits are distributed appropriately. In the ATP system, for
example, one reconciliation compares the ATPs issued by the state welfare
department to the ATPs accepted for coupons by issuance agents. Another
reconciles the current inventory of coupons held by an issuance agent with
previous inventory, additional coupons received, and benefits issued in
exchange for ATPs. Reconciliation in the EBT system is more comprehensive
because the system can track benefits from the state welfare department to the

recipient to the retailer's bank account.

Account balances and benefit transfers are reconciled at numerous
points in the EBT system. As described below, the major reconciliations occur
when benefits are issued by PDPW, when accounts and daily EBT purchase
transactions are balanced, and when retailer accounts are credited through the
Automated Clearing House (ACH) funds transfer network. In addition, retailers
may balance their sales receipts against deposits to their bank accounts, and
retailer deposits are checked against drawdowns of USDA's letter of credit

with Treasury.

Reconciliation of Issuances. The EBT Center and PDPW take two steps

to reconcile benefit issuances to the EBT Center. First, daily transmissions
from PDPW to the EBT Center are checked when received. The last record of
each transmission contains totals for the number of cases and the dollar
amount of benefits to be updated. The EBT Center rejects the transmitted file
and notifies PDPW if the issuance records do not sum to either the case total
or the dollar total. PDPW and the EBT Center immediately investigate and

resolve the discrepancy.
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For the second step, the EBT Center creates a file of all issuances
placed in recipient accounts. This file has the same format as the tape files
thét PDPW produces when local issuance offices submit information on ATPs that
have been redeemed. The state welfare department calls the EBT Center about
twice each month to request that these files be combined, copied to tape, and
delivered to Harrisburg. PDPW then combines the EBT tape with its own tapes

to conduct a statewide reconciliation of all issuances.

Account and Transaction Reconciliation. The EBT Center reconciles

all account balances and transaction activity each day after 2:00 PM. The
Center produces a three-part System Daily Reconciliation Report using
information 1in the EBT Master File and History File. The report covers
recipient activity, retailer activity, and PDPW and AB&T activity.

The section covering recipient activity checks each account and the
total for all accounts. It computes the recipient's current balance as

follows:

Unused benefits from prior months

+ Total issuances for the month

Total food purchases for the month = Current balance.
Total refunds for the month

ATP purchases for the month

+

The reconciliation compares this balance to the balance recorded in the EBT
Master File. Manual sales that have not yet been reconciled against the EBT
Center's copy of the manual sales form are subtracted from the "unused bene-
fits" entry in the above equation. Once the manual sales form reaches the EBT

Center, manual sales are included in the "total food purchase" entry.

The section checking retailer accounts and activity uses a similar

formula:

Total sales for the month _ ) Total deposits for the month

- Total refunds for the month ( - ) + Total deposits on hold.
Manual sales are included in the "total sales" entry after the EBT Center re-
ceives its copy of the sales form. '"Deposits on hold" pertain only to newly
authorized and equipped retail outlets that have not yet had their bank ac-

counts listed in the ACH network., It takes about ten days after notification
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to establish rétailer, bank, and account numbers in the ACH network. The EBT

Center holds any deposit credits until the account is established.

The reconciliation for recipients and retailers produces totals for
the current day as well as for the month to date. Each day's total net debits
(purchases minus refunds) for all recipient accounts are balanced against each

day's total net deposits (sales minus refunds) for all retailer accounts.

The third section of the reconciliation report compares total funds
received from PDPW to the sum of total funds remaining in recipients' accounts
and total funds that have exited the system. Funds exit the EBT system either
through transmission of deposits to AB&T or through conversion of benefits to

ATPs.

EBT Center staff investigate and resolve any discrepancies dis-

covered in the System Daily Reconciliation Report.

Deposit Reconciliation. When the EBT Center delivers the retailer

bundle-up tape to AB&T, the bank checks the tape format and prepares a listing
of all retailer accounts and deposit amounts on the tape. AB&T returns the
tape and listing to the EBT Center after the deposit information is entered
into the ACH network. The EBT Center verifies the accuracy of the deposit
information by comparing the listing with its own records of store deposits

for the day.

Other Reconciliation Activities. Once they enter the ACH network,

deposits from the EBT demonstration are subject to the same reconciliation
procedures as any other fund transfers. This process affects all transactions
between AB&T, Federal Reserve Banks, the United States Treasury, and all banks

holding retailer accounts.

Retailers may reconcile their EBT transactions and deposits by com-
paring their BTT transaction receipts with deposit information provided by
their banks. Retailers also can call the EBT Center to inquire about daily

transaction totals, although this is not a formal element of the system.

The Food and Nutrition Service reconciles retailer redemptions
against drawdowns of its letter of credit at its Data Center in Minneapolis.
Once a week, the EBT Center sends a tape to Minneapolis which details daily

deposits to individual retailers. Weekly reports of drawdowns of the letter
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of credit are passed by FNS from the United States Treasury to the Minneapolis

Data Center.

The Food and Nutrition Service also reconciles monthly issuances in
the EBT system. At the end of each month the EBT Center reports to FNS the
total benefits issued to recipients, the total that recipients redeemed, and
the total that retailers redeemed. The Pennsylvania Department of Public
Welfare also submits information on the total benefits it authorizes each
month. Comparison of these separate reports reconciles total monthly

issuances.

The EBT Center, on request, can provide additional audit reports.
These reports are generated from the History File, which records all trans-

action activity during the demonstration.

Management Reports. In addition to reconciliation reports, the EBT

system produces a number of management reports. These include statistical
summaries of monthly activities, system trouble reports, and logs of problems

reported by retailers.

The reports serve two functions. First, by documenting the level
and nature of system activity, they provide a description of what happened
during the EBT demonstration in Reading, which is one of the primary purposes
of the demonstration. Second, the reports allow PRC and food stamp authori-
ties to monitor system activities and problems. They make it possible, for
example, to identify households that are not using their food stamp benefits,
to observe any sudden increase in unsuccessful PIN entries, and to identify

irregular patterns of store redemptions.
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Chapter Two

SYSTEM PROCESSING TIMES

An EBT system's computers and computerized files are its operational
center. Nearly every system function described in Chapter One requires
communication with the computers and access to files containing client and
retailer account information or previous transaction activity. If the system
cannot perform these functions rapidly, the entire performance of the system

will be impaired.

2.1 GENERAL PERFORMANCE ISSUES

Two performance dimensions are important 1in assessing an EBT
system's processing times. The first is the time the system requires to
process ''real-time" functions. (Real-time functions require the system to
process information immediately and communicate the results back to system
participants.) The second issue is how much time the system needs to process

all other system functions.

It is important to distinguish between the two groups of functions
because slow processing speeds for real-time functions generally have a
greater negative 1impact on retailers and recipients than do slow processing
speeds for other functions. A second reason is that the method by which the
system processes the two groups of functions is likely to differ for most EBT
systems, Thus, the two groups of functions differ both in the mechanics of

their operation and in their potential impact on system participants.

SYSTEM FUNCTIONS REQUIRING REAL-TIME PROCESSING

In the Reading EBT system, five functions require real-time
processing: purchase and refund transactions; querying account files to
determine remaining balances or recent account activity; encoding retailers'
and recipients' EBT cards; changing the current status of an account; and
logging 1invalid-PIN and insufficient-balance messages on the system's

transaction file. Although different EBT system designs could conceivably
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require real-time processing for a different set of functions, the major
identifying feature of these functions 1is that they involve immediate
communication between system participants and the EBT system. System
participants include not only retailers and food stamp recipients, but also
county office workers and system operators who initiate account queries and

immediate updates of file records.

One distinguishing characteristic of real-time processing functions
is that they require only one or two account records to be accessed and
processed. In addition, only small amounts of data must be processed to carry
out the function. These characteristics clearly facilitate the rapid

processing of real-time functions.

On the other hand, an EBT system has to process most real-time
functions as they occur. More specifically, the system must handle purchase
and refund transactions while the recipient waits at the grocery counter -- it
cannot reschedule purchases to smooth out processing demands over the day.
Control can be exercised over some real-time functions: for instance, card
encoding could be scheduled for specific times, and account queries could be
limited to specific periods. Such limitations, however, would reasonably be

viewed as a reduction in the level of service the EBT system provides.

The time required to process real-time functions -- especially
purchase and refund transactions -- is critical to both retailer and client
acceptance of an EBT system. If processing times are too long, the resulting
delays at checkout counters will cause customers to become impatient and,
during busy periods, will lead to longer checkout lines. Retailers may be
unwilling to accept reduced checkout productivity, especially in the highly
competitive environment of the retail food industry. A study of the technical
and economic feasibility of EBT systems concluded that retailer acceptance of

such systems would be critical to their success.!

In assessing an EBT system's processing times, it is important --
but difficult -- to know what processing times retailers and clients will

consider "too long." Retailers' attitudes about acceptable processing times
g p 1%

lReport on the Feasibility of an Electronic Benefit Transfer System
for the Food Stamp Program, Silver Spring, Maryland: Birch and Davis
Associates Inc. and The Orkand Corporation, March 1982,
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SYSTEM FUNCTIONS NOT REQUIRING REAL-TIME PROCESSING

An EBT system performs many functions that do not require real-time
processing. Key functions include the update of recipient account records
after food stamp benefits are issued by the State Agency, the initialization
and maintenance of client and retailer accounts, and the transmission of
retailers' credited deposits to the system's clearinghouse bank. Furthermore,
the system must perform numerous "housekeeping' functions on a regular
basis. These latter functions may vary considerably depending upon the
specific design of the EBT system, In Reading, the major housekeeping
functions include: reconciling benefit amounts received from the State Agency
with information on amounts transmitted; totalling retailers' «credits
("bundle-up") in preparation for transmission to American Bank -and Trust
Company, the system's clearinghouse bank; reconciling daily credits to and
debits from retailers' and clients' accounts; changing transactions incurred
after 2:00 p.m. from '"tomorrow's" transactions to '"today's" transactions
("shift")s producing backup and archive files on a routine basis; and

producing management reports detailing system activity.

The above functions wusually require batch processing of large
amounts of data. For instance, many of the functions require that all system
account records be read and processed. System operators may have some
flexibility in scheduling batch processing functions, but the extensive data
to be processed often requires substantial amounts of computer processing
time. Thus, although not as critical as the real-time functions, inefficient
or slow processing of batch functions can create problems for the system. If
the system performs these functions too slowly, system operators may have
trouble meeting schedules for critical events such as posting new benefits to
accounts or initiating funds transfers to retailers. Perhaps most
importantly, slow batch processing may interfere with the system's processing
of real-time functions if the same computers must process both types of

functions simultaneously.

PROCESSING TIMES FOR ALL SYSTEM FUNCTIONS

An EBT system will probably need to process both real-time and non-
real-time functions. Different hardware and software configurations for an

EBT system may provide greater processing efficiency (and, hence, faster
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processing speeds) for one type of function than the other. Thus, when
designing an EBT system, the system developer must consider the relative
processing efficiency of each potential hardware/software configuration for
both types of functions. The impact of each potential configuration on
overall system performance (including the processing of both real-time and
non-real-time functions) then can be determined. If this exercise reveals
that a particular hardware/software configuration would result in inadequate
processing speeds for either type of function, then an entirely different
configuration could be chosen. Alternatively, the developer may be able to
modify the software of the original configuration to enhance the system's

overall processing efficiency.

2.2 PERFORMANCE STANDARDS FOR PROCESSING TIMES

Because the processing time for purchase transactions has the
greatest impact on store operations in POS systems, this issue gets the most
attention in discussions of system performance. This does not mean that
processing speeds for other system functions are unimportant. The general
viewpoint has been, however, that as long as processing speeds for other
system functions do not interfere with transaction processing and do not cause
the system to miss operating deadlines, performance standards need not be
specified. Of course, it is in the system operator's best interests to design

a system which processes all functions in a cost-efficient manner.

STANDARDS FOR SYSTEM RESPONSE TIMES

Performance standards for transaction processing time are often
stated in terms of system ''response time.'" Response time is defined as the
interval beginning when the retailer (or the customer) initiates a
transmission from the point of sale and ending when the retailer receives a
message from the system either approving or rejecting the transaction
request. Time required to print a receipt for the customer is not included in
response time. Communication times for messages to be transmitted between the
retailer and the system, however, are included. Thus, response time is not

just the time required by the system's computers to process the transaction.
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The Food Marketing Institute (FMI), a trade organization
representing the interests of member supermarkets in the United States, has
established guidelines for issues dealing with EFT-POS systems.1 These
guidelines state that efficiencies can be gained in the checkout lane if
response times range up to 10 seconds. For comparison, a study by FMI on cash
and check handling times calculated the average time to accept cash during a
transaction as 25.5 seconds. The average time to approve and accept a check
during purchase was 65.2 seconds. When pre-transaction POS activities (i.e.,
card swipe and PIN entry) and post-transaction activities (i.e., receipt
printing) are added to FMI's response time standard of 10 seconds, it appears

that this organization is seeking a standard for EFT-POS transaction times

that is at least comparable to cash payment times.

Site visits to commercial POS networks in Iowa and Florida indicate
that response times within or approaching the 10-second guideline proposed by
FMI are technically feasible. In Iowa, representatives of Hy-Vee Food Stores
and Dahl's Foods, two major supermarket chains, stated that response times for
POS transactions were normally 10 seconds or less. Although longer response
times had occasionally been encountered during peak usage periods (usually
Friday afternoons), even these occurrences had been reduced with a recent
equipment upgrade by ITS, the operator of the Iowa POS network. Publix
Supermarkets representatives in Florida said response times generally were a

bit longer -- about 15 seconds.

The above response times do not include the time it takes the
customer to swipe his or her debit card through a card reader and enter his or
her PIN. Nor do they include the time it takes to print a receipt for the
customer. Although no formal studies of total time for POS functions, (i.e.,
from card swipe through receipt printing) have been performed in either Iowa
or Florida, Publix Supermarkets' representatives estimated total time at 22 to

23 seconds. In Iowa, the estimated time was approximately 20 seconds.

1a Preliminary Look at the Voluntary Guidelines for EFT-POS Issues,
EFT Conference of the Food Marketing Institute, September 1985.
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EBT TRANSACTION TIMES IN READING

System processing times became a major concern in Reading when the
EBT system began experiencing slowdowns early in the demonstration. Although
subsequent modifications to the system improved system performance, response
times remained longer than those estimated for the Iowa and the Florida POS
systems. Further system improvements were not made because the demonstration
nature of the Reading EBT system precluded the investment of greater resources

to increase system processing speeds.

Data related to system processing speeds in Reading are available
from two sources. Both PRC and Abt Associates conducted measurements at
checkout counters to determine the time required to process EBT tramsac-
tions. PRC also monitored processing speeds at the EBT Center. As described
below, the two sets of measurements focused on slightly different aspects of

the transaction.

PRC Measures of Processing Speeds. PRC separated the EBT activities

related to transaction processing into five categories: dialing time, time to
transmit and receive messages to and from the EBT Center, system queue time
(i.e., time waiting for the system to begin processing a transaction),
computer processing time, and time to print the EBT receipt. Time required to
pass the EBT card through the terminal's card reader and to enter and verify

the PIN was not measured.

Based on PRC's measures, the total time needed to complete the five
activities ranged from 30 to 40 seconds (Exhibit 2-1). Although not
documented by PRC, the variation in dialing time (from 6 to 12 seconds)
presumably reflects differences in stores' telephone service. Dialing time is
substantially greater for stores whose telephones use rotary dialing than for

stores with touch-tone service.

Response time estimates in Iowa and Florida did not include time to
print a receipt. The six seconds for receipt printing must be subtracted from
PRC's measures to yield a comparable response time estimate. The resulting
estimate is 24 to 34 seconds, or about twice as long as the estimated 15-

second response times in Florida.

33



Table of Contents

Exhibit 2-1

TRANSACTION PROCESSING TIMES IN READING, IN SECONDS

Activity Low Value High Value

Dialing the computer 6 12

Transmitting messages
between terminal and

computer 6 6
Queue time 8 12
Computer processing time 4 4
Receipt printing 6 6

Total time 30 40

Source: Letter from Mr. Harish Kathpal of PRC to Ms. Carol
Olander of FNS, dated April 29, 1986.
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Abt Associates' Measures of Transaction Times. The checkout

observations conducted by Abt Associates were designed to evaluate the EBT
system's impacts on overall checkout productivity. The observations focused
on two time measures: payment time and total time to complete the purchase
(total transaction time). The payment time measure is of greater interest

here because it is more directly related to system processing speeds.

Payment time 1is defined to begin when the clerk announces the
purchase total to the customer. For cash and food stamp coupon purchases,
payment time ends either with the closing of the cash drawer or with the
clerk's presentation of a sales slip to the customer, whichever occurs last.
For EBT purchases, payment time ends with the clerk's presentation of the EBT
receipt. Unlike PRC's measures of processing speeds, the payment time
measures include the time to pass the EBT card through the terminal's card
reader and the time to enter and verify the customer's PIN. They also include
time spent resolving problems (e.g., calling the EBT Center for assistance if
the receipt was not printed) and time spent on activities like grocery bagging

if these activities occurred prior to the presentation of the EBT receipt.

The stopwatch observations took place during two four-month periods
in 1985: February through May (denoted as Wave 2) and September through
December (Wave 3). The Wave 2 observations started just after the entire
demonstration caseload began using the EBT system and coincided with a period
when the system was experiencing problems with slowdowns and downtime. Wave 3
observations occurred near the end of the demonstration when most major system

problems had been corrected.

Within each of the two observation periods, observers scheduled
their store visits during the days immediately following each month's benefit
issuance. The intent was to maximize the number of observed EBT and food
stamp coupon purchases. This schedule, however, also meant that the system's
impacts on checkout productivity were measured during periods of peak system
usage, when system response times might be expected to be slowest. Thus, the
observed EBT transactions do not represent system performance throughout the
months covered by the observation periods. Because EBT transaction activity
is highest immediately after issuance, however, the observed transactions do

reflect system performance during this critical peak-usage period.
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Observations occurred in a sample of 30 demonstration stores and 10
stores in nearby Allentown. The Allentown stores were included to observe
purchases using food stamp coupons. Both the Reading and the Allentown
samples were split into three equal-sized subsamples -- supermarkets, small-
to medium-size grocery stores and convenience stores -- to reflect the

diversity of operating environments in which EBT transactions take place.

Several factors affect total payment time, including the number of
items purchased, the mode of payment (i.e., cash, food stamp coupons, EBT
card), and whether or not food stamp purchases also include non-eligible items
requiring partial cash payment. In addition, special problems can increase
payment time for EBT transactions. These problems include system slowdowns,
delays in getting through to the system's computers, incorrect use of the
store's EBT equipment, and problems entering a valid PIN. To measure the
effect of using the EBT system on the time to pay for groceries, regression
analysis is used to estimate the individual contributions of each factor to
total payment time (with a single variable indicating the occurrence of an

EBT-related problem).l

Because EBT purchases might vary from other purchases 1in a
systematic fashion (e.g., in the number of items purchased), the estimated
regression coefficients are used to compute the average payment time for a
“"typical" EBT purchase, where the "typical" purchase has the average number of
items for all EBT purchases, the average likelihood of EBT problems, and the
average likelihood of being a card-only transaction rather than a card-and-
cash transaction. The regression coefficients are then used to estimate
expected payment times for the typical EBT purchase if the customer had paid
with cash or with food stamp coupons (alone or in combination with cash). The
effect of using the EBT card is estimated by examining the difference in

expected payment times for the three modes of payment.

Exhibit 2-2 presents the results of the analysis. During Wave 2,
the average payment time for the typical EBT purchase in supermarkets was 156
seconds. The average payment times for typical EBT purchases in grocery

stores and convenience stores were each about 85 seconds. The longer payment

1For a detailed discussion of the regression analysis, see Hamilton,

op. cit.
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Exhibit 2-2
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WAVE 2
Payment Mode Supermarkets Grocery Convenience
Stores Stores
EBT Card 155.6 84.9 85.4
Cash 46.9 23.4 19.5
Card minus cash 108.7%%** 61.5%* 65.9%*
Coupon 71.0 29.7 24.4
Coupon minus cash 24  1%%*% 6.3 4.9
EBT minus coupon 84 , 6% 55 1%%* 60, 9*¥*
WAVE 3
Payment Mode Supermarkets Grocery Convenience
Stores Stores
EBT Card 78.2 61.5 58.0
Cash 41.2 21.2 20.0
Card minus cash 37 .0%** 40 . 3%*% 38.1%%*
Coupon 78.2 25.7 25.5
Coupon minus cash 37.0%¥%* 4.5 5.5%
EBT minus coupon 0.0 35,8%%* 32,5%%%
Notes: Statistical significance: *, p<.05; **¥, p<,005.
Source: Checkout counter observation data, Waves 2 and 3.
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time in supermarkets reflects both the larger number of items included in a
typical order and longer delays, on average, when system-related problems

occurred in supermarkets.

If cash had been used to pay for these EBT purchases, the expected
average payment times would have been 47 seconds in supermarkets, 23 seconds
in grocery stores and 20 seconds in convenience stores. Thus, as shown in the
exhibit, wusing the EBT system increased the average payment time 1in
supermarkets by nearly 109 seconds. In grocery stores and convenience stores,
the EBT system added somewhat more than one minute to total payment time. All
three estimated effects are statistically significant. As discussed later,
system slowdowns and other EBT-related problems contributed substantially to

these large increments in total payment time.

The exhibit also shows that EBT payment times during Wave 2 averaged
55 to 85 seconds longer than payment times for similar purchases using food
stamp coupons. Again, system problems contributed to these statistically

significant differences in total payment time.

During Wave 3, the average payment times for cash and food stamp
coupon purchases were similar to the estimated times in Wave 2 (again based on
expected times if cash or coupons had been used in typical Wave 3 EBT
purchases). The estimated payment times using the EBT card, however, are 78
seconds 1in supermarkets, 61 seconds in grocery stores and 58 seconds in
convenience stores, a substantial reduction from the Wave 2 estimates. Two
factors explain these reductions. First, as discussed later in this chapter,
normal system operating speeds improved between the two waves when PRC
implemented several modifications to system software. Second, the frequency
of system problems declined somewhat, and the duration of these problems

1

declined substantially. Nevertheless, payment times for EBT transactions in

Wave 3 were still 37 to 40 seconds longer than cash payment times.

The Wave 3 estimates for total EBT payment times are 18 to 38

seconds longer than PRC's upper-bound estimate of 40 seconds. As discussed

lgee Hamilton, op. cit. for a description of the frequency and
duration of system-related problems.
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earlier, our payment time estimates include the time to enter and verify the

PIN and time to take care of any system problems which may have occurred.

EBT payment times in supermarkets in Wave 3 required no more time
than similar purchases using food stamp coupons. In grocery stores and
convenience stores, EBT payment times were 32 to 36 seconds longer. The
likely explanation for these differential effects is that purchase size
affects coupon payment times more than EBT payment times, as customers count
out the appropriate number of coupons to pay for the purchase. Because
purchases in supermarkets are larger than purchases in other stores, the time
required to count out coupons offsets more of the EBT system's effects on

-~

payment times.

The payment times for EBT purchases in Exhibit 2-2 include the
delays resulting from system-related problems. As such, they represent our
best estimates of the actual average time required during the demonstration to
pay for groceries using an EBT card. Payment times would be less, however, if
an EBT system operated with fewer problems. To determine the likely impact of
a trouble-free EBT system on payment times, the previous analysis was rerun
using only "routine" transactions. "Routine" transactions are defined as
those that (1) involve no problems with the EBT system, (2) do not involve any
other unusual circumstances or events, (3) are not in the observer's judgment
unusually long for some reason not related to the EBT system, and (4) do not

have an average price per item of less than $.10.

Exhibit 2-3 presents the results of the analysis of payment times
based only on routine transactions. The payment times for cash and for food
stamp coupon purchases differ from those in Exhibit 2-2 because the deletion
of problem EBT transactions changes the profile of a ‘'"typical"™ EBT

transaction.

Comparing Exhibits 2-2 and 2-3, the average payment times for
routine EBT purchases are less than the average payment times for all EBT
purchases. Because system problems were more severe during Wave 2, the
reduction occurs mostly during this wave. For instance, payment times for
routine EBT purchases in Wave 2 were 37 to 49 seconds longer than similar cash
transactions, compared to the 62- to 109-second increments presented in
Exhibit 2-2. During Wave 3, the average payment times for routine EBT

purchases were 31 to 36 seconds longer than similar cash purchases, compared
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AVERAGE PAYMENT TIMES FOR ROUTINE TRANSACTIONS, IN SECONDS

WAVE 2
Payment Mode Supermarkets Grocery Convenience
Stores Stores
EBT Card 86.9 63.2 55.95
Cash 38.3 24.0 18.9
Card minus cash 48 .6%%* 39,2%%x% 36.6%%*
Coupon 65.0 32.5 23.3
Coupon minus cash 26, 7xk* B 5%* 4.4%
EBT minus coupon 21 . 9%%% 30, 7R 32, 2%%%
WAVE 3
Payment Mode Supermarkets Grocery Convenience
Stores Stores
EBT Card 70.1 57.0 56.5
Cash 39.1 20.7 20.4
Card minus cash 31,0%%* 36.4%%% 36, 1%%*
Coupon 72.2 25.1 26.6
Coupon minus cash 33, 1%%% 4.5 6,2%
EBT minus coupon -2.1 31.9%%% 29, 9w

Notes:

Source:

Statistical significance: *, p<.05; *¥, p<,01}; *¥%*  p<,005.

Checkout counter observation data, Waves 2 and 3.
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to the 37- to 40-second increments in Exhibit 2-2., Despite these reductions,

however, each increment in payment time remains statistially significant.

Even after deleting non-routine transactions, payment times using
the EBT card remained greater than expected payment times for coupon
purchases. During Wave 2, an additional 22 to 32 seconds were required to pay
for groceries using the EBT system rather than coupons. In Wave 3, EBT
payment times in grocery stores and convenience stores required about 30 to 32
seconds longer than expected payment times using coupons. Payment times for
routine transactions in supermarkets in Wave 3 required no more time than

payment times for similar coupon purchases.

In summary, the checkout counter observations indicate that PRC's
estimate of 30 to 40 seconds for system processing activities did not account
for transactions in which system-related problems increased total payment
time. When these problem transactions and the time to enter and verify the
PIN are considered, EBT payment times varied from 85 to 156 seconds in Wave 2

and from 58 to 78 seconds in Wave 3.

When compared to similar transactions involving cash payment, the
EBT system added from 61 to 109 seconds to the average Wave 2 purchase, and
from 37 to 40 seconds to the average Wave 3 purchase. Although the analysis
indicates that a trouble-free EBT system would have somewhat less of a
negative impact on payment times, the estimates provided above reflect the
actual impacts on retailers' checkout operations during the demonstration.
These incremental time estimates are quite high compared to industry desires
that a POS system reduce overall payment times,. Nevertheless, although
retailers did complain about system processing speeds, they were generally
very pleased with the EBT system, suggesting that the system's processing
speeds were at least tolerable., Of course, the Reading EBT system substitutes
the EBT payment mechanism for coupon payments rather than cash. Because
coupon transactions take longer than similar cash transactions, retailers in
Reading may have used a less stringent standard when evaluating the EBT

system's processing speeds.

2.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

The Reading EBT system experienced substantial problems related to

the speed with which the system handled both real-time and batch functions.
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During the course of the demonstration, PRC and FNS spent considerable time
determining the extent of the problems, diagnosing their cause, and
considering and implementing modifications to Aimprove processing
performance. As evidenced by the data on checkout times above, these
modifications were successful in reducing the severity of transaction
processing problems. Even after the modifications were implemented, however,
system response times for purchase transactions still exceeded actual response

times achieved by other POS systems.

In part, the demonstration nature of the Reading EBT system kept it
from achieving better response times. Some possible modifications for
improving system processing times were deemed too expensive or too time
consuming to warrant implementation in a demonstration setting. The
Pennsylvania Department of Public Welfare plans to enhance the system to

improve processing speeds after it takes control of the Reading system.

SLOW PROCESSING OF REAL-TIME FUNCTIONS

The major real-time function in the Reading EBT system 1is the
processing of purchase transactions. The system encountered several different
problems affecting the time to complete these transactions. Especially at the
beginning of the demonstration, retailers and recipients sometimes had
problems operating the system. Equipment problems occasionally caused delays,
and store terminals sometimes could not access the system. Finally, slow
internal processing speeds in the EBT Center computers increased the time

required to complete a purchase.

This section discusses problems which affected the system's internal
processing speeds. Subsequent chapters address the other problems mentioned

above.

Serial Processing. To ensure database integrity, PRC designed the

EBT system to process purchase transactions serially. That is, all processing
functions which needed to access a retailer or recipient record on the
system's Master File had to pass through a central software module (DBAPP).
No other function could access Master File records until the first access was
completed. This design protected the integrity of the Master File in the

event of system failure. If the system failed, the Master File could easily
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be returned to its status immediately preceding the failure without losing
track of any transactions interrupted by the failure.

One problem with this serial processing design was that several
batch programs that needed access to the Master File (but did not change any
data within the file) also had to pass through the central software module.
Thus, whenever a batch program was being run, it competed with purchase
transactions for access to the Master File. PRC changed the DBAPP software
module in March 1985 to allow limited parallel accessing of the Master File.
All functions which needed to change records in the file still had to pass
through the central software module. The software change, however, allowed
three lengthy batch programs (Shift, Daily System Reconciliation, and End-of-
Month reports) which needed only to read the Master File to do so without
passing through the DBAPP queue. This redesign improved the processing of
purchase transactions (by reducing queue time for access to the Master File)
without degrading the ability of the system to recover the database in the

event of a system failure.

At the same time that the DBAPP software module was changed, PRC
also modified a second software module, TIMAIN. TIMAIN routes transaction
messages from store terminals to the incoming queue of DBAPP. Prior to the
change, TIMAIN waited for a message from DBAPP indicating that a prior
transaction had been processed before sending the next transaction message to
the queue. After the change, TIMAIN routed transaction messages to the DBAPP
queue without waiting for a return message. This change acted to keep the
DBAPP queue from emptying out during periods of heavy transaction activity.
By maintaining a steady flow of transaction requests in the DBAPP queue, the
system avoided delays incurred while DBAPP waited for the next transaction

message.

Competition for System Resources. To reduce competition between the

processing of purchase transactions and batch programs, PRC also rescheduled
the time when the daily Bundle-Up program was run. Although this particular
batch program requires only about 30 minutes to run, in the early months of
system operations it had to be completed between 2:00 PM and 4:30 PM to meet
American Bank and Trust Company's deadline for accepting retailer deposit
information. Because many EBT purchases also occur during these afternoon

hours, response times suffered when the Bundle-Up program was run. In April,
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one of its computers. In June 1985, PRC changed the configuration of the
system's computers by adding a large disk storage device (a 200 megabyte cache
disk) to the system. With this addition, only one copy of the Master File
needed to be continually updated. Both the primary and the secondary computer
could access this single file, so if the primary computer failed, processing
could be transferred to the secondary computer without delay. To protect the
system in the event the Master File on the new device could not be accessed, a
second copy of the Master File continued to be maintained on the secondary
computer. The second <copy was updated periodically rather than

simultaneously.

The communications link between the two computers also may have
caused problems with processing speed. In an independent review of the EBT
system design, an outside consultant stated that this link (a 9600 baud serial
inter-processor communications link) was inappropriate, and that it added four
to five seconds to processing times when the system operated in a tandem
configuration, The consultant suggested a local communications link which
could directly access the secondary database. Responding to the independent
review, PRC challenged the estimate of increased time. Once the system
configuration was changed to access only one copy of the Master File, however,

the issue of inter-computer communications times became moot.

Time-out Periods for Store Terminals. The original design for the

Reading EBT system incorporated a one-minute time-out period for all store
terminals. After dialing the system's computers to initiate a purchase
transaction, store terminals would automatically disconnect if the system did
not respond with an authorization message within 60 seconds. Such time-out
periods are designed to ©prevent a store terminal from tying wup a
communications line to the system if processing for a particular transaction
is delayed. The POS systems in Iowa and Florida also incorporate time-out

periods.

Time-out periods should be set for sufficiently long time intervals
that transactions are not routinely interrupted by the automatic disconnect.
Not only do such disconnects require retransmission of the original purchase
transaction message, they impose additional processing requirements for the
original transaction request. To illustrate, suppose the Reading system

processed a transaction message and updated the retailer's and the recipient's
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account balances on the Master File, but failed to send a message back to the
terminal before 60 seconds elapsed. Because the entire transaction process
was not completed, the system would have to go back to the Master File and
reset the account balances to their level prior to the original transaction
request. Resetting the account balances effectively doubles the amount of
required system processing. When the retransmission of the original request
is considered, total processing requirements are nearly triple that of a

transaction which is not interrupted by a time out.

When the Reading EBT system began to encounter slow processing of
purchase transactions during peak-volume periods, store terminals began to
time out with 1increasing frequency. Because the time outs increased
processing requirements, they exacerbated the system's existing processing
problems. PRC therefore changed the time-out period in the terminals of the
five busiest stores in Reading from one to three minutes. They implemented
this change 1in March 1985. Because other system improvements also were
implemented near this time, it is impossible to isolate the impact of this
particular change on system processing speeds. Nevertheless, PRC noted a

marked decrease in the number of time outs afterwards.

SLOW PROCESSING OF BATCH FUNCTIONS

The EBT system runs four major batch programs on a daily basis:
Shift, Bundle-Up, Daily System Reconciliation, and Update. The Shift program
is run after midnight; it reallocates transactions processed after 2:00 PM
from "tomorrow's" transactions to "today's" transactions. This reallocation
is needed for the next day's Bundle-Up program, which sums "today's" credits
to retailers for entry into the ACH network. The Daily System Reconciliation
checks to see if all flows of funds through the system are in balance. The
Update program posts daily benefit issuances to recipients' accounts.
Although Update is run each business day, it has a lengthy run time only on
regular monthly food stamp issuance days. On other days only a small number

of supplemental or prorated issuances are processed.

In addition to the daily batch programs, several batch programs are
run after the end of each month to generate management reports on system

activities.
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As described below, problems with the design of software modules and
with the system's programming language led to slow processing of batch

functions in the Reading EBT system.

Software Problems. The major software problem related to the

processing of batch programs has already been discussed. Prior to the changes
in the DBAPP module, all batch programs passed through DBAPP to fead a record
in the Master File. Because most of these programs read all records in the
Master File, significant delays occurred. After PRC changed DBAPP to allow
the Shift, Daily System Reconciliation, and End-of-Month programs to read the
Master File without passing through the DBAPP queue, batch processing times

decreased dramatically, as shown in Exhibit 2-4.

Exhibit 2-4

APPROXIMATE PROCESSING TIMES FOR BATCH PROGRAMS

Program Before DBAPP Change After DBAPP Change
Shift 5 hours 30 minutes
Bundle-up 20 minutes 20 minutes

Daily System
Reconciliation 4 hours 30 minutes

Update 4-5 hours 4-5 hours

End-of-Month
reports 24 hours 8 hours

PRC did not change processing of Bundle-Up because this program
requires only about 20 minutes to run. The short processing time occurs
because only retailer records are accessed for this program. Processing of
the Update program was not changed because the EBT Center normally runs this

program early in the morning -- when transaction processing demands are low.
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Programming Language Problems. In addition to the DBAPP software

issue, an outside consultant criticized PRC's choice of PL/1 as the
programming language for the Reading EBT system. According to the consultant,
PL/1 is a very inefficient language for the system's IBM Series/l computers.
Programs written in PL/l take longer to run on the Series/l than identical
programs written in other programming languages, thereby slowing system
processing for both real-time and batch functions. The slower processing
speeds arise because the system requires more time to read and interpret
instructions written in PL/l1 than similar instructions written in other

programming languages.

PRC did not disagree that other programming languages could have
been more efficient for the Reading EBT system. One very efficient language
which both PRC and the consultant mentioned is EDL (for Event Driven
Language). PRC chose PL/l1 as the programming language for the system's
software, however, for three reasons. First, they recognized that EDL was not
an approved language for federally funded computer applications. Second,
languages like EDL are not very proficient at file management and data
manipulation. Third, PL/1 software code is relatively easy to write and
debug. In addition, an IBM engineer familiar with the Series/l recommended
PL/1 to PRC as a suitable programming language. Ironically, after the basic
design of the system's hardware and software had been completed, PRC learned
that PL/1 also is not a federally approved programming language. Before
actual software development began, PRC sought and obtained a federal waiver to

use PL/1 for the Reading EBT system.

The issue of the appropriateness of PL/l emerged after PRC
implemented the EBT system in Reading and problems with processing speeds
became evident. Changing to a different programming language would mean
completely rewriting and retesting the system's software. Because the system
was meeting its basic objective of handling purchase transactions at the point
of sale, no serious consideration was given to changing the system's
programming language during the demonstration. Instead, PRC implemented other
system modifications described in this and subsequent chapters to improve

system performance.
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2.4 POTENTIAL PROBLEMS IN OTHER EBT APPLICATIONS

The previous section documented several features of the Reading EBT
system which resulted in problems with transaction processing speeds. Without
adequate design review and system testing, similar problems could impact the
performance of EBT systems implemented elsewhere. In addition, other factors
~- which caused no major problem in Reading -- might impair transaction times
in other EBT systems. These other potential problem areas, discussed below,

should be reviewed during system design and testing.

REROUTING OF EBT TRANSACTIONS

In the Reading EBT system, all purchase transactions were
communicated to the EBT Center and processed there. In commercial POS
networks, debit transactions are often communicated to what 1is known as a
"switch."  Because the customers making the transactions may have their
accounts established at various financial institutions, the switch does not
normally process any debit transactions. Instead, based on information
contained in the transaction message, the switch reroutes the transaction
message to the appropriate financial institution. The financial institution
checks the purchase amount against the client's remaining account balance (or
against an authorized daily limit) and sends an authorization message back to

the switch. The switch then transmits the message back to the point of sale.

Discussions with network operators in Iowa and Florida indicate that
financial institutions vary in the speed with which they process transaction
messages. Indeed, these networks have found it necessary to impose financial
penalties on institutions if they do not process transactions within specified
time limits. The time limit in Iowa is currently six seconds. In Florida,
financial institutions must process 95 percent of their transactions within 15
seconds to avoid penalties. Both networks offer ''stand-in" processing
services to financial 1institutions which cannot meet these performance
standards. For the network to perform stand-in processing, the financial
institution must provide lists of authorized accounts and maximum daily limits
on purchase amounts. If an account becomes overdrawn under these

circumstances, the financial institution assumes liability.

If future EBT systems are integrated 1into existing commercial POS

networks, the State Food Stamp Agency could either process its own food stamp
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transaction messages or negotiate with a local financial institution or vendor
to provide this service. Under either option, the State Agency would have to
assure itself that transaction processing speeds would meet the network's

performance standards.

TIME TO COMMUNICATE MESSAGES

A second  area of potential response time problems is
telecommunications. In the Reading EBT system, all calls between stores and
the EBT Center during the demonstration were local calls, and transaction
messages were not rerouted through a switch. If long distance calls are
required in other EBT systems, communications times will increase. Similarly,
if one or more switches are present in the design, each switch will add about

one second to total response time.

These increased communications times can be offset by the use of
dedicated telephone lines or by store terminals which transmit messages
faster. Dedicated lines, which were not used in Reading, can improve response
times considerably by eliminating the time required to dial up a switch or an
EBT Center. For stores with touch-tone service, about six seconds in dial-up
time could be eliminated from total response time. In stores with rotary
service, from nine to 15 seconds could be eliminated. Potential time savings
from the use of terminals which transmit at higher speeds are considerably
smaller. If the Reading demonstration had used such terminals, the estimated
time savings would have been about two to three seconds. Dedicated lines and
higher-speed transmissions, however, are more expensive than the slower
alternatives. The tradeoff between response time and operating costs must

therefore be considered carefully.

2.5 RECOMMENDATIONS WHICH SHOULD IMPROVE PROCESSING PERFORMANCE

Future applications of EFT and POS technologies to the issuance of
food stamp benefits may involve system designs and equipment configurations
different from the Reading EBT system. Thus, it is impossible to identify in

detail all the possible problems that could affect processing speeds in future
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systems. Nevertheless, based on the experience in Reading, several

recommendations can be made to reduce the likelihood of problems occurring:

1) Specify performance standards for system response times prior to system
design.

FNS did not specify performance standards for system response time
in the Reading EBT demonstration. Few POS systems were operating when the
Reading system was designed, and FNS determined that the available information
was not sufficient for setting performance standards. The lack of standards
however, created several problems for both PRC and FNS. PRC had no explicit
goals to guide system design and, once the Reading EBT system was implemented,
FNS had no explicit measures against which to evaluate the adequacy of system
performance. This left room for disagreement between FNS and PRC as to

whether or not the system was operating at an acceptable level of performance.

The development of EBT-like POS systems has now progressed to the
point that reasonable performance standards for response times can and should
be specified before a new EBT system is designed. Such performance standards
can eliminate much of the ambiguity that surrounded the assessment of the
Reading system's performance, Approaches for specifying response time
standards are discussed below. When specifying performance standards, it
should be realized that system costs may increase as more stringent standards
are specified. It is also the case, however, that costs for a given level of
performance should decrease in the future as the technology for EBT systems
improves. EBT systems which are integrated with commercial POS systems also
may be able to take advantage of the high performance levels offered by these
systems, while keeping costs at a reasonable level. A State Agency,
therefore, should consider the various levels of performance which are
technically feasible and weigh the costs and performance advantages of each

potential performance standard.

In its simplest form, a performance standard for system response
time would state that total response time for EBT transactions cannot exceed a
specified number of seconds. Because EBT technologies will likely improve
over time, an actual performance standard is not recommended here. The
information contained in this report, however, can serve as a starting point

for determining an appropriate standard. The key benchmark figures are: 24-
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28 seconds, which PRC estimated as the average response time after the
system's improvements; 8-15 seconds, reported for the Iowa and Florida POS

systems; and 10 seconds, mentioned in the FMI guidelines.

A simple response time standard would be deficient in at least two
respects. First, response time -- as defined in Section 2.2 -- does not
measure the full impact of an EBT transaction on checkout times at grocery
stores. Second, the standard does not account for events which may be beyond

the control of the system developer.

Response time does not measure the full impact of an EBT transaction
on retailers because it does not include the time it takes recipients to enter
their PIN and the time required to print a receipt. Because retailers care
most about how an EBT system affects total time in the checkout lane, a
performance standard should be specified in terms of total transaction time.
It is entirely appropriate to include PIN entry and receipt printing times in
a performance standard; these times can be affected by the system design and

by choice of equipment,

The system developer cannot, however, control all factors which
affect total transaction time. Recipients may occasionally have problems
entering their PINs, and communication times between the store terminal and
the system can sometimes be affected by transmission line problems within the
telephone network. To account for these possibilities, a more flexible
performance standard might be appropriate. For instance, instead of stating
that total transaction time must always be less than a specified number of
seconds, the standard could specify that 95 percent of all transactions must

be completed within the time standard.

2) Estimate expected transaction volumes and size the system
accordingly,

The number of EBT transactions to be processed, especially during
periods of peak volume, is a critical parameter to be incorporated in the
design of an EBT system. If the number of EBT transactions is underestimated,
system processing speeds may fall below the level needed to meet standards for
total transaction time. It is of paramount importance, therefore, that

expected transaction loads on a new system be carefully estimated.
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Expected transaction volumes affect communications and system file

capacity issues as well as system processing times. These capacity issues are
described in detail in Chapter Three, and further discussion of how a system
should be sized to meet expected transaction volumes is presented in that

chapter (pp. 63-68).

3) Design system operations, insofar as possible, to reduce peak-load
processing requirements.

Peak-load processing requirements can be reduced in two ways. Peak

demands for purchase transactions can be reduced, or batch processing

functions can be scheduled for off-peak hours.

As will be documented in Chapter Three, peak transaction demands in
an EBT system tend to occur immediately after food stamp benefits are
issued. Peak transaction demands on a system can be contained, therefore, by
issuing food stamp benefits on multiple days rather than a single day of the
month. Benefit issuance schedules, of course, are set by food stamp
authorities. As authorized by the Food Security Act of 1985, State Agencies
may wish to consider staggering benefit issuance throughout the month to
reduce peak loads on an EBT system. Evidence of the impact of staggered
issuance on peak loads in the Reading EBT system is presented in Chapter

Three.

If batch processing competes with transaction processing for
computer resources, peak-load requirements can be reduced by scheduling batch
processing functions for off-peak hours, This will allow all computer
resources to be allocated to transaction processing during peak hours,

reducing the likelihood that peak volumes will impair system performance.

4) Select a hardware and software configuration which can
efficiently handle system processing requirements,

Given the Reading demonstration's hardware and software problems,
selecting appropriate hardware and writing efficient software are obviously
important design decisions. The system developer should carefully consider
all system processing requirements and match these requirements against the
processing capabilities of available computer hardware. Furthermore, the

software configuration chosen for the system should take advantage of any
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inherent processing strengths offered by the hardware and bypass -- if
possible -- any inherent limitations. The programming language selected also

should support the efficient processing of system functions.,
5) Test the system thoroughly prior to implementation.

A system developer must design an EBT system to meet specified
performance standards for total transaction times. Actual performance levels,
however, do not always meet planned performance levels. To avoid this, the
system developer should thoroughly test a prototype of the system to ensure
that performance standards will be met. This testing should occur well in
advance of the system's planned implementation date. Early testing will
provide time to incorporate system design improvements if performance levels

during testing fall short of performance standards.

System testing should include two phases. First, the time required
by the prototype to process a single purchase transaction should be carefully
monitored. Second, the prototype should be tested under expected peak
processing demands to ensure that transaction times do not increase beyond

performance standards.

When testing the time required to process a single purchase
transaction, the developer should measure how much time 1is required to
complete each step of the transaction. In the Reading system, these steps
included: card swipe and PIN entry; PIN verification at the store terminalj;
assembling a transaction message at the store terminal for transmission to the
EBT Center; dialing up a line to the system's computers; communicating the
transaction message to the system's computers; internal processing by the
system's computers; communicating an authorization message back to the store
terminal} and printing a receipt for the transaction. By measuring the time
to perform each step of the transaction, the developer can identify the source
of any unexpected delays 1in total transaction time. If transaction
performance standards are exceeded, the source of unexpected delays will

indicate where processing improvements are needed.

Even if a system prototype processes a single purchase transaction
within the system's stated performance standards, this level of performance

might not be maintained under peak processing demands. To ensure that peak
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loads can be processed within transaction time performance standards, the
prototype should be subjected to expected peak processing loads. This should
include batch processing loads if batch processing functions must be handled

by the system during peak-transaction periods.

In the absence of an actual operating environment, peak transaction
loads on a prototype system must be simulated. One option for performing such
a test 1is to program a separate computer to generate a high volume of
transaction messages to the prototype., In performing such a simulation, the
test environment should replicate the expected operating environment as much
as possible. For instance, communications times between the two computers may
not reflect expected communications times in the field unless a communications
delay 1is built into the test. Alternatively, having the two computers
communicate over telephone lines rather than by a direct communications link

may better reflect actual operating conditions after system implementation,

25



Table of Contents




Chapter Three

SYSTEM CAPACITY

57

Table of Contents




o8

Table of Contents




Table of Contents

Chapter Three

SYSTEM CAPACITY

Unlike processing times, EBT system capacity is not directly ob-
served by retailers or food stamp recipients. Nevertheless, limited system
capacity can lengthen both the time it takes a store terminal to access the
system and the time the system takes to process a purchase transaction.
Capacity also can affect how efficiently the system carries out its accounting
functions after a day's transactions have been logged into the system. The
capacity of an EBT system, therefore, 1s an important factor affecting the

system's overall performance.

3.1 GENERAL PERFORMANCE ISSUES

An EBT system has three major elements in which limited capacity can
seriously reduce system performance: communications, processing throughput,
and file size and organization. Insufficient capacity in any one of these
three elements can create bottlenecks during system processing, slowing re-
sponse time or creating other processing difficulties. The following sections

describe general performance issues associated with each design element.

COMMUNICATIONS

System performance will be inadequate if the capacity of the sys-
tem's communication facilities is insufficient. In an on-line, real-time
system like the Reading EBT system, transaction messages must be transmitted
over telephone lines to the system's computers as purchases are made at retail
outlets. Regardless of how fast the system's computers can process a single
transaction, transaction messages cannot get to the system unless there 1s an
open telephone line to transmit the message. Thus, limited communication
capacity (indicated by the lack of available open telephone lines to the

computer) will lead to delays in purchase transactions.

Computer systems can accept messages from multiple telephone lines

at the same time. In determining needed communications capacity, therefore,
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the question is how many telephone lines to the computer must be available to
handle transaction demand loads. Communications capacity must be sized
according to estimates of peak transaction demands on the system. The goal in
determining needed capacity 1is to eliminate or minimize the number of occur-
rences 1n which transaction processing cannot be accomplished during peak

periods simply because there is no open telephone line to the system.

PROCESSING THROUGHPUT

Processing throughput is a measure of processing capacity. As a
computer system either increases the speed with which it processes system
functions or increases the number of functions which can be processed at the
same time, throughput increases., Therefore, a clear relationship exists
between processing capacity and system processing speeds. One performance
issue for processing throughput, then, 1is whether processing capacity is
sufficient to support the processing speeds needed to meet the system's re-

sponse time performance standards.

To ensure adequate processing capacity, total processing demands on
the system for all real-time and batch processing functions must be esti-
mated. It is especially important to anticipate total processing demands
during peak periods of system usage. These demands will determine the in-
itially needed capacity of the system. Because the number of recipients using
an EBT system may expand over time, however, probable future peak-load demands
on the system must be considered. The degree to which future growth should
affect short-term capacity decisions depends on how soon the growth is ex-
pected and how easily processing capacity can be expanded after the initial

system is implemented.

When determining how much communications capacity and processing
capacity 1is required for a given system, situations may arise in which it is
not cost-effective to provide enough capacity to meet peak demands fully.
For instance, if extremely high demand peaks occur very infrequently, sizing
the system to handle the extraordinary peaks may be so costly that instances
of reaching capacity must be accepted. Given the difficulties that system
inaccessibility places on retailers and recipients, however, these instances

should be avoided wherever feasible.
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FILE SIZE AND ORGANIZATION

An EBT system must create and maintain a number of computer files to
support operations. Account files for recipients must be updated as issuances
are posted, and files for both retailers and recipients must be updated as
transactions are processed. A transaction file must be maintained to support
reconciliation and audit trail requirements, and transaction files must be
archived to maintain a historical record of all system activity. Finally, a
number of intermediate, working files may be needed to support normal system
processing requirements. Although these latter files are temporary, they add

to the overall file capacity requirements of the system.

System files must be maintained on data storage devices. These
devices include magnetic computer tapes, disks, and diskettes. File capacity
for files placed on magnetic tape is essentially limitless. However, files
placed on magnetic tape take longer to process than files placed on computer
disks or diskettes. To maximize processing efficiency, then, system designers
try to maintain most active system files on disks or diskettes. File capacity
is controlled by the amount of space allocated on these devices for individual
files. Thus, available disk space is the constraining factor for determining

system file capacity.

The system developer must consider two factors when determining
needed disk space! the total number of files to be maintained on disk or
diskette data storage devices, and the amount of storage space required for
each file. Required storage space for individual files is a function of the
amount of information contained in each file record and the number of records
placed in the file. Thus, unlike requirements for processing and communica-
tions capacity, file capacity requirements are related more to the amount of
information to be maintained in each file and to total transaction volumes
(which affect the number of records to be placed in transaction files) than to

volumes during peak demand periods.

If the system fills all allocated space on a disk or diskette file,
normal processing cannot continue until either more space is allocated, some
of the information is removed, or the file is reorganized into a more effi-
cient configuration. For a given space allocation, two different factors can
cause the system to run out of space, First, records stored in the file may

not be efficiently designed; for example, they may contain information which
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3.2 PRACTICES IN MEETING CAPACITY REQUIREMENTS

System capacity requirements for communications, processing through-
put, and file structure and organization must be tailored to each new system
application. Although there appear to be no standard "rules of thumb" linking
expected levels of system demand to required system capacity, established
procedures exist for accomplishing this task. Some examples are described

below.

ESTIMATING TOTAL AND PEAK TRANSACTION DEMANDS

As noted in the previous section, communications and processing
capacity requirements are directly related to peak transaction levels. File
capacity requirements are related to total transaction levels. When determin-
ing a systems's needed capacity, therefore, both total and peak expected

transaction demands must be estimated.

The first step in estimating expected transaction loads is to esti-
mate total transaction demand for a specified unit of time. Because food
stamp benefits are issued on a monthly basis, it 1is reasonable to begin by

estimating total monthly transaction levels.,

Monthly transaction demand for an EBT system depends on the number
of recipients using the system each month and the average number of EBT pur-
chases each recipient makes per month. For commercial POS systems, the number
of people using the system each month is related to the size of the cardholder
base. The size of the cardholder base is the number of debit cards issued by
financial institutions or retailers participating in the system. For an EBT
system, the 'cardholder base" is the number of food stamp recipients placed on

the system.

Once the size of the cardholder base is known, POS system planners
estimate the expected number of cardholders who will use their cards each
month. Little information exists on debit card usage for point-of-sale pur-
chases, but experience with automated teller machines (ATMs) is relevant.
This experience suggests that, on average, less than one~half of all card-
holders currently use ATMs in a given month. The EBT pattern is much differ-
ent because food stamp recipients in EBT systems must use their cards to

access food stamp benefits. EBT planners can expect usage rates to approxi-
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mate 100 percent. In fact, from 102 to 104 percent of all current program
participants in Reading made EBT purchases each month. The figure exceeds 100
percent because former recipients continued to use their cards to access

benefits that remained after their cases had been formally closed.

After estimating the percentage of all cardholders expected to
generate POS activity, the system developer must estimate how often
cardholders will use their cards at the point of sale each month. The Reading
EBT demonstration provides the only evidence to date of how often food stamp
recipients use their benefit cards to purchase groceries. Between February
and December of 1985, the average number of EBT purchases per currently active
recipient in Reading ranged from 7.1 to 8.9 transactions each month. The mean

for the entire period was 8.3 transactions per month.

From expected monthly demand levels, the developer must estimate
expected peak demands. Although operators of commercial systems in Iowa and
Florida did not provide information relating peak loads to monthly volume,
they stated that their peaks tend to occur on Friday afternoons between 5:00

PM and 6:00 PM.

Hourly peak loads for the EBT system in Reading occurred between
3:00 PM and 6:00 PM, as shown in Exhibit 3-1. Retailers report that this is
the same peak shopping period for their non-food stamp customers. The coinci-
dence in peak shopping hours was somewhat unexpected. The system's developer
had expected food stamp households' shopping trips to be distributed more

evenly throughout the day.

The number of hourly purchases shown in Exhibit 3-1 does not reflect
peak hourly transaction demand on the Reading EBT system. Exhibit 3~1 re-
flects the total hourly demand across all days in a month. As discussed
below, daily system usage in Reading varied considerably within each month of
the demonstration. Thus, the maximum hourly demand on the system exceeded the
peak shown in Exhibit 3-1, The maximum hourly demand is needed to estimate

system capacity requirements,

Until July 1985, all food stamp recipients in the Reading demonstra-
tion received their benefits on the same day of the month. The solid line in

Exhibit 3-2 shows how daily transaction volumes varied from one issuance day
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Source: Archived history files of the Reading EBT system.
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Exhibit 3-2

AVERAGE DAILY EBT PURCHASE VOLUMES,
BY DAYS SINCE ISSUANCE
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Note: Actual issuance date (for single issuance months) and first issuance date (for
staggered issuance months) correspond to 0 days since issuance in the exhibit.
During staggered issuance months, the second issuance date occurs seven days
after the first issuance date.

Source: Archived history files of the Reading EBT system.
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1 After a rapid build-up, peak daily usage occurred on the second

to the next.
day after 1issuance. Thereafter, daily usage dropped rapidly. During the
months from February through June, the maximum number of transactions in a
single hour (not shown in Exhibit 3-2) ranged from 0.86 percent to 1.31 per-
cent of total monthly transactions., For the five months, the average peak-

hour demand was 1.06 percent of total monthly volume.

In an effort to reduce peak hourly volumes on the system, the state
implemented a staggered issuance schedule. Beginning in July, approximately
one-half of all food stamp households in Reading received their regular month-
ly benefits on the fourth workday of the month. The remaining food stamp

households received their regular monthly benefits one week later.

The dotted line in Exhibit 3-2 shows the impact of staggered
issuance on daily transaction levels. The effect was unexpected. Instead of
reducing peak daily loads, staggered issuance merely shifted the peak to a
later date. As expected, however, staggered issuance did have some effect on
peak hourly volumes. From July through December, peak hourly transaction
demand ranged from 0.85 percent to 1.03 percent of total monthly transaction
volumes. For the six months, the average peak-hour demand was 0.93 percent of
total monthly volume, down about 12 percent from the average peak-hour demand

of 1.06 percent for February through June.

Two reasons appear to explain why staggered issuance did not reduce
daily peak loads on the Reading system. First, the average monthly transac-
tion volume increased by 3.7 percent between the two periods. Second, recip-
ients had better information as to when monthly benefits were posted to their
accounts after staggered issuance was implemented. Prior to July, benefits
were supposed to be posted to accounts on the fourth workday of each month.
However, FNS authorized PRC to post benefits earlier to allow some flexibility
in scheduling the Update program, which required from four to five hours to
run. Some recipients who checked their account balances before the fourth

workday found that their benefits were accessible, and began shopping

lgiven the monthly schedule of issuance dates, there were months in
which up to 33 days passed between one issuance date and the next.
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immediately. But not all recipients realized that their benefits had been
posted. The effect of this uncertainty was to spread the peak transaction
volume over several days. This effect can be seen in Exhibit 3-2 in the rapid
escalation of daily transaction volumes over the first two days of the
issuance month. (PRC's actual posting date defines the start of the issuance
month in Exhibit 3-2.) In contrast, from July through December, the initial

peak occurs exactly on the day of issuance -— the fourth workday of the month.

For State Agencies planning future EBT systems, it 1is desirable to
have an estimate of the effects of staggered issuance on peak-hour transaction
levels that avoids the confounding issues described above. Using daily trans-
action totals from March 1985 (the only single-issuance month in which bene-
fits were posted to recipients' accounts on the fourth workday of the month),
we simulated the impact of staggered issuance on dally transaction levels.!
The actual peak daily level was 2,638 transactions, on March 6, issuance

2 The simulation indicates that, if one-half of the demonstration house-

day.
holds had received their March benefits one week later on March 13, the peak
daily transaction level would have been 2,018 transactions (on March 13), a
24-percent decrease from 2,638 transactions. If 1issuance for the second
portion of the caseload had been delayed by two weeks instead of one week, the
peak daily transaction level would have been 1,633 transactions (on March 20),
a 38-percent decrease. The simulation therefore indicates that peak daily
transaction levels in an EBT system can be reduced with staggered issuance

dates. Because peak hourly demands should occur on days of peak daily demand,

staggered issuance can reduce system capacity requirements.

After estimating peak hourly demands on the system, the planner must
translate these demands into the maximum expected number of transactions that
the system must process simultaneously. There appears to be no standard
method for this conversion. In designing the Reading EBT system, PRC used a
Poisson distribution to statistically allocate total hourly demand throughout

the hour.

1The simulation is described in Appendix A.

2System problems on March 6 probably prevented some EBT purchases
being made that day. This should not have a major impact on the simulation.
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ESTIMATING NEEDED COMMUNICATIONS CAPACITY

Communications capacity requirements follow from the analysis of
peak transaction loads. With the number of peak transactions estimated, the
number of telephone lines required to handle these peak loads can be ascer-
tained using queueing theory. The only additional information needed to
perform the analysis is the total length of time a telephone line will be
occupied while a purchase transaction is being processed. Because this length
of time is related directly to system processing speeds, required communica-
tions capacity depends upon both peak transaction loads and the system's

processing throughput.

ESTIMATING NEEDED PROCESSING CAPACITY

Both real-time and batch processing functions place demands on
system processing capacity. Although batch processing demands cannot be
ignored, real-time functions have peak levels that tend to define maximum
processing demand. Thus, estimating peak transaction volumes in an EBT system
is a key element in estimating processing capacity requirements. Once peak
transaction volumes and their processing capacity requirements are estimated,
additional batch processing demands during the system's peak transaction

periods may be added to determine total peak processing demands.

Commercial POS system operators suggest that peak transaction pro-
cessing should utilize only 40 to 60 percent of system processing capacity.
Data processing personnel at FNS indicate that peak transaction processing
should utilize only 50 percent of total processing capacity. These rules of
thumb allow for possible estimating errors and for concurrent processing
demands from other system functions. Thus, for initial planning, processing
capacity should be about twice expected peak transaction usage. As transac-
tion demand grows over time, POS operators recommend upgrading the system's
processing capacity by the time that peak demand reaches 80 percent of pro-

cessing capacity.
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ESTIMATING NEEDED FILE CAPACITY

Determining required file capacity is a separate exercise. After
deciding what files will be required to operate the system and what informa-
tion they will contain, the developer must estimate how many records each file
will need to hold. This depends on the number of system participants and the
overall level of expected system activity, factors which will have already

been estimated for the analysis of peak transaction demands.

3.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

The Reading EBT system experienced problems in all three areas
related to system capacity! communications, processing throughput, and file
structure and organization. Problems with processing capacity and actions
taken to reduce these problems were discussed in Chapter Two. This present
section focuses on the problems encountered with limited communications facil-
ities and file capacity, the major reasons why these problems developed, and

the actions that PRC took to ameliorate the problems.

COMMUNICATIONS CAPACITY

The Reading EBT system encountered two sets of problems related to
limited communications capacity. Minor problems arose from the number of
telephone lines installed in retail stores. The main problems concerned the
number of telephone lines which connected to the system's computers at the EBT

Center.

Most Benefit Transaction Terminals (BTTs), located at checkout
counters in retail stores, shared telephone lines with other store terminals
or with the store's regular business line. Some terminal transmissions te the
EBT Center could not be initiated simply because the line was already in
use. These problems were infrequent enough, however, that corrective actions

(e.g., adding more lines at the store) were not deemed necessary.

Lack of available open lines to the EBT system's computers caused
most of the communication problems in Reading. At the start of the demonstra-

tion there were six lines to the system's computers. Although the system
Yy P 4 y
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could process only one transaction at a time, store terminals could dial up
the system and wait for transaction processing unless all six lines were in
use. The EBT Center maintained a log throughout the demonstration of line
usage for these six lines. Exhibit 3-3 shows the monthly count of occasions

when all six lines were in use and the total time they were in use.

The full initial demonstration caseload of 3,632 recipients did not
begin using the system until January 1985. The figures in Exhibit 3-3, how-
ever, reveal that capacity problems with the system's six lines began as early
as November 1984, when only about 72 percent of the 1initial caseload was
making EBT purchases., The capacity problems peaked in February when all six

lines were in use at the same time for a total of more than 3.5 hours.

Further investigation of the line usage data indicates that approxi-
mately 44 percent of the capacity problems occurred between 4:00 PM and 7:00
PM, which closely matches the period of peak transaction volumes for EBT

purchases (Exhibit 3-1).

PRC responded to the system's line capacity problems by adding a
seventh telephone line to the system's computers on March 22, 1985. Unfor-
tunately, due to expense considerations, the equipment used to monitor line
usage (a Dacon Call Sequencer) was not modified to include the seventh line.
Thus, no line usage data are available which indicate how often all seven

lines were in use after March 22.

It should be noted that, even for the October 1984 to March 1985
period, the data in Exhibit 3-3 are only suggestive of the number of times
retailers could not access the system because an open line was not avail-
able. If no other calls were attempted when all six lines were busy, no
access problems would occur. To gain a better measure of the access problem,
Bell Telephone of Pennsylvania conducted two studies for PRC to determine how
often store terminals encountered busy signals when attempting to transmit a
transaction message. The first study covered the four-week period from March
11 through April 5. The second study covered the five-week period from April

22 through May 24, Both studies were conducted only during weekdays.

Even though the first Bell study provides some information relevant

to the incidence of busy signals before and after the addition of the seventh
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FREQUENCY AND TOTAL DURATION OF ALL SIX COMPUTER LINES IN USE

Month Frequency Total Duration
(minutes)

1984

October 18 3.0
November 596 110.3
December 458 82.5
1985

January 503 53.0
February 1,350 217.8
March 270 45.0
April -—- -—--

May 424 64.3
June -—- -——-
July 437 49.6
August 381 54.9
September 90 9.6
October 325 19.2
November 140 18.4
December 74 11.1
Note: Reliable line usage data for April and June are not

available.
Source: Dacon Call Sequencer reports provided by the EBT Center.
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telephone line, the two studies really do not provide enough data to determine
the impact of the seventh line on communication access problems. The second
study covers the period when May benefits were issued, whereas the first study
begins five days after the March issuance. Thus, the periods before and after
March 22 covered by the Bell studies are not comparable in terms of transac-

tion volumes.

Despite the peak transaction loads encountered during the second
study, access problems did seem to be reduced after installation of the
seventh line. During the nine study days preceding March 22, the probability
of a store terminal encountering a busy signal when attempting to dial up the
EBT Center was 0.0l. After March 22, the probability was 0.005 on those days

1 on May 6 (issuance day), however, the

covered by the two Bell studies.
probability of a busy signal was very high (0.04) despite the addition of the
seventh line. The EBT system processed 2,909 purchase transactions on May 6,

the heaviest daily transaction volume of the entire demonstration.

The apparent reduction in telephone access problems after March 22
cannot be attributed solely to the addition of a seventh telephone line. As
discussed in Chapter Two, PRC modified the system's software and increased
time-~out periods in selected store terminals during March. These modifica-
tions reduced processing requirements and increased system processing
speeds. Thus, some improvement in access to the system would have occurred

even without the addition of the seventh telephone line.

The access problems encountered through March can be partly attri-
buted to two assumptions underlying estimates of the number of lines required
to handle peak transaction loads. First, PRC underestimated peak hourly
transaction volumes by about 30 percent. Actual average peak hourly volume
between November 1984 and March 1985 was 237 transactions ( 1.05 percent of an
actual average monthly volume of 22,253 transactions), compared to PRC's peak

estimate of 167 transactions per hour (0.84 percent of an estimated total

lThe probability estimate of 0.005 excludes transactions and busy
signals on May 24, the last day of the second Bell study. The EBT Center used
only the backup computer on May 24, and the backup computer supports only four
incoming telephone lines. The probability of a busy signal on May 24 was
0.07.
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monthly volume of 20,000 transactions). Second, PRC assumed that each trans-
action would occupy a telephone line for about 15 seconds. As a result of the
slow processing speeds discussed in Chapter Two, the actual time a transaction
occupied a line averaged about 26 seconds. This estimate includes time to
transmit messages to and from the computer, time waiting in the processing
queue, processing time, and receipt printing time. It excludes PIN verifica-

tion time at the terminal and dial-up time.

FILE CAPACITY

The Reading EBT system experienced several problems related to the
size and organization of system files, Software difficulties caused some of
these problems (see Chapter Four). Problems related to file capacity are

discussed here.

Problems with the Size of the History File. One potential file

capacity problem during the Reading demonstration was the size of the system's
History File. Although the capacity of the file was never reached during the
demonstration, there were months in which the file neared full utilization.
System processing would have been interrupted if the file had ever reached

capacity.

The History File documents many different system activities., All
system activities that change information in the system's Master File are
documented, including purchase and refund transactions, benefit issuances,
manual purchase authorizations and their subsequent reconciliation, and
changes in the status of a recipient's account. Other activities which are
documented include encoding of recipients' and retailers' EBT cards, balance
queries, invalid-PIN entries (after three consecutive unsuccessful attempts to
enter a PIN), and instances of attempted purchases which exceed a recipient's
remaining balance. Each of the above activities generates at least one record
to be added to the History File. Some of the activities generate more than
one record (for instance, four records are generated whenever an EBT card is

encoded).

The History File is divided into three equally sized subfiles, each

corresponding to one month's worth of documented activities. At the end of

74



Table of Contents

every month of operations, the oldest subfile is copied onto tape to provide
an archived record of all system activities. The space allocated for this
subfile is then used for recording the next month's activities. Thus, the
History File always maintains between two and three months of information on

system activities.

The History File is maintained on a disk storage device. Each
subfile is allocated enough space to hold 40,000 records. In determining
needed file space during the system's design phase, PRC estimated that the
system would process about 20,000 purchase transactions each month, and each
purchase transaction requires that one record be written to the file. The
remaining capacity of 20,000 records would be used to document all non-

purchase activities.

In February 1985, PRC noted that the system used over 86 percent of
January's History File space to record system activities. There were 24,056
purchase transactions during January. During February, when the system pro-
cessed 27,487 purchase transactions, nearly 79 percent of the History File was
utilized. The utilization rate dropped in February largely because card
encoding activities decreased substantially after the last major wave of

recipients was added to the system in January.

PRC has not noted any concerns with the capacity of the History File
since February. The high utilization of the file in January, however, serves
as a reminder of a system's potential for file capacity problems. The basic
cause of the high utilization rate was an underestimation of the monthly
volume of purchase transactions in the Reading EBT system. Whereas PRC
planned for 20,000 purchase transactions each month (by assuming a caseload of
4,000 recipients and an average of five purchase transactions per month for
each recipient), actual purchase transaction volumes averaged 28,420 trans-
actions per month between February and December. Contributing strongly to
January's high utilization rate were the 1,140 EBT cards encoded that month
(each adding four records to the file)j this points out the need for accurate-
ly estimating the incidence of all activities which place demands on system

file use.
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Two other problems related to the History File occurred during the
demonstration. The June subfile appeared to reach capacity early in the
month., When PRC investigated this problem, they discovered that June's his-
tory records were not being rewritten over old March records. Instead, June
activities were being recorded in unused space left over on the March sub-
file. This problem was attributed to operator error. Although quickly re-

solved, the problem did delay system processing.

The remaining problem related to the History File arose from PRC's
misunderstanding of FNS desires for an on-line capability to access History
File records. FNS desired that 60 day's worth of system activity be retriev-
able at any time to investigate recent system activity. Instead, PRC designed
the system so that only the current month's and the past month's records could
be accessed. Thus, depending on when during a month the file was accessed,

between 30 and 60 days' history records could be retrieved.

Apart from the apparent capacity problem in June which was quickly
resolved, PRC did not make any changes during the demonstration to increase
either the capacity of the History File or the on-line capability of accessing
History File records. PRC staff said that providing greater on-line capabili-
ty would have been relatively simple during system design, but that expanding
the capability after system implementation would have been time consuming and
possibly disruptive to system operations. With regard to expanding file
capacity, the addition of the 200 megabyte cache disk in June provided suf-
ficient space for an expanded History File. However, all program code for
writing records to the History File is based on a subfile size of 40,000
records. Changing the program code is a relatively simple, but tedious,
exercise. PRC decided that the probability of actually exceeding the capacity
of the History File was low enough that incurring costs to increase file size

was not justified.

Problems with the Total Number and Size of Files. The total number

and size of system files for the EBT system created some disk capacity prob-
lems until the 200 megabyte disk was added in June. The original system
configuration provided 94 megabytes of disk storage -- 64 megabytes on the
primary computer's disk and 30 megabytes on the secondary computer's disk.

Each disk held the system's data files (e.g., the History File and the Master

76



Table of Contents

File) and all program and application code needed to run the system. Only

about two megabytes of unallocated space was left on each disk.

The lack of more unallocated disk space posed several problems for
system operations. For instance, the History File could not be expanded and
substantial expansion of the Master File could not be accommodated. Further-
more, EBT Center operators had to copy program files from the disks to tape
each day and reallocate disk space in order to provide space for temporary
work files. After the addition of the 200 megabyte cache disk, files no
longer had to be copied to tape and then recopied back to disk to provide

temporary space for work files.

As noted, limited space for Master File expansion caused PRC some
concern. As the demonstration progressed, new program participants in the
demonstration area were added to the system. Although account records for the
new participants were added to the Master File, account records of previous
participants were never deleted. A similar situation existed for the account
records of participating retailers, although at a much smaller scale. By the
end of the demonstration, the number of account records in the Master File had

grown from approximately 4,100 to about 6,250,

In an on-going EBT system, maintaining inactive accounts on a Master
File will eventually lead to an unnecessarily large file which could create

1 As discussed earlier in this chapter, a State Agency

capacity problems.
should develop criteria consistent with program regulations for deciding when
inactive accounts can be deleted from system files. For the extension of the
Reading EBT demonstration, the Pennsylvania Department of Public Welfare plans
to initiate the following procedures for deleting account records if file

capacity problems are encountered:

. Delete those accounts for which an EBT card was never
encoded (i.e., the recipient never attended a training

session). If the recipient re-establishes program
eligibility, one month's worth of benefits will be
reissued.

1p larger Master File also increases processing time for any system
functions which need to read the Master File or access a record from the file.
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o Delete those accounts for closed cases with no benefits
remaining in their EBT accounts.

» For currently eligible households with active accounts
with a remaining balance, close the case and delete the
account (after appropriate notice) if benefits have not
been used for 90 days. If the recipient re-establishes
program eligibility, the previous remaining amount of
benefits will be reissued.

The State will implement procedures for tracking which accounts are deleted

and the amount of benefits subject to possible later reissuance.

3.4 RECOMMENDATIONS WHICH SHOULD IMPROVE CAPACITY PERFORMANCE

The likelihood of problems occurring with either communications,
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recommendations are followed during system design and implementation.

1) Estimate expected transaction volumes and size the system
accordingly.

Monthly transaction volumes affect needed file capacity. Trans-
action volumes during peak hours of system use affect system processing speeds
and determine needed processing and communications capacity. This recommen-
dation therefore repeats the second recommendation presented in Section 2.5.
The importance of accurately estimating expected transaction volumes cannot be
understated. Inaccurate estimates can impalr system performance in several

different ways.

When PRC designed the Reading EBT system, they had little informa-

tion upon which to base estimates of either monthly or peak-hour usage of the
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The Reading activity levels provided earlier (Exhibits 3-1 and 3-2)
can aid future developers of EBT systems when they estimate expected transac-
tion volumes. It should be noted, however, that the shopping patterns of
Reading food stamp recipients may differ from shopping patterns in other
locales. Many factors could conceivably affect local shopping patterns,
including the number, size and diversity of available food markets, the demo-
graphic characteristics of the recipient population, and the schedule for
issuing food stamp benefits. The number and type of available food markets
may be a particularly important -- and uncontrollable -- factor affecting the
number of separate shopping trips (and, hence, EBT purchases) recipients make
to purchase their groceries. For instance, Reading has many small specialty
food stores, including a farmer's market with numerous separate stands, which
may have increased the average number of monthly EBT purchases during the
demonstration. In addition, Reading's relatively small geographic area and
the availability of numerous food stores may have reduced the need to concen-

trate shopping into a few major shopping trips.

Because local shopping patterns may diverge from the patterns ob-
served in Reading, developers of future EBT systems should try to ascertain
actual shopping patterns before designing the system. Local retailers may be
able to provide estimates of how often food stamp recipients use coupons to
pay for groceries in their stores. A sample of current food stamp recipients
could be asked to keep records of how often (and when) they shop during the
month. (Experience in Reading suggests that recipients underestimate their
number of monthly shopping trips when asked after the trips have been made.)
Such activities should help developers tailor their estimates of system use to

local conditions.

After estimating total and peak-hour transaction volumes, the system
developer should probably increase these estimates somewhat to ensure that the
system's capacity will not be strained if actual usage exceeds expected
usage. The amount of the increase should reflect the anticipated loss in
performance if the estimates are incorrect. The greater the damage from
unexpected high usage levels, the greater should be the safety factor. Given
the experience in Reading, a system developer might plan for a monthly average

of ten transactions per recipient unless solid evidence suggests otherwise.
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Of course, as future EBT systems are implemented, their usage patterns can aid
estimates for later systems. In addition, further analysis of EBT system
usage 1in Reading is planned. By the middle of 1987, shopping patterns for
different demographic groups in Reading will be documented. This information
may help in estimating expected usage patterns for recipient populations with

a different mixture of demographic characteristics than Reading recipients.

2) Consider the impact of all required system functions on capacity
requlrements.

Transaction processing is not the only system function affecting
needed communications, processing and file capacity. Other real-time func-
tions include card encoding, balance queries, and logging of insufficient-
balance and invalid-PIN messages. Batch processing functions also require
access to system resources. The system developer, therefore, should consider
the demands of all system functions when determining needed capacity require-
ments. Because communication and processing requirements for transaction
processing will be greatest during peak-volume periods of system use, parti-
cular attention should be given to additional system demands from other system

functions during these peak periods.

3) Design the system to facilitate expansion of communications,
processing and file capacity.

Future capacity requirements are more difficult to estimate than
current requirements. The food stamp caseload in the area served by an EBT
system might grow, thereby increasing system usage. More retailers might open
for business. The State Agency might wish to expand the area served by the
system. Therefore, insofar as possible, an EBT system should incorporate
features which make it easy to expand communications, processing and file

capacity.

To facilitate expansion, the basic system design should enable a
switch to a faster computer without redesign of the entire system. The sys-
tem's computers should be able to handle more incoming telephone lines than
originally planned. They also should support the addition of more or larger

disk storage devices. Finally, the above changes in system hardware should
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not require a complete rewrite of the system's software. The original soft-
ware should be flexible enough that relatively minor changes in program code
will allow the developer to change hardware without disrupting system process-—

ing.

4) Monitor actual usage levels to identify potential capacity problems.

The operator of an EBT system should monitor activity levels after
system implementation to determine whether or not actual usage levels exceed
expected levels. If monitoring suggests that potential capacity problems
loom, steps should be taken immediately to increase system capacity or, if

feasible, to reduce peak loads on the system.

Higher—-than-expected usage levels can affect several different
elements of an EBT system, so each element should be monitored. Communica-
tions line usage should be monitored to ensure that access problems do not
arise during peak transaction periods. The system should report total trans-
action loads for a month (which affect file size requirements) and for peak
hours (which affect communications and processing capacity); the system oper-
ator should review these reports immediately after implementation and period-
ically thereafter. The ongoing review of system usage 1s necessary because

usage levels may change over time.

An EBT system may not reach peak usage for several months after
system implementation, Food stamp recipients must be trained before they
begin using the system, and training large numbers of recipients may require
substantial time. The system developer can monitor system use during any
phase-in period to determine if capacity problems are likely to occur after
all recipients are using the system. This early monitoring will provide extra
time to remedy potential capacity problems before they occur. In Reading, for
example, PRC noted problems with system processing capacity when only about 72
percent of the entire demonstration caseload had begun using the system. PRC
engineers immediately began identifying the cause of the processing problems
and developing alternative solutions. To avoid greater problems with system

capacity, the Pennsylvania Department of Public Welfare put off training the
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remaining portion of the caseload by one month to give PRC more time to imple-

ment system improvements,
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Chapter Four

SYSTEM RELIABILITY

An EBT system should be available to handle purchase transactions
whenever food stamp recipients can buy groceries with cash, unless food stamp
authorities decide to limit normal system operating hours. The system should
process all transactions accurately. Because problems with either system
availability or system accuracy can impose great hardship on recipients and

retailers, an EBT system must maintain a very high degree of reliability.

4.1 GENERAL PERFORMANCE ISSUES

The basic objective of an EBT system is to process purchase trans-
actions electronically, eliminating the use of food stamp coupons. A number
of system elements must work properly to meet this objective. The system must
be able to transmit purchase information from the point of sale to the sys-
tem's computer facilities (assuming an on-line system design). The computer
facilities must be available to process the information when purchases are
attempted. The system's software must process the purchase transaction infor-

mation correctly.

AN EBT SYSTEM MUST BE ABLE TO TRANSMIT PURCHASE INFORMATION

To initiate an EBT purchase transaction, a food stamp recipient must
pass the EBT card through a card reader at the point of sale. Assuming the
system requires a PIN to verify the recipient's identity, the recipient must
enter the PIN on a PIN-pad. An EBT terminal at the checkout counter must then
format a valid transaction message, access a communications line, and -- once
the computer facility is ready to accept the transaction message —-- transmit
the message to the system. To complete the purchase, a receipt for the EBT

transaction must be printed for the recipient.

If the recipient's card or any piece of the store's equipment (i.e.,

card reader, PIN-pad, terminal, modem, and printer) is not functioning proper-
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ly, the recipient's benefits cannot be accessed electronically. Thus, both

the EBT card and the store's equipment must work reliably.

AN EBT SYSTEM'S COMPUTER FACILITIES MUST BE ABLE TO PROCESS TRANSACTION
INFORMATION

EBT system failure imposes potentially greater hafdship on the
recipient than failure of a store's EBT equipment. If a piece of store equip-
ment does not work, the recipient may be able to use equipment at another
checkout counter in the store. If there is no other EBT equipment in the
store, the recipient could go to another store to purchase groceries. In
contrast, if the system cannot accept and process EBT transactions, the recip-
ient must wait until the system is again functioning in order to buy groceries

electronically.

It is important to define system reliability in terms of the sys-
tem's ability to accept and process purchase transactions. An EBT system's
hardware or software does not have to fail completely to prevent the system
from accepting and processing transactions. If the computers are too busy
performing other functions to process transactions, the system is just as
inaccessible to recipients and retailers as if it completely fails. Similar-
ly, if the system's computers are operating and ready to process transactions,
but some other hardware or software failure keeps the transaction from being
processed, the system is inaccessible. Thus, traditional computer system
measurements of system 'downtime' do not necessarily indicate the system's

overall level of reliability.

To achieve a high degree of system reliability, backup equipment or
some alternative form of redundant capacity may be needed to continue process-
ing when a partial failure occurs. Providing backup capability will certainly
increase system costs, but the potential adverse effects of system in-
accessibility warrant such measures. The system should be designed to mini-
mize delays in switching to backup equipment in the event of equipment fail-

ure.

MANUAL AUTHORIZATION PROCEDURES SHOULD BE AVATLABLE

Regardless of how well an EBT system is designed and operated, there

may be instances when the system completely fails. A manual procedure for
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authorizing EBT procedures must therefore be an integral part of the design of
an EBT system. The manual procedure should be designed to avoid authorizing
purchases when the recipient's remaining benefits cannot cover the intended
purchase., If the manual design cannot rule out potential overdrafts, a dollar

limit for manually authorized purchases may be needed.

AN EBT SYSTEM MUST PROCESS TRANSACTIONS ACCURATELY

Accurate processing of all purchase and refund transactions and
other system functions is critical to the successful implementation of an EBT
system. If purchase and refund transactions are not processed accurately,
recipients may receive incorrect "insufficient balance" messages when they
attempt EBT purchases. This situation is not only embarrassing, it prevents
recipients from using their authorized food stamp benefits. If the system
incorrectly indicates more benefits in a recipient's account than should be
available (through either inaccurate processing of previous transactions or
incorrect posting of issued benefits), the recipient may use these benefits
before the error is discovered, a potential monetary loss for the Food Stamp

Program.

Inaccurate processing of purchase and refund transactions affects
retailers as well, as retailers' bank accounts will be credited either too
much or too little. If the error is never discovered, either the retailer or
the Food Stamp Program will suffer a monetary loss. Store managers and the
system operator will incur additional administrative costs discovering and

correcting errors caused by lnaccurate system processing.

Occasional processing errors impose hardship on the affected indi-
viduals, but frequent errors cause more general problems. Retailers' and
recipients' confidence in the system may erode. Even if the processing prob-
lems are corrected and the system becomes reliable, regaining participants'

confidence in the system may be slow and difficult.

Given these difficulties and costs, the system developer should take
great care prior to system implementation to ensure that the system's software
supports accurate processing of all system functions. The system developer
also must recognize, however, that the potential for error always exists.

Therefore, procedures for discovering and correcting errors, including mechan-
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isms for recovering excess funds which are inadvertantly credited to retail-
ers' or recipients' accounts, should be established prior to system

implementation.

4.2 PERFORMANCE STANDARDS FOR SYSTEM RELIABILITY

Performance issues surrounding system reliability cover several
different system elements: EBT cards and store equipment, the system's access-—
ibility to retailers and recipients, manual authorization procedures, and
accurate processing of system functions. Performance standards can be speci-

fied for each element.

EBT CARDS AND STORE EQUIPMENT

EBT cards are perhaps the single system element most vulnerable to
performance failure. At the present state of POS technology, debit cards are
typically plastic cards with a magnetic stripe embedded on the back. Informa-
tion about the card holder is encoded on the magnetic stripe, and this infor-

mation must be read from the card before a transaction takes place.

Although magnetic stripe debit cards are technically simple devices,
they are vulnerable to excessive use or misuse. If the plastic card cracks or
if the unprotected magnetic stripe is scratched, the card may no longer be
readable. In choosing card stock for an EBT system, therefore, the system
developer should select a card which has been reliable in other POS environ-
ments. Current bank debit cards are typically issued for two-year periods.
Although this two-year period is imposed, in part, for security reasons, it
also reflects experience with the durability and reliability of existing debit

cards.

To improve card reliability, cardholders can be instructed in taking
reasonable care of the cards. Recipients in Reading received a special plas-
tic wallet to hold their cards. The wallet helps protect the card and its

magnetic stripe when the card is not in use.

EBT equipment at checkout counters also must be reliable. Stores'
EBT equipment includes a terminal, a modem, a card reader, a PIN-pad, and any

printer used to print receipts for EBT transactions. Depending upon the
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equipment selected, these separate elements may be integrated into single
pieces of equipment. In the Reading system, for instance, the terminals and
the card reader are integrated. In other systems the printer may be inte-

grated with the terminal, or the card readers with the PIN-pad.

Some POS systems have explicit performance standards for store
equipment. The Florida POS network, for example, has a performance standard
of 98 percent -- that is, store equipment must operate properly 98 percent of

the time the store 1s open for business.

A number of manufacturers now provide equipment for POS systems.
Vendors generally have reliability figures for their products, and these
figures can be verified through communication with operators of systems using
the equipment. Contracts to purchase or lease equipment can stipulate ex-
pected reliability standards. If these standards are not met, the vendor or
the system developer is responsible for replacing the equipment. Even a small
EBT system needs a large amount of store equipment, and a State Agency should
avoid being put in a position of having to pay for large-scale replacement of

unreliable store equipment.

A service contract is normally needed to ensure the continued proper
functioning of store equipment., The contract can stipulate maximum response
times for repair or replacement of faulty equipment. Next-day service is
probably insufficient for EBT equipment maintenance because stores may lose
substantial sales when equipment is not in operation. During the Reading
demonstration, PRC used its own technicians to service EBT equipment 1in
stores. The technicians were on call 24 hours each day, and were usually
dispatched to a store within 20 minutes of receiving notice of a problem. In
taking over the Reading EBT system, the Pennsylvania Department of Public
Welfare negotiated a service contract with Sperry Corporation. The contract
calls for a maximum response time of two hours to repair or replace faulty
store equipment. Service calls, however, are not required between the hours
of 8:00 PM and 9:00 AM.

SYSTEM ACCESSIBILITY

It is not unreasonable to set a goal of 100 percent accessibility
for an EBT system, at least during normal business hours for the majority of

participating retail stores. If the system must be inaccessible to retailers

89



Table of Contents

and recipients during periods of normal system maintenance, these periods
should take place during hours when very few EBT transaction normally occur.
Recipients and retailers should be informed of routinely scheduled system

inaccessibility.

Performance standards for actual levels of system reliability should
be very close to 100 percent, References to system accessibiliﬁy in industry
trade journals and newsletters often mention 99.5 percent as a minimum figure
for system uptime. This figure seems reasonable. For example, a 99.0 percent
reliability figure over a thirty-day period translates into 432 minutes of
system inaccessibility. Even short periods of inaccessibility at peak-volume
hours can create severe disruptions at checkout counters, so 99.0 percent
reliability will be inadequate if the periods of inaccessibility concentrate
during busy shopping periods. To avoid problems with downtime during busy
periods, performance standards for system accessibility probably should be set
by time of day and day of month. That is, if a 99.5 percent performance
standard 1s specified, the system should meet this standard not only for the
month as a whole, but during peak afternoon shopping hours as well. A 99.5
percent performance standard for the three days after issuance translates into
21.6 minutes of system inaccessibility during those three days. The same
standard applied to the 3:00 PM to 6:00 PM time period for Monday through
Saturday of each week translates into 5.4 minutes of system inaccessibility

during these hours.

The rationale for specifying system reliability standards for se-
lected time periods is that system inaccesibility should disrupt as few EBT
transactions as possible, An alternative approach is to specify performance
levels directly in terms of the maximum number or percentage of attempted
transactions which cannot be completed due to system inaccessibility. This
standard could be implemented using data on the distribution of all EBT trans-
actions over all hours of a month (data which the system operator will normal-
ly maintain) to estimate the number of transactions that would have occurred

1

during any period of inaccessibility, System records of the hourly distri-

1Appendix B presents the percentage hourly distribution of EBT
transactions in Reading for selected 30-day months before and after
Pennsylvania adopted a staggered issuance schedule for food stamp recipients
in Berks County.
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bution of accepted transactions, of course, may understate somewhat the number
of attempted transactions. For instance, some transactions attempted in prior
months may not have been completed due to problems with store equipment, busy
signals, or periods of system downtime. To alleviate these measurement prob-
lems, months with relatively few known problems could be selected to establish
a baseline hourly distribution of transactions. Alternatively, an average
hourly distribution over several months could be constructed. Unless problems
occurred in the same hours over several months, this latter approach would

tend to minimize measurement errors.

Actual system reliability in the Florida POS network has been ap-
proximately 99.7 percent, excluding one hour of planned downtime every Sunday
morning. System reliability in the Iowa POS network was about 99.6 percent
before new processing equipment was installed. Since installation of the new
equipment, system reliability has been over 99.9 percent. The latter relia-
bility figures refer to system "uptime." It is not known with certainty
whether or not the systems were actually accessible to retailers during all
periods of system uptime, but they appear to have been. Representatives of
the Florida network said that communications problems, rather than computer

problems, were primarily responsible for periods of system inaccessibility.

MANUAL AUTHORIZATION PROCEDURES

When an EBT system is inaccessible, manual procedures must be used
to authorize EBT purchases. These procedures should meet three basic per-

formance criteria.

First, as previously noted, the procedures should minimize the
possibility of overdrawing a food stamp account. To achieve this objective,
the party responsible for authorizing such EBT purchases needs ready access to
a recent listing of recipients' account balances. In addition, information
about manually authorized transactions should be quickly entered into system

account files once the system resumes normal functioning.

Second, the manual procedures must be available when needed. If the
manual procedure involves a telephone call to obtain verbal authorization for
a purchase, someone must always be available at the designated number to grant

the authorization.
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Third, the manual procedures should be relatively simple to per-
form. Manual authorization should be needed only rarely, and complex proce-
dures may not be remembered by retailers, recipients, or those responsible for
granting authorization. Complex procedures may lead to inaccurate manual
processing, which may pass unnoticed until reconciliation if the manual proce-

dures bypass normal system checks on error.

PROCESSING ACCURACY

Errors in transaction processing and processing of other system
functions can arise from three sources. The software governing normal system
processing may be in error. The system may be incapable of recovering all
account and transaction information if the system fails in the. middle of
processing a transaction. System operators may introduce errors by not fol-

lowing established operating procedures exactly.

The performance standard for system accuracy should be set at or
very close to 100 percent. In the Florida POS network, the processing error
rate has been about 0.18 percent of all transactions. Most of the errors
occurred when transactions which should have been reversed were not. An ex-
ample would be transactions not fully processed because the POS terminal timed
out before receiving an authorization message. Representatives of the Iowa

POS network said that they had not heard about any processing errors.

4.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

The Reading EBT system experienced at least some reliability prob-
lems with each of the system elements mentioned earlier. The primary diffi~

culties centered around system accessibility and store equipment.

SYSTEM ACCESSIBILITY

The EBT system in Reading uses two IBM Series/l computers to process
purchase transactions. The primary computer is a Model 4956; the secondary
computer is a Model 4954, Although the secondary computer is smaller than the
primary computer and cannot handle all system functions by itself, it provides
immediate backup processing capabilities in the event the primary computer

fails.
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Inability to Switch Processing Automatically between Computers. The

first "problem" with system accessibility occurred well before the system was
actually implemented. Under the original system design, control of system
processing would automatically pass to the secondary computer if the primary
computer failed. In June 1984, IBM informed PRC that neither the software
envisioned for this transition nor any other software supported by the IBM
equipment could totally control an automatic switch to the secondary
computer. Instead, if the primary computer failed, an operator would have to
press an Initial Program Load (IPL) button on the secondary computer to accom-

plish the transfer of control.

In practice, having an operator press the IPL button delays the
transfer of control by only an additional five to ten seconds. Without an
automatic switch, however, the EBT Center had to be staffed around the clock
to ensure backup capability at all times. That requirement altered PRC's

original plans to staff the EBT Center only 16 hours each day.

Lack of a Fully Redundant Backup Computer. The absence of a fully

redundant backup computer also caused some accessibility problems. The
system’'s secondary computer is smaller than its primary computer. It has less
internal memory (256 kilobytes versus 512 kilobytes) and less disk space (30
megabytes versus 64 megabytes) than the primary computer. As a consequence,
the backup computer cannot handle all system functions by itself. For in-
stance, 1f batch programs need to be run when the backup computer operates
stand-alone, the Voice Input/Output (VIO) unit cannot be used.l Similarly,
the backup computer can handle only six of the seven telephone lines which
receive messages from store terminals. If lines for receiving information
from the BCAO or the PDPW are in use, only four lines from store terminals can

be connected.

The lack of full redundancy is not necessarily a problem if the EBT
Center can switch back to the primary computer within a short period. If the
primary computer is down for a protracted time, however, normal system opera-

tions cannot be maintained.

lThe vio unit responds to balance queries with a synthesized voice
when recipients call the EBT Center.
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Slow Processing Speeds. The system's problems with processing

speeds (described in Chapter Two) also affected system accessibility. To
improve processing speeds, operators at the EBT Center often decoupled the two
computers. When the computers were decoupled, the Master File on the second-
ary computer was not updated continuously with new transaction information.
Instead, transaction information was logged to diskette on the primary com-
puter, and the diskette was used periodically to update the Master File on the
secondary computer. If the primary computer failed under this configuration,
the Master File on the secondary computer first had to be updated before
processing could be transferred. This updating could take up to one hour if
the diskette was nearly full, although the average time needed for an update

was about 30 minutes. These delays were not acceptable to FNS.

The addition of the 200 megabyte disk in June 1985 largely resolved
this issue. Substantial delays in transferring processing to the secondary
computer occur under this new configuration only if the Master File on the 200
megabyte disk cannot be accessed. If this occurs, the secondary computer's

Master File is updated from the primary computer's 64 megabyte disk.
y y

System Downtime. Failure of the primary computer occurred relative-

ly frequently during the Reading demonstration. In many instances, however,
system operators either brought the primary computer back on line or trans-

ferred processing to the secondary computer without substantial delays.

Exhibit 4-1 shows the duration of reported system downtime for each
month of the demonstration, broken out by '"daytime' (6:00 AM to 10:00 PM) and
"nighttime" (10:00 PM to 6:00 AM) hours. The downtime figures reflect only
those periods when neither of the system's two computers were operating.
Problems other than computer failure could impair access to the system, so the
numbers in the exhibit overstate the system's accessibility to retailers and
recipients., Nevertheless, the numbers in Exhibit 4-1 measure one aspect of

system reliability.

Based on the downtime figures reported by PRC, the system's comput-
ers operated during 99.4 percent of all hours of the demonstration. The
uptime percentage was considerably better during the 6:00 AM to 10:00 PM
period (99.7 percent) than during the 10:00 PM to 6:00 AM period (99.0 per-

cent). This difference arose because, whenever possible, PRC scheduled system

9%



Exhibit 4-1

SYSTEM DOWNTIME DURING THE READING EBT DEMONSTRATION
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Daytime Nighttime Overall
(6 AM - 10 PM) (10 PM -~ 6 AM)

Month Hours % Uptime Hours % Uptime % Uptime
1984
Oct 2.50 99.5 0.06 100.0 99.7
Nov 9.23 98.1 2.45 99.0 98.4
Dec 2.42 99.5 0.62 99.8 99.6
1985
Jan 1.33 99.7 1.15 99.5 99.7
Feb 2.75 99.4 5.13 97.7 98.8
Mar 0.35 99.9 2.10 99.2 99.7
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maintenance and repairs during late-night and early-morning hours when few

purchase transactions needed to be processed.

Additional review of operator logs for four months of the demonstra-
tion identified some periods of apparent system downtime not included in PRC's
monthly downtime reports. If these periods reflect actual downtime, the
monthly downtime figures in Exhibit 4-1 should be increased by an average of
approximately 20 percent. This increase would reduce overall system uptime in

Reading to a bit less than 99.3 percent.

System downtime in the Reading EBT demonstration resulted from
numerous different causes. Software problems led to approximately 35 percent
of the reported total downtime, and hardware problems caused another 30 per-
cent. Nearly 20 percent of the total downtime occurred during periods when
PRC engineers needed the system for testing and for development of improved

system software.

Software Problems. One of the most persistent software problems

during the Reading demonstration was conversion error, According to PRC,
these errors occurred when a message from a store terminal to the system
included non-numeric data. For most of the demonstration, the system crashed

1 The system can recover quickly

whenever non-numeric data were transmitted.
when conversion errors occur, however, and only about four percent of the

total downtime in Exhibit 4-1 is attributable to conversion errors.

Once PRC identified the conversion error problem, technicians from
the EBT Center modified all store terminals in January 1985 in an attempt to
eliminate the transmittal of non-numeric data. These modifications substan-
tially reduced the incidence of conversion errors, but they did not eliminate
the problem. Further tests by PRC and the terminal's manufacturer could not
isolate the conditions under which the remaining conversion errors were oc-
curring. In August 1985, however, PRC finally identified the apparent cause
of the remaining conversion errors. When a store terminal is signed onto the
system either at the beginning of the day or the beginning of a clerk's shift,
the store clerk must enter a two-digit identification code. If clerks with

codes from 01 to 09 enter only the last digit of their code, subsequent trans-

lpre changed the system software in September 1985 to reject any BTT
transaction messages which included non-numeric data.
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action messages from the terminal will cause conversion errors if non-numeric
data fill the memory space for the first digit of the code. Resolution of
this problem required a reminder to all store clerks to always enter the

leading zero of their two-digit identification code.

The system's Indexed Access Method (IAM) software for rapidly
accessing account records on the Master File also proved to be a major cause
of system downtime in Reading. This software, provided by IBM, uses two
"indices" and "file pointers" to locate specific file records without search-
ing through the entire file for the records. The primary index is the recipi-
ent's case number. The secondary index is the BIC number encoded on the

recipient's EBT card.

Purchase transaction messages do not include the recipient's primary
index, only the secondary index. Thus, when processing transaction messages,
the software instructs the system to check a portion of the Master File where
each recipient's primary and secondary indices are listed together in proper
sequence. Once the appropriate secondary index is located, the primary index
can be read and used to access the recipient's account record. The IAM soft-
ware, however, allowed (or perhaps caused) the primary and secondary indices
to occasionally be out of sequence. Whenever this occurred, transaction
processing was interrupted until the index portion of the Master File was
reorganized in the proper sequence. This procedure often required several

hours to complete.

To counter this software and database problem, PRC implemented an
IBM-supplied "patch" which was supposed to keep the index structure of the
Master File in proper sequence. The patch, however, caused problems with
other system software, and PRC removed it shortly thereafter. The EBT Center
then began checking the index portion of the Master File (in August 1985) on a
daily basis to see 1f the indices were in proper sequence. This check was
performed early each morning so that, if index problems were observed, there
would be time to reorganize the Master File before significant numbers of

purchase transactions needed to be processed.

Hardware Problems. Major hardware problems encountered during the

demonstration included failure of the system's chronograph, a faulty control
panel board and processor board, failure of a tape drive and diskette reader,

and failure of the primary computer's attachment card. PRC addressed these
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problems by replacing the equipment. When necessary, PRC called IBM service

engineers to diagnose the problems and to replace the equipment.

The Reading EBT system also encountered problems with its Voice
Input/Output (VIO) unit. The VIO unit responds to balance queries when recip-
ients use a regular telephone (with touch-tone service) to call the EBT Cen-
ter. After the recipient keys in his or her case number and PIN, the unit

responds in a synthesized voice with the recipient's current account balance.

The system's VIO unit often failed to respond to recipients' calls,
although the incidence of such occurrences was never monitored. The problems
were episodic and could sometimes be temporarily resolved if operators at the
EBT Center switched line connections to the VIO unit. PRC engineers never
determined the cause of these accessibility problems {(which did'ggg affect
transaction processing or any other system functions). Indeed, it was never
determined whether the VIO unit itself or its software was at fault. The
difficulty in identifying the cause of the VIO problems stemmed from the fact
that both the unit and its software were developed by IBM. IBM has discon-
tinued service for VIO units, so PRC could not obtain any support for diagnos-

ing problems in an element of the system which they did not develop.

Operator Problems. Nearly ten percent of the total downtime exper-

ienced by the system can be directly traced to errors on the part of system
operators. Most of these errors occurred early in the demonstration period
when system operators -- hired in the month preceding system implementation --
were still becoming familiar with the system and its operating procedures.
Examples of errors include improper handling of computer tapes (including
forgetting to initialize a tape prior to its use), not knowing how to transfer
processing control from the secondary computer back to the primary computer,
inadvertently writing over existing files, failing to reset parameters so that
the History File would correctly begin rewriting over old file records, and

improper sequencing of system operations.

STORE EQUIPMENT

The Reading EBT system uses Omron CAT-100 terminals and NCR mini-
printers at store checkout counters. Because the two pieces of equipment have
different manufacturers, PRC technicians fabricated special cables to connect

the terminals and printers.
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PRC instructed store clerks to call the EBT Center whenever any
problems occurred with store equipment or with purchase or refund transac-
tions. When possible, system operators tried to resolve problems over the
telephone., Otherwise, operators dispatched technicians to the store to cor-

rect the problem.

System operators recorded problems that were reported over the
telephone on special log sheets. Based on a review of the log sheets through
December 1985, it 1is apparent that stores did have some problems with the
reliability of the EBT equipment installed at checkout counters. As shown in
Exhibit 4-2, 595 equipment-related problems were reported during the 15 months
of the demonstration (about 40 problems per month). Nearly half of the re-
ported problems related to the NCR miniprinters. The remaining problems
involved, in descending order of incidence, the Omron terminals, the cable
connections between the terminals and the printers, the phone modems, and the

PIN-pads.

A small number of the reported problems can be attributed to simple
abuse of the equipment (for instance, soft drinks spilled on the PIN-pads). A
larger number of problems appear to have been related to improper use of the
equipment. Examples include failure to insert printer paper or printer
ribbons properly and printers failing to print a receipt because the store

clerk followed the wrong sequence of operations during a purchase transaction.

Most reported problems, however, were true instances of equipment
malfunction. These problems always required dispatching a technician to the
store. (Some of the other problems mentioned above also required on-site
servicing.) In about 71 percent of the service calls, technicians were able
to repair the equipment or otherwise correct the problem (e.g., by correctly
installing printer paper). The remaining problems required replacement of

faulty equipment.

One equipment problem encountered frequently during the first half
of the demonstration was loose cable connections. PRC technicians installed
special clamps for the cables approximately mid-way through the demonstration,
and the incidence of reported problems with connections declined thereafter.
PRC technicians also began a program of preventive maintenance for store
equipment in May 1985. This included periodic testing and cleaning of all

equipment. The new clamps for the cable connections and the preventive main-
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Exhibit 4-2

PROBLEMS WITH STORE EQUIPMENT
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Resolved over Technician
Problem Telephone Dispatched Total
Equipment Equipment
Repaired Replaced
Printer 85 146 48 279
(46.7)
Terminal 30 57 32 119
(20.0)
Connections 82 22 14 118
(19.8)
Modem/phone 27 31 1 59
(9.9)
PIN-pad 0 7 13 20
(3.4)
Total 224 263 108 595
(37.6) (44.2) (18.2) (100.0)
Source: EBT Center telephone problem logs.
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tenance apparently succeeded in reducing the incidence of equipment-related
problems. System operators received an average of about 44 equipment-related
calls each month prior to May. Thereafter, the average dropped to about 33

calls each month.

EBT CARDS

Each retail store and recipient in the demonstration received one
EBT card during training. These cards were replaced only if retailers or
recipients reported them as lost, stolen or damaged. Exhibit 4-3 shows the
frequency with which recipients' damaged cards were replaced during each month

of the demonstration.

The incidence of damaged cards was fairly low during the first six
months of the demonstration. Thereafter, however, the number of damaged cards
increased. By the end of December 1985, 513 damaged cards had been re-
placed. The Berks County Assistance Office (BCAQ) had issued approximately
7,200 cards by this time (including replacements for 468 cards reported lost
and 79 cards reported stolen), so the failure rate for damaged cards over the

15-month demonstration period was about 7.1 percent.

Most of the EBT cards were issued by January 1985, the last month of
mass training for demonstration recipients. Judging from the numbers 1in
Exhibit 4-3, it appears that problems with damaged cards began about six
months after card issuance. This six-month period is considerably shorter
than the two-year durability factor reported for bank debit cards, and the
incidence of damaged cards has created some concern for food stamp authorities
involved with the demonstration. The Pennsylvania Department of Public Wel-
fare (PDPW) plans to test a new EBT card in 1986 when it issues a second card
to all participating retailers. The new card has a higher density magnetic
stripe than the original EBT cards. WNeither card is likely to be as durable
as bank debit cards, however, because both cards use thinner plastic than the
cards usually issued for use in automatic teller machines. The state did not
originally select the card stock used for bank debit cards for two reasons.
First, unlike bank debit cards, recipients' photographs are included on their
EBT cards. Second, the selected cards are less expensive than bank debit
cards. In an environment in which cards are reported as lost or stolen with

some regularity, it may be more cost-effective to use cheaper cards. In
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MONTHLY REPLACEMENT OF DAMAGED EBT CARDS

Exhibit 4-3
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Month Number of Cards Replaced Cumulative Number Replaced
1984

October 1 1
November 7 8
December 12 20
1985

January 18 38
February 17 55
March 18 73
April 36 109
May 39 148
June 61 209
July 61 270
August 49 319
September 53 372
October 46 418
November 56 474
December 39 513

Source: Monthly reports

compiled by the Berks County Assistance Office.
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addition, Pennsylvania issued protective plastic wallets for cards issued to

EBT recipients in an effort to reduce the incidence of damaged cards.

MANUAL AUTHORIZATION PROCEDURES

The manual authorization procedures implemented in the Reading EBT
demonstration were generally quite reliable. Although two kinds of reliabil-

ity-related problems were noted, they occurred infrequently.

The first reliability problem was lack of access to a person at the
EBT Center who could authorize a manual purchase. A few retailers reported
that when they called the EBT Center to request a manual authorization, the
system operator said he or she was too busy to take the request. This oc-
curred very rarely. Nevertheless, it points to one potential conflict built
into the design of the Reading EBT system. Manual authorizations are most
often needed when the system is experiencing problems. When the system ex-
periences problems, system operators will necessarily be busy diagnosing and
fixing the problem. The fact that the access problem occurred so infrequently
reflects PRC's strong commitment to providing a high level of service to the

retail community.

The second reliability problem is the overdraft -- that is, a manual
sale authorized in excess of a recipient's remaining balance of food stamp
benefits. As described in Chapter One, the system operator checks the pre-
vious night's listing of recipient account balances before authorizing a
manual sale. If the recipient has made an EBT purchase since the report was
generated, the recipient's actual remaining balance will be less than shown on
the report. Depending upon the relative size of the true remaining balance
and the manual sale, an overdraft may occur. Overdrafts can occur as well if
the amount of a manual sale is miscommunicated when the store clerk calls the
EBT Center for authorization. To reduce the possibility of large overdrafts,
the maximum daily limit on manual sales in the Reading EBT system is $35 for

each recipient.

No occurrences of overdrafts resulting from manual sales were clear-
ly documented during the demonstration period. Early in the demonstration,
one retail store reported a problemj the store never clarified the nature of
the problem, however, and it is not certain whether a problem ever existed.

Given the inability to access computer records when an EBT system is down, it
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may be that no reasonable authorization procedures can completely avoid the
possibility of overdrafts. The Reading experience, however, does not suggest

that this is a matter of serious concern.

PROCESSING ACCURACY

The final element of system reliability is the accuracy with which
the system processes purchase transactions and other system functions.
Despite the fact the the EBT system in Reading processed 390,454 purchase and
refund transactions, 50,686 benefit issuances, and 26,575 bundle-up transfers
to retailers' accounts during the demonstration, very few errors in processing

occurred.

Processing errors involving purchase transactions occurred only when
the system failed while 1t processed such transactions. System failures
occasionally led to a debit to the recipient's account but no corresponding
credit to the retailer's account. System operators discovered these errors
during daily system reconciliation and made appropriate adjustments to

retailers' accounts thereafter.

Three errors occurred during the processing of issued benefits. 1In
May 1985, the index structure on the Master File was out of sequence, and six
recipients received incorrect benefit amounts from a supplemental issuance.
Two of the recipients received too few benefits; the remaining four recipients
received too many benefits. By the time that PRC identified the incorrect
amounts and BCAO notified the recipients, two of the recipients had already
used their excess benefits. PRC fixed the Update program which posts benefits

to recipients' accounts the following week so similar errors would not recur.

The second error was not actually caused by the EBT components of
the issuance system. In September, PDPW transmitted a duplicate supplemental
issuance for 29 recipients five days after the original issuance. The county
assistance office contacted the 29 recipients to recover the benefits issued

in error.

The third error was quite large and immediately corrected. When
running the Update program, the supervisor of the EBT Center noted a benefit

amount in excess of $100,000. He immediately canceled the posting for that
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recipient and contacted PDPW to determine the appropriate benefit amount. The

source of the error was never discovered.

Finally, two processing errors involved grocery stores. The system
incorrectly credited one store in September with approximately $600. PRC
engineers were able to isolate when the funds were credited and which software

programs were involved, but could not determine the cause of the discrepancy.

For the other store, the system lost track of ten day's worth of EBT
sales immediately after the store began participating in the demonstration.
The system is designed to place funds for new stores into a “pre-notification"
account until the ACH network has sufficient information to transfer funds to
the store's financial institution. At the end of the pre-notification period
(which takes about ten days), the accumulated funds are transferred to a
regular EBT account for the store and then transmitted to the ACH network. On
the day the store's funds were to be transferred from its pre-notification
account to its regular EBT account, the system failed during the transfer
process. When the EBT Center restored the system, system files showed no
funds in either the pre-notification account or the EBT account. Although the
EBT Center manually adjusted the store's account so that full credit was

received, PRC is uncertain why the error occurred.

The exact cause of three of the processing errors described above
was never determined. PRC's problems in identifying the source of these
errors points out the difficulties of fixing software problems which occur
very infrequently. The potential for processing errors -- even after
extensive software testing -- indicates the need for very thorough
reconciliation of all funds in an EBT system on a regular basis. In addition,
procedures should be in place detailing what actions the system operator and
others need to take upon identification of a processing error. These actions
include notifying the State Agency about the nature of the error and file
adjustments needed, obtaining official authorization to make adjustments to
file records, documenting all adjustments, and informing recipients or
retailers of the error and the procedures being taken to correct the error
(including adjusting debits to accounts or recoupment of unauthorized benefits

already used, if necessary).
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4.4 RECOMMENDATIONS WHICH SHOULD IMPROVE SYSTEM RELIABILITY

1) Specify performance standards for all elements affecting system
reliability prior to system design.
The State Agency should specify performance standards for system
reliability prior to system design. These standards should cover system
accessibility, the reliability of store equipment, card reliability, the

criteria for manual authorization procedures, and processing accuracy.

Performance standards for system accessibility should include the
system's maximum allowable downtime. The experience in Reading and in other
POS networks suggests that the maximum can and should be considerably less
than one percent of normal operating hours. Because a system can be running
but not able to process purchase transactions, however, performance standards
should encompass more than just maximum downtime. They should be stated in
terms of the percentage of attempted transactions which cannot be accomplished
because the system is inaccessible for any reason. This protects against the
problems which arise when a system is inaccessible for only short periods, but

these periods occur when transaction volumes are high.

It is tempting to say that an EBT system should include a backup
system to ensure high levels of system accessibility. Such a recommendation,
however, goes beyond the realm of performance standards. System developers
should have design flexibility, as long as the resulting system meets the
requirements for system accessibility. The system may include backup pro-
cessing capabilities, but with advances in computer technology backup systems

may not be needed.

Performance standards for store equipment and EBT cards should be
specified in terms of failure rates. The standards should include maximum

allowable times to repair or replace faulty store equipment.

Standards for manual authorization procedures should include full
accessibility of personnel to authorize manual purchases and a maximum accept-—

able level of overdrafts resulting from manual authorizations.

Finally, performance standards for processing accuracy should be

very close to 100 percent. In addition, the standards should require the
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presence of reconciliation procedures which can detect processing errors on

the day they occur.

2) Thoroughly test all hardware and software which affect system
accessibility and processing accuracy.

Once a prototype of an EBT system is developed, the system developer
should subject the prototype to rigorous testing to ensure that all components
of the system work as planned. At a minimum, all system functions to be
performed in a normal operating environment should be tested. Because soft-
ware errors often occur only under very specific combinations of circumstances
(which usually cannot be predicted prior to implementation), the system soft-
ware should be tested under as many different conditions as can reasonably be

incorporated in a test environment.

3) System operators should be thoroughly trained before system
implementation.

To reduce the likelihood that operator errors will affect system
reliability, system operators should be well trained prior to system implemen-
tation. Training should cover not only all aspects of normal system opera-
tions, but procedures to follow when system problems develop. Operations
manuals and reference materials for system hardware should be available, and

system operators should know how to use these manuals and reference materials.

The qualifications and prior experience of system operators should
reflect the qualifications and experience needed to operate the system. When
new operators are hired, their training should include operating the system

under the direction of experienced staff.
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Chapter Five

SYSTEM SECURITY

State Food Stamp Agencies issue billions of dollars in food stamp
benefits each year: about $12 billion in fiscal year 1985. National, state
and local agencies spend considerable resources trying to ensure that these
benefits are protected against loss through either administrative error or
fraudulent actions. If State Agencies implement EBT systems to issue food
stamp benefits, the new systems will require at least as much security against

administrative and fraudulent losses as the existing coupon issuance system.

5.1 GENERAL PERFORMANCE ISSUES

Performance issues for system security fall under two major categor-
ies: prevention of security problems and detection of problems when they

oCccCcur.

PREVENTION OF SECURITY PROBLEMS

The prevention of security problems involves five separate perform-
ance issues: ensuring that only authorized personnel initiate EBT trans-
actions, ensuring the integrity of legitimate EBT transmissions, ensuring the
security of system files, protecting system accounts against overdrafts, and
protecting recipient accounts against fraudulent conversion of benefits to

food stamp coupons.

Protecting Against Fraudulent Initiation of EBT Transactions. EBT

purchase and refund transactions initiated at store terminals are the only
electronic mechanisms for transferring benefits between recipient and retailer
accounts. An EBT system, therefore, should be designed to detect and reject
any fraudulent transaction requests from store terminals. Fraudulent transac-
tion requests could come from unauthorized customers using a lost or stolen
EBT card to initiate a purchase transaction, from unauthorized store personnel
using a legitimate store terminal to initiate purchase transactions, from

authorized recipients using an outside terminal to initiate fraudulent refund
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transactions, and from recipients and store clerks using a legitimate terminal

in collusion to transmit a fraudulent refund transaction.

Protecting an EBT system against these actions requires three veri-
fication steps. First, the system must verify that the customer using an EBT
card is either the legitimate holder of the card or an authorized represent-
ative of the cardholder. Second, the system must verify that the terminal
transmitting the transaction request is a legitimate terminal located in a
store authorized to participate in the system. Third, the system must verify
that store personnel initiating transaction requests are authorized users of

the equipment.

Protecting Legitimate Data Transmissions. On-line EBT systems

transmit purchase transaction information over telephone networks., It 1s
technically possible to intercept a telephone message, alter 1it, and then
forward the message to the system. Any tampering with an EBT transaction
message could change either the amount of the EBT transaction or the source or
destination of benefits to be transferred. To ensure the integrity of legiti-
mate EBT transaction messages, the system should be able to detect and reject
any attempts to manipulate a transmission between the time it is transmitted
from the terminal and the time it is received by the system. The system also
should detect and reject any attempts to record a legitimate transmission for

fraudulent replay at a later point in time.

EBT systems also may use telephone lines to receive issuance infor-
mation from a State Agency or to transmit deposit information to either a
financial institution or an electronic-funds-transfer network. As with trans-
mitted purchase information, an EBT system should include features to ensure

the integrity of these data transmissions.

Protecting System Files. An EBT system's computerized files are the

repository of all information on recipients' benefits and retailers' EBT
credits. The system updates these files whenever either the State Agency
issues benefits, stores transmit EBT transaction information, or the system
transmits stores' credits into an electronic-funds-transfer network for subse-
quent deposit to retailers' bank accounts. Protecting system files from

unauthorized access, therefore, is a critical aspect of system security. The
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potential for loss is very high if the files can be accessed and information

within individual file records altered.

An EBT system must protect its computerized files from both external
and internal unauthorized access. External access refers to individuals
outside the system trying to use a computer terminal and telephone lines to
the system to alter system files. Internal access refers to system operators
(or other individuals with access to the system's computers) using the sys-

tem's own computers to fraudulently manipulate file records.

Passwords are one common security feature used to protect system
files against unauthorized access. Passwords enable activation of system
programs which are capable of accessing system files. To be successful,
passwords must be kept secure from unauthorized personnel. Periodic changes

in passwords will increase their effectiveness.

Protection against internal unauthorized access may be especially
difficult because operators will know the system and its passwords and may
have legitimate reasons for accessing file records. For these reasons, detec-
tion of unauthorized internal access to system files may be as important as

protecting against such access when designing a secure system.

Protecting Against Overdrafts. Even if no fraudulent intent is

present, an EBT system is not totally secure if overdrafts of recipients'
accounts are possible. An EBT system should be designed, therefore, to pre-
vent or minimize the possibility of either accidental or intentional over-

drafts.

An EBT system is most vulnerable to overdrafts when the system is
down and EBT sales must be manually authorized. As noted in Chapter Four,
manually authorized purchases may bypass internal system checks against over-
drafts. Manual authorization procedures should anticipate situations when
overdrafts are possible and, insofar as possible, include manual checks which

reduce the possibility of overdrafts in these situations.

Overdrafts also are possible if system processing is not totally
accurate. Thus, system reliability with respect to processing accuracy af-

fects system security as well.

Protecting Against Fraudulent Conversion of Benefits. In the ab-

sence of a national EBT system, a local or state EBT system must provide a
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means of converting recipients' EBT benefits to food stamp coupons when recip-
ients move to an area not served by an EBT system. The system is potentially

vulnerable wherever the conversion is initiated. The system design must

) ensuri that onlv authorized personnel at the welfare office can_access the
—l N

The developer of an EBT system should recognize that breaches in
system security are always possible. Thus, the system should be designed to
detect and trace any security problems that occur. Reconciliation of system

accounts and production of audit trail data should be used for this purpose.

Reconciliation of System Accounts and Flows of Funds. Flows of

funds through an EBT system, together with current benefits and credits in
recipient and retailer accounts, should always be in balance in a secure and
reliable EBT system. At any point in time, a recipient's remaining account
balance should equal total life-to-date EBT issuances to the recipient minus
the sum of the recipient's life-to-date EBT purchases (net of refunds) and any
prior conversion of benefits. A store's account balance should equal total
EBT sales to date minus the sum of total refunds and total deposits to the
retailer's bank account. The sum of daily credits to all retailers' accounts

should equal the sum of all recipients' daily EBT purchases.
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Audit Trails. An EBT system should provide audit trails for all

system functions which can change an account balance. At a minimum, the
system should maintain a transaction file which records all movements of
funds. The file should record the dollar amount, the time, and the source and
destination of the transfer. For transactions initiated at store terminals,
the transaction file should identify which terminal was used and the identifi-
cation number of the clerk using the terminal. If system operators or local
welfare office personnel can legitimately access system accounts, the transac-
tion file should record their identification numbers as well. If system
reconciliation detects any problems with account balances, this audit trail

information will be needed to pinpoint the source of the problem.

5.2 PERFORMANCE STANDARDS FOR SYSTEM SECURITY

Improving the security of a POS system often requires special proce-
dures or equipment. These procedures and equipment can increase system costs
or make the system harder to use. Industry performance standards for system
security are still under development. The general principle seems to be that
system developers weigh the risks of reduced security against the costs of

improved security when selecting a level of system security,

USE OF PERSONAL IDENTIFICATION NUMBERS

Requiring the use of Personal Identification Numbers (PINs) can
improve the security of an EBT system by detering unauthorized use of lost or
stolen EBT cards. There is currently some disagreement within the debit card
industry, however, over whether PINs ought to be required in POS environ-
ments., Financial institutions tend to support the use of PINs to improve
security, Some retailers, however, wish to avoid using PINs in POS systems
because they require additional equipment (i.e., PIN-pads) and may create
barriers to widespread debit card use. Potential barriers include the time

required to enter and verify a PIN and customers forgetting their PIN codes.

Reflecting this divergence in viewpoints, the American Bankers

Association 1is currently leaning towards adopting a policy which requires the
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1 In contrast, the Electronic Funds Transfer

use of PINs at the point of sale.
Association -- which represents the interests of retailers as well as finan-
cial institutions and other organizations -- has proposed draft guidelines
which state that, "Use or non use of a PIN as part of the EFT-POS process is a

decision to be made by cost/risk analysis."2

Both the Iowa and the Florida POS systems require debit card cus-
tomers to use PINs to buy groceries. The Reading EBT system required demon-
stration recipients to use PINs to purchase groceries and to obtain account
balance information, To further protect recipients' accounts against un-
authorized access, store terminals in Reading allowed only three attempts to
enter a valid PIN. This limitation was imposed to deter unauthorized persons
with a lost or stolen EBT card from attempting to access benefits by trying
random PIN codes. After three unsuccessful PIN entries, the terminal would
send an "unsuccessful~PIN" message to the EBT Center. In this way the EBT
Center could track possibly fraudulent attempts to gain access to a recip-

ient's account.

DATA ENCRYPTION AND AUTHENTICATION CODES

An on-line EBT system transmits data messages over non-secure tele-
phone lines. There is widespread agreement within the industry that, if a
system requires the use of PINs, the PIN must be encrypted before trans-
mission. Indeed, if the PIN-pad is not integrated with the terminal, the PIN
should be encrypted before communication with the terminal. Industry stan-

dards for the method of encryption have been established.

No standards appear to exist as to whether or not other transmitted
data should be protected. Failure to provide some means of protection, how-
ever, renders data transmissions susceptible to interception and manipula-

tion, Full encryption of all data transmissions offers the greatest security

1"Implementation Guidelines for Online Debit Card Systems at the
Point of Sale (Draft)," American Bankers Association, Payment Systems Policy
Board, Retail Payments Task Force, Ad Hoc Committee, July 1986.

2Electronic Funds Transfer Association, "A Preliminary Look at the
Voluntary Guidelines for EFT-POS Issues," Electronic Funds Transfer

Conference, September 1985, p. 8.

3ANST standard X9.8-1984 details the method of encryption.
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for a POS system, but this protection is not without cost., Encrypted messages
must be deencrypted before the data can be processed, and deencryption will

slow system response times.

An alternate form of protection is the use of special authentication
codes which are appended to the data message. Such codes, which are con-
structed at the point of origination of the message, are based on the data
values to be transmitted. Once the message reaches its destination, the code
can be reconstructed (based on the data received) and compared to the trans-
mitted code. If the data have been altered either intentionally or through
line transmission problems, the reconstructed code will not match the trans-

mitted code and the message will be rejected.

Authentication codes are not as secure as data encryption because
the informational content of the message can be interpreted if the message is
intercepted. For this reason, PINs must be encrypted. Authentication codes,

however, are easy to implement and do detect manipulation of transmitted data.

FNS GUIDELINES FOR SECURITY OF ADP SYSTEMS

Automated Data Processing (ADP) systems are used in administering
many food assistance programs funded by the Department of Agriculture. In
response to security deficiencies noted in these systems by the department's
Office of Inspector General, FNS has issued guidelines to states for develop-
ing and administering computer systems involved in FNS assistance programs.l

These guidelines are applicable to EBT systems as well.

The guidelines cover the following areas of system security!

¢« physical security,

* equipment security,

« software and data security,
*» telecommunications security,

» personnel security,

lpood and Nutrition Service ADP Security Guide, United States
Department of Agriculture, 1985.
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+ contingency plans,
+ risk analysis, and

¢ emergency preparedness.

Performance standards within the above areas generally are not specified.
Rather, the guidelines identify potential threats to security and procedures
that should be considered to counter these threats. In the area of telecom-
munications security, for instance, the guidelines mention the encryption of
sensitive data. For software and data security, the guidelines recommend
changing passwords regularly, voiding access keys of departed users, monitor-
ing user identification codes regularly, and documenting and controlling all
changes to system software and operating procedures. The guidelines, there-
fore, are useful as a checklist of security issues to review when designing

and implementing an EBT system.

5.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

PRC treated system security as a major design issue in developing
the Reading EBT system. As a consequence, system security has generally been
quite good. Nevertheless, some security problems did develop during the
demonstration. For the most part these were problems with security procedures

rather than problems which actually affected system files or transmitted data.

DECENTRALIZED AND SLOW RECONCILIATION

The Reading EBT system incorporated three major reconciliation
functions: daily system reconciliation, weekly redemption reconciliation, and
monthly issuance reconciliation. These reconciliation procedures successfully
identified numerous account and system problems. The procedures themselves,
however, posed their own set of problems for system operators and food stamp

authorities monitoring the Reading demonstration.

System Reconciliation. Daily system reconciliation checks all flows

of funds into, through, and out of the system against recipients' and retail-

ers' current account balances.
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0f the three reconciliation functions, system reconciliation pre-
sented the fewest procedural problems. PRC discovered and corrected a soft-
ware error in the reconciliation program in January 1985. The error involved
computation of life-to-date issuances from PDPW and life-to-date deposits to
retailers' bank accounts. PRC also noted that the reconciliation reports did
not include month-to-date conversions of EBT benefits to food stamp coupons
(daily conversion amounts were included in the reports). The absence of this
month-to-date information prevented automatic reconciliation of recipients'
accounts after benefits had been converted. Rather than rewriting the program
code, EBT Center operators manually reconciled out-of-balance accounts caused
by benefit conversion. The manual procedures were feasible because the system
processed, on average, only about 21 conversions of benefits during each month

of the demonstration.

Redemption Reconciliation., Weekly redemption reconciliation was

somewhat more problematic. Redemption reconciliation involved sending a tape
each week to FNS' data processing center in Minneapolis. The tape included
daily deposit information for each participating retailer and was designed to
replace the reconciliation of redemption certificates which occurs under the
coupon issuance system. The data center examined each tape to ensure that all
retailers receiving deposits were indeed authorized to participate in the Food
Stamp Program. The center also checked for unusual deposit patterns which
might suggest fraudulent retailer activity., Finally, the data center compared
total weekly deposits to retailers against weekly drawdowns of the Department
of Agriculture's letter of credit with the United States Treasury. The De-
partment of Agriculture implemented the letter of credit specifically for the
purpose of reimbursing American Bank and Trust each day after the bank entered

retailers' deposit information into the ACH network.

The Minneapolis data center occasionally found discrepancies between
the weekly tapes and drawdowns against the letter of credit. Most of these
discrepancies occurred because the weekly tapes either contained errors or

were formatted incorrectly. Data errors on the tapes usually resulted when
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the indices on the system's Master File were corrupted when the tapes were
created.! 1In one instance the discrepancy occurred because American Bank and

Trust had delayed entering retailers' deposits into the ACH network.

The major problem with the redemption reconciliation procedures was
timeliness. Both the EBT Center's weekly tapes and the weekly drawdown infor-
mation from the Treasury had to be sent to the Minneapolis data center before
reconciliation could take place. The aforementioned problems with tape errors
introduced delays in redemption reconciliation; the EBT Center often required
several weeks to determine the source of the problem and to recreate and send
a backup tape. Obtaining timely information about the drawdowns on the letter
of credit was even more troublesome. Rather than having Treasury send the
drawdown information directly to Minneapolis, national staff at FNS collected
the information and then sent it on to the data center. They did not always
obtain the information immediately, which delayed final reconciliation for

that week's worth of deposits and drawdowns.

Although the above delays did not hinder the eventual reconciliation
of retailer redemptions, they raised a concern among food stamp authorities.
I1f, for instance, a retailer was fraudulently receiving excess EBT funds or if
someone at the bank was requesting excess funds from the letter of credit,
late detection of such problems might hinder the successful recovery of the
funds. A secure EBT system should incorporate procedures for the timely

detection of any security problems to minimize the risk of loss.

Issuance Reconciliation. The design of the Reading EBT system

called for reconciliation of issuance amounts each month. Both the EBT Center
and PDPW were to send national FNS staff reports indicating total EBT issu-
ances for the month, National staff would then compare and reconcile the

separately reported issuance amounts.

This relatively simple task proved to be quite troublesome. Through
an apparent oversight during the design process, PDPW and the EBT Center used
different monthly cut-off dates for their issuance reports. The different

cut-off dates made reconciliation impossible. To counter this problem,

lproblems with corrupted indices are described in Chapter Four,
page 97.
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national staff asked the EBT Center to provide copies of the summary sheets
from the daily system reconciliation reports. These summary sheets indicated
the total daily issuances from PDPW posted to recipients' accounts. National
staff then reconciled the EBT Center's daily issuance reports with PDPW's
monthly report., This approach was easier to implement than asking either the
EBT Center or PDPW to redesign their software for the reconciliation reports,
but it was more time consuming than the originally planned reconciliation
procedure. Of greater concern, the new approach delayed monthly reconcili-
ation of issuances. Three to four weeks often passed before the national
staff received all the needed reports for a particular month. As with late
reconciliation of retailer redemptions, late reconciliation of issuances to
recipients decreases the possibility of full recoupment of overissuances by

giving recipients more time to use the unauthorized benefits.

NON-ENCRYPTED DATA TRANSMISSIONS

All electronic transmissions of information to the EBT Center from
either PDPW or the Berks County Assistance Office were supposed to be en-
crypted. The PDPW transmissions were for issuance of recipients' food stamp
benefits. Transmissions from BCAO included information on card encoding,
requests for balance levels or recent transaction activity, and changes in the

status of recipients' accounts.

Despite the plans for data encrypting, most data transmissions from
PDPW were not encrypted. PDPW's data encryption equipment was located under
the floorboards of the department's computer center. Because issuance trans-
missions began with the non-encrypted telephone number of the EBT Center, this
data encryption equipment had to be switched off and then on again for each
daily transmission. PDPW decided not to encrypt most of their transmissions

because it was so inconvenient to switch the equipment on and off.

In May 1985, PRC designed special circuits to eliminate the need to
turn the data encryptors at PDPW and BCAO off and on manually. PRC installed

the BCAO circuit in June, but never was able to test the circuit at PDPW.

OVERDRAFTS AND OTHER ACCOUNT PROBLEMS

One of the key objectives of system security is the prevention of

overdrafts and other problems affecting system files and accounts., As dis-
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cussed in Chapter Four, the Reading EBT system did experience some problems in
this area. Most of these problems were attributed to software errors, how-
ever, rather than breaches in system security. The EBT Center and food stamp
authorities detected the errors during the regular reconciliation procedures

designed for the system.

NON-TRACEABLE CHANGES TO ACCOUNT FILES

The supervisor of the Reading EBT Center was able to change balance
information in recipient and retailer records on the Master File without the
system making any automatic record of the change. This represented a major
design flaw in the system's security. All balance information in an EBT

system should be fully auditable.

In practice, all changes to account balances were made only after
the EBT Center had identified a data error and the BCAO had authorized its
correction. Furthermore, for the system to balance during daily system
reconciliation, ©parallel <changes in the life-to-date fields of the
reconciliation report had to be made, and these changes could be made only by
programmers at PRC's headquarters. Thus, system reconciliation would detect

the presence of any unauthorized changes made by the supervisor,

The ability to detect the presence of unauthorized changes during
reconcilation may not provide full protection for an EBT system. If such
changes are not automatically recorded by the system, tracking the source of
any reconciliation discrepancies will still require the assistance of the

system supervisor.

OTHER MANIPULATION OF ACCOUNT FIGURES

National FNS staff discovered one other instance of manipulation of
account numbers during their weekly redemption reconciliation. As the sys-
tem's clearinghouse bank, American Bank and Trust sent a wire funds request
each day to the United State Treasury for reimbursement of funds taken out of
its ACH account to cover retailers' daily deposits. After inadvertently
requesting $.30 too little in one day's request, the bank added an extra $.30

in its next day's wire funds request.
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Although American Bank and Trust was certainly entitled to the $.30,
food stamp authorities expressed concern over how easily the bank had been
able to request more money from Treasury than it had paid into the ACH net-
work. Designers of future EBT systems may wish to consider stricter controls

11 may well be, however, that this is an element of system

in this area.
security in which detection (through timely reconciliation) is sufficient to

protect system security.

5.4 POTENTIAL PROBLEMS IN OTHER EBT APPLICATIONS

Many different security problems might develop in any EBT system.
Those encountered in Reading generally related to procedures either for pro-
tecting the system (e.g., data encryption) or detecting problems (e.g., late

reconciliation), or to non-fraudulent attempts to correct previous errors.

Based on current information, the Reading system seemed to be free
of fraudulent attempts to initiate EBT transactions or to manipulate system
data. Indeed, one PRC engineer expressed surprise over the absence of any
attempts by computer "hackers" to penetrate the system. Other EBT systems may
very well be subject to such attempts. Given the large potential for loss of
benefits or for disruption of system functions if fraudulent actions were

successful, EBT systems should be as secure as possible against such actions.

In a test to determine the Reading EBT system's vulnerability to
unauthorized external access, an outside consultant attempted to access and
manipulate system files. Using the telephone number for the system's com-
puters, the consultant tried to log into the system and get a valid system
response. If a successful log-on procedure had been completed, the consultant
would have attempted to change information in the system's files. All
attempts to log onto the system failed. The consultant noted, however, that

an unauthorized person who knew the system's telephone number could tie up the

laon alternative and potentially more secure approach would have
system operators create the ACH entry. With this approach the ACH would debit
the Department of Agriculture's Food Stamp Program account at the Treasury
while crediting individual stores' bank accounts, eliminating the need for a
wire funds transfer. This approach was not used for the demonstration because
the Department of Agriculture did not want a private contractor accessing its
account at the Treasury.
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system's telephone lines for a prolonged period (although this was not actual-
ly done during the test). If all telephone lines were tied up during busy
shopping periods, the inconvenience to retailers and recipients could be

great.

5.5 RECOMMENDATIONS WHICH SHOULD IMPROVE SYSTEM SECURITY

As noted at the beginning of this chapter, the security of an EBT
system can be protected both through measures designed to prevent problems
from occurring and through measures designed to detect (and elicit a reaction
to) problems which have already occurred. The first three recommendations in

this section are preventative measures. The last three deal with detection.

1) Perform a risk analysis of the proposed EBT system.

The first step in designing a secure EBT system is to perform a
thorough risk analysis of the proposed system design. Risk analysis involves
examining all aspects of an EBT design to determine its points of wvulner-
ability. Once the potential wvulnerabilities are 1identified, measures to
counter these vulnerabilities should be developed and incorporated into the

system design.

2) The system design should facilitate data encryption.

Risk analysis should indicate which data transmissions over non-
secure telephone lines should be encrypted. The EBT system should include
features which facilitate the encryption and deencryption of these data. To
maintain proper levels of security, the system should identify and reject any

data which are supposed to be encrypted but are not.

3) The system should require the use of PINs by recipients.

Despite the lack of agreement within the POS industry over use of
PINs, requiring PIN entry at the point of sale to access food stamp benefits
will improve system security. PINs will not only deter the fraudulent use of
lost or stolen EBT cards by non-authorized customers, they will protect recip-—

ients' accounts against fraudulent access by retailers.
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Retailers' misgivings over requiring PINs at the point of sale
include concerns that customers will forget their PIN codes or that PINs will
otherwise deter usage. The Reading EBT demonstration was somewhat atypical of
normal POS systems because recipients had to use their EBT cards and PINs to
access their food stamp benefits. Nevertheless, neither recipients nor re-
tailers in the EBT demonstration reported any particular difficulties with

recipients forgetting their PIN codes.!

Increased system security also may be achieved by requiring retailer
PINs to activate store terminals. Terminals in the Reading EBT system were
signed onto the system with special EBT cards, and store managers had to enter
a valid PIN to complete the sign-on procedure. Such procedures protected

against the fraudulent use of authorized store equipment.

4) The system should have complete and timely reconciliation procedures.

System reconciliation serves two purposes, First, it identifies
processing errors which affect flows of funds through the system and system
accounts. Second, it detects security problems arising either from fraudulent

activity or improper system design.

To provide maximum protection, reconciliation procedures should
encompass all flows of funds through the system. Purchase debits against
recipients' accounts should be reconciled against credits to retailers'
accounts. Benefits issued by the State Agency should be checked against
recipients' remaining balances and funds transferred to retailers' accounts.
These checks should be performed both for individual recipient accounts and
for all accounts as a whole., If a special account is established to fund
retailers' redemption of benefits (similar to the letter of credit in the
Reading EBT system), reconciliation should include a comparison of retailers'

total redemptions and drawdowns against the special account.

Reconciliation should be based on independent data sources. When a
single data source is used, for instance, to compare both positive and nega-
tive flows of funds, any errors in that data source may be offsetting, masking

the existence of the errors and negating the value of the reconciliation. In

lpor a more detailed discussion of this issue, see Hamilton op. cit.
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Reading, for example, the system did not reconcile benefit issuances by com-
paring issuance data received from PDPW to benefits posted to recipients'
accounts. Instead, recipients' posted benefits at the EBT Center were com-
pared to an independent record of benefits issued by PDPW. Similarly, redemp-
tion reconciliation compared EBT Center data with data provided by the United

States Treasury.

Redundancy in system reconciliation should be encouraged. That is,
if two methods of checking a particular accounting relationship are possible,
reconciliation should incorporate both methods. The daily system reconcilia-
tion in Reading provides an example. Not only were daily flows of funds
reconciled against account balances, the reconciliation included month-to-date
and system life-to-date reconciliation of flows of funds and account
balances. Such redundancy provides double protection against both processing
errors and security problems., Redundancy also may make it more difficult for
system operators to fraudulently bypass system reconciliation in attempts to

manipulate accounts or funds without subsequent discovery.

Reconciliation should be performed on a timely basis. The longer
that errors or security problems pass unnoticed, the greater the opportunity

for large or unrecoverable monetary losses.

Given the importance of reconciliation as a means of detecting
processing errors and security problems, reconciliation procedures should be
thoroughly tested prior to system implementation. All reconciliation software
should be repeatedly checked for possible software errors, and the reconcili-
ation procedures should be carefully evaluated to ensure that they provide
full protection. All persons responsible for reconciliation should be com-
pletely familiar with the procedures and with what to do when reconciliation

reveals account problems.

5) The system should have audit trail capabilities.

Reconciliation procedures can detect when system accounts are not in
balance. By themselves, however, they may not be capable of identifying why
accounts are out of balance. An EBT system, therefore, should provide mech-
anisms whereby all flows of funds and activities affecting account balances

are recorded and auditable. Providing audit trail capabilities is a minimum
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requirement of sound management practice for any system or organization

handling valued assets.

The computerization of system files in an EBT system facilitates the
maintenance of audit trail capabilities. Any system function which changes
the amount of funds in any file record should be automatically recorded on a
special file as the change takes place. Sufficient information about the
change should be recorded so that, upon inspection, system operators or an
auditor can determine why the change took place and who initiated the function
causing the change. In Reading, for instance, the transaction file uses
special codes to distinguish among separate system functions which can change
recipients' or retailers' EBT account balances (e.g., purchase transactions,
refund transactions, benefit 1ssuances, benefit conversions to ATPs, deposits
to retailers' bank account through the ACH network). The transaction file
records the source of each change (i.e., a particular store terminal, PDPW,
BCAO, or the EBT Center) and, oftentimes, the individual initiating the
change. Store clerks and individuals at the BCAO have to enter identification

codes before the system will accept data transmissions from these sources.

To maintain full audit trail capabilities, information about all
manually authorized purchase transactions should be entered into system files
as soon as the system is ready to process this information. Written documents

supporting such manual transactions should be retained.

Finally, no individual should have the ability to access and change
information within a system account file without the system making an auto-
matic record of the nature and reason for the change and when the change was

made.

6) System security should be reviewed and tested after system implementation.

Potential weaknesses in system security can often be identified by
having somebody other than the system designer review security procedures.
Although planned security procedures can and should be reviewed prior to
system implementation, reviews should be performed after implementation to
ensure that planned security measures are indeed being followed. Persons
conducting the reviews should be familiar with the operations and security

issues surrounding EBT or POS systems.
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Further protection against potential security weaknesses can be
gained by conducting tests which attempt to breach system security. These
tests can simulate both external and internal unauthorized attempts to manip-
ulate system data or files. Any problems revealed by security tests should be
examined by the system developer or operator and, if needed, corrective coun-

ter measures should be implemented.
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SYSTEM MANAGEMENT INFORMATION
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Transaction Times. At a minimum, an EBT system should provide

periodic reports on how much time the system requires to process individual
purchase transactions. These reports should separately indicate system pro-

cessing times during peak-volume periods and at other times.

System processing time does not reflect total transaction time for
EBT purchases. If a State Agency specifies performance standards in terms of
total transaction times, total transaction times at store checkout counters
need to be measured. This measurement can be time consuming and expensive,
and it will not be cost-effective to measure total transaction time on a
regular basis. After an initial measurement, however, the relationship be-
tween total transaction time and system processing time can be analyzed.
Unless operating procedures at checkout counters change thereafter, the ini-
tial data can be used to estimate changes in total transaction times if system
processing times change. If questions about system performance arise later,

total transaction times can be measured again.

System Capacity. Limited capacity in the areas of processing,

communications and storage will impair system performance. Information about
utilization rates within each area is needed to monitor the adequacy of exist-

ing system capacity.

System operators should be able to provide most of the information
needed to measure utilization rates. Examples include rates of usage of
computer processing time, line usage figures, and available disk space for
system files. As in the Reading demonstration, however, it may be necessary
to collect additional information on communications capacity if all lines to
the computer system are frequently in use., The local telephone network may be
able to provide measures of how often store terminals cannot access the system

because all lines to the system's computers are busy.
y P y

System Reliability. System reliability includes the amount of time

the system is accessible for processing purchase transactions and the accuracy

of all system processing functions,

One component of system accessibility 1s system uptime. If
possible, the system should automatically record periods of system uptime (or,
conversely, downtime) to facilitate this monitoring function. If the system

cannot track system uptime automatically, system operators will need to main-
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tain this information. For systems which are not staffed during all hours of
operations, automated procedures for measuring system uptime should be avail-
able. A minimal requirement in this situation would be the recording of all
attempted calls to the system which cannot be processed because the system is

down.

As discussed in Chapter Four, a system can be inaccessible to re-
tailers and recipients even when the system's computers are operating. A
separate log of periods of inaccessibility can be maintained to provide needed
information on the extent to which an EBT system is inaccessible for process-
ing purchase transactions. If this log indicates both the time and duration
of each period of 1inaccessibility, one can estimate the percentage of
attempted transactions which cannot be processed. The estimation procedure
requires using prior information on the percentage distribution of purchase

transactions during all hours of a month.

Information on system accuracy requires an enumeration of all in-
stances when inaccurate processing occurs. System reconciliation reports may
identify all such instances. If system operators identify errors through
other means and correct these errors before reconciliation occurs, however,
the reconciliation reports cannot be the sole source of information on pro-
cessing errors. Instead, procedures for logging information about identified

errors will need to be implemented.

System Security. As with information on processing errors, informa-

tion on problems with system security may need to be compiled from several
different sources. System reconciliation reports provide an information
source for problems which actually result in manipulation of system files or
account balances. If system operators notice any attempts to access the

system fraudulently, these attempts should be documented.

Monitoring individual transaction messages and patterns of trans-
action activity can reveal instances of actual or possible security prob-
lems. For instance, repeated attempts to use an EBT card with an invalid PIN
may indicate fraudulent use of a lost or stolen card. Transactions originat-
ing from a store during non-business hours represent a possible security
problem, as do transmitted security codes which do not match security codes
calculated by the system. Transaction messages with invalid or incompatible

store and terminal identification codes also suggest security problems.
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System operators or the system itself should maintain a log of these in-
stances, and system operators should investigate and determine whether actual

attempts to breach system security are involved.

System security also is threatened when established security pro-
cedures are not followed. Examples include transmitting non-encrypted data
which are supposed to be encrypted, not maintaining strict control over
physical access to the computer center, failing to update passwords and other
procedures authorizing access to system files and programs, and not document-
ing changes to system files or other events that could suggest possible
breaches of system security. The system supervisor should have primary re-
sponsibility for ensuring compliance with all security procedures, but all
system personnel should be responsible for identifying instances when security

procedures are not implemented.

INFORMATION ABOUT SYSTEM PROBLEMS

The State Agency and system operators need to know when system
problems occur. System operators must know about problems so they can remedy
the situation as quickly as possible and return the system to normal oper-
ations. The State Agency needs information about problems to support its role
in monitoring system performance. When serious problems develop, however, the
State Agency must be informed so it can participate in any decisions about how

the problems will be resolved.

Several different problem identification procedures are possible.
Retailers and recipients can be instructed to call a special telephone number
whenever they encounter system-related problems. System reconciliation re-
ports can identify problems with processing errors and system security.
System operators will be in the best position to identify problems which

affect system operations.

Identification is only the first step in problem resolution. Once a
problem is identified, the system must provide sufficient information for
operators to determine the cause of the problem. System operators (and the
State Agency, if necessary) can then take steps to correct the existing prob-

lem and to see that it does not recur.
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Various sources are available to determine the cause of system
problems. Simple inspection and diagnostic tests on store equipment can often
identify why equipment will not work properly. Operator logs and audit trail
capabilities can help trace the events leading up to the occurrence of a
problem. Error messages on the system's computer console or in computer

printout may indicate the nature of a problem, thereby suggesting its cause.

Diagnosing problems in system software can be especially diffi-
cult. When problems terminate system operations, it will be most helpful if
the system identifies exactly what function was being performed at the time of
failure. Such identification will pinpoint which software program 1is the
likely source of the problem. It also will enable system operators to monitor
the appropriate records carefully, when the system resumes operations, to

ensure that the failure has not introduced any data errors into system files,

INFORMATION ABOUT SYSTEM COSTS

An EBT system is an alternative means of issuing benefits to food
stamp recipients. It therefore encompasses one of the primary tasks of admin-
istering the Food Stamp Program. As a means of identifying and monitoring
total program costs, information about system costs should be available to the

State Agency.

System costs include equipment purchase or lease expenditures, space
rental, telecommunications expenditures, staff salaries, and other direct
costs. These costs may be borne either directly by the State Agency or
through a contract with the system operator. If the State Agency contracts

for EBT services, system costs may appear in the form of transaction fees.

Depending upon prior negotiations, it is possible that an EBT system
may generate some revenues to offset system costs. For instance, retailers
may pay a fixed initial or monthly fee or a fee per transaction to participate
in the system. If revenues are generated, information about the source and
level of these revenues should be included in the overall information provided

on system costs.
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INFORMATION ABOUT CHANGES IN DESIGN OR OPERATING PROCEDURES

Data processing systems usually undergo numerous small changes in
design and operating procedures throughout their lifetime. Staff responsible
for implementing these changes may leave at any time. For these reasons it is
absolutely essential that any changes in system design, system software or
system operating procedures be fully documented and communicated to the State
Agency and to all system participants affected by the change. When changes to
an EBT system are made, relevant sections of design and operating manuals
should be revised and distributed. If needed, system operators and partici=-

pants should be retrained in any new procedures.

Careful documentation of changes will avoid situations in which the
documented EBT system does not match the system in place. If past changes
were not documented and current staff do not remember why the changes were
made or their exact scope, it can be nearly impossible to manage a system
efficiently. In extreme cases, nobody in a position of responsibility for the
system may know exactly how the system works. Without full knowledge of
system functions, further changes or improvements cannot be implemented be-
cause the full consequences of any changes on other parts of the system cannot

be anticipated.

INFORMATION ON SYSTEM USE

A State Agency may desire periodic reports on the nature and level
of EBT-related activities. Examples are the number and types of participating
retailers, the number of recipients trained each month, the number and dollar
value of purchase and refund transactions, the number of transactions which
are manually authorized, the percentage of benefits used each month, the
numbers of recipients not accessing their benefits, and the incidence of PIN-
entry problems and attempted purchases which cannot be completed due to insuf-

ficient balances.

This information may serve a variety of purposes. For example,
documenting levels of system activity provides information about usage pat-
terns in an EBT system which is not readily available through any other
means. This information can facilitate planning for an expanded EBT system or

for EBT systems in other locales.
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The State Agency will want to know whether or not recipients are
having problems when trying to use the system. A high incidence of PIN-entry
problems may suggest that recipients have trouble remembering their PINs. A
high incidence of transactions rejected due to insufficient balances may
indicate that recipients cannot remember how to check their remaining balances
prior to shopping. Accounts with large benefit amounts left in them may
reflect the total inability of some recipients to deal with an EBT system at
all. If further investigation reveals that any of these hypotheses are true,
the State Agency will want to take steps to improve training or to otherwise

assist recipients in accessing their authorized benefits.

Finally, some of the information can provide further evidence on
system performance problems. Manually authorized purchase transactions, for
instance, are needed only when the system is inaccessible to retailers and
recipients. A large number of manual transactions, therefore, suggests prob-
lems either with store equipment or with the system itself. Similarly, poten-
tial capacity problems may exist if the total number of purchase transactions

is greater than planned for in the system design.

6.2 PERFORMANCE STANDARDS FOR MANAGEMENT INFORMATION

General performance standards for system management information are
straightforward. Management information should be complete, it should be

accurate, and it should be timely.

The previous section enumerated many different types of management
information needed by a State Agency and system operators. The absence of any
of this information will impair system management. For instance, system
performance cannot be fully evaluated without information pertaining to each
performance standard specified by the State Agency. Non-identification of
system problems or their causes will delay corrective actions, reducing system
performance. Poor documentation of system changes may lead to a situation in
which further system refinements or even resolution of later problems cannot

be accomplished because no one fully understands how the system works.

The need for accurate management information requires little explan-
ation. Incorrect information can mask poor system performance. Inaccurate

information about system problems and their causes will delay efforts to
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correct the real problems. Worse yet, decisions about corrective actions
which are based on inaccurate information will consume scarce management

resources and may be very costly to implement.

Finally, late information can delay the identification of system
problems and poor performance. Inaction arising from late information may
allow other, more serious problems to appear before corrective actions can be
designed and implemented. For instance, software problems which allow small
account errors to occur may, if not corrected, subsequently allow larger
account errors to occur. Problems with high utilization rates of system file
space eventually may terminate all system processing if the capacity problems
are not recognized and corrected in time. Continued poor system performance
which 1is unrecognized by system managers also may frustrate participating
retailers and recipients. Such frustration may hinder efforts to successfully
implement an EBT system which is supported by the retail community and by food

stamp recipients.

6.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

The EBT Center provided a great deal of management information about
the Reading EBT system during the course of the demonstration. The agencies
and persons responsible for monitoring and evaluating the system, however,
experienced many problems with this information. Some of the problems can be
attributed to the demonstration nature of the project itself., For instance,
uncertainty about what types of system problems might occur in an EBT system
made it difficult to specify management information needs. The absence of
performance standards also prevented a more targeted specification of required

management information.

AMBIGUITIES IN REPORTED INFORMATION

One major source of management information is the end-of-month
reports on system activities that the EBT Center provided to FNS and the
evaluation contractor. These reports are designed to document levels of
system activity and to identify potential problems which recipients might have

with the system., Examination of some of the reports, however, revealed ambi-
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guities that prevented conclusions about the incidence of certain activities

and problems.

Incidence of Refunds. Refunds may be required in two situations in

an EBT system. First, store clerks may transmit a purchase amount greater
than the true amount, in which case a refund would restore the recipient's
account to a proper balance. Second, recipients may return merchandise bought

with EBT benefits and request a refund.

The end-of-month reports list the number of refunds processed each
month. The numbers presented in the reports, however, overstate to an unknown
degree the incidence of refunds arising from the two situations described
above. This ambiguity occurs because when the system crashes in the middle of
a purchase transaction or when store terminals time out before a purchase
transaction is completed, the system corrects the recipient's account balance
by posting a "refund" to the account equal to the interrupted purchase trans-
action. It is therefore impossible to identify with certainty the number of

true refunds processed by the system.

Incidence of Problems with Insufficient Balances. The end-of-month

reports present the number of attempted purchase transactions which are re-
jected because the purchase amount exceeds the recipients' remaining EBT
balance. This information is useful in determining whether or not recipients

have trouble keeping track of their remaining benefits.

The system, however, rejects a purchase transaction 1if the store
clerk transmits an incorrect purchase amount which exceeds the recipient's
remaining balance. Based on information in the reports, it 1is therefore
impossible to determine how many of the rejected transactions reflect actual
instances in which recipients tried to access more benefits than held in their

accounts. Similarly, the incidence of clerk problems cannot be determined.

This particular reporting ambiguity cannot be attributed to specifi-
cation failure or failure to implement information requirements. It arises
simply from two actions having the same result. Reasonable reporting mechan-

isms cannot distinguish such actions under these circumstances.

Incidence of Problems with PIN Entry. Recipients must enter a valid

PIN whenever they purchase groceries or obtain balance information from a
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store terminal or a balance-only terminal. If a valid PIN is not entered

within three tries, the terminal sends a message to the EBT Center.

The end-of-month reports list the number of invalid-PIN messages
received by the EBT Center each month. The reports, however, do not distin-
guish between problems occurring at balance-only terminals and problems en-
countered at the checkout lane, even though the system can identify the source
of all terminal messages. Because PIN problems at the checkout lane will
delay other checkout procedures, being able to identify these latter problems
would be useful in assessing the full impacts of the EBT system on retail

operations.

Definition of a Month. The Food and Nutrition Service expected the

end-of-month reports to provide enough information about individual account
activity to enable manual reconciliation of changes in account balances with
account activity. This reconciliation proved to be impossible as a result of
ambiguities in what constituted a "month" for the system. Some of the end-of-
month reports present calendar month activity; others reflect activity from
the start of one "issuance" month (typically about the fourth workday of the
calendar month) to the next. The lack of a uniform definition for a month
prevented useful comparisons of information from one series of reports to

another.

The lack of internal consistency in the end-of-month reports was
very frustrating for anyone attempting to use the reports to understand or
document system activities. PRC could not easily correct the problems because
the end-of-month reports are based on information contained in two system
files =-- the History File and the Master File. The structure of these files
and the system's programs for producing the reports could not easily support

the adoption of a single definition for a reporting month,

As noted in Chapter Five, different definitions for a month also
made issuance reconciliation reports impossible to interpret. The EBT Center
and PDPW based their monthly issuance reconciliation reports on different
reporting cycles. Food stamp authorities had to rely on summaries of daily

reconciliation reports to overcome this reporting difficulty.
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INFORMATION NOT REPORTED ON A ROUTINE BASIS

As the demonstration progressed and system performance problems
developed, food stamp authorities sometimes needed information which the
system was not providing. Examples included the incidence and duration of
system downtime, the incidence of busy signals when store terminals attempted
to transmit purchase data to the system, and system processing times for
purchase transactions. Furthermore, after the addition of the seventh tele-
phone line to the system's computers, the system did not provide routine
information on the use of the seventh line and special information was desired

on that point.

Food stamp authorities had asked PRC at the beginning of the demon-
stration to report regularly on system downtime and the incidence of busy
signals. PRC began providing monthly reports on system downtime only after
FNS made additional requests for the information. PRC said that the incidence
of busy signals could not be measured. After several months of system opera-
tion, however, PRC discovered that the telephone company could provide special
reports on the incidence of busy signals. PRC requested only two of these
studies (each covering a period of approximately one month) from the telephone
company, in part because the second study indicated few problems with a high

incidence of busy signals.

INACCURACIES IN REPORTED INFORMATION

Most of the management information the Reading EBT system provides
is accurate. In some cases, however, examination of reported information
revealed inaccuracies. Upon investigation, PRC traced most of these in-

accuracies to problems with the software producing the reports.

System downtime reports also failed to provide completely accurate
information. Problems with accurate reporting of system downtime can be
attributed to the absence of information-gathering procedures designed specif-
ically to identify system downtime. PRC had to review detailed and voluminous
daily logs kept by system operators. Any information-gathering procedure
which relies on manual inspection of large quantities of data is likely to be

prone to accuracy problems.
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Finally, the weekly redemption reconciliation tapes the EBT Center
sent to FNS' Minneapolis data center sometimes contained inaccurate informa-
tion. These errors occurred primarily when the index structure of the sys-
tem's Master File was out of proper sequence. When notified of problems with
the weekly tapes, the EBT Center investigated the source of the problems and

provided the Minneapolis data center with new tapes free of data errors.

LATE REPORTING OF INFORMATION

The Reading EBT system had problems providing some management infor-
mation on a timely basis. The major problems occurred with reconciliation

reports and the end-of-month reports.

Reconciliation Reports. As just noted, the EBT Center occasionally

had to recreate redemption reconciliation tapes when the original tapes were
inaccurate. The process of identifying problems with the original tapes,
communicating this information from the Minneapolis data center to the EBT
Center, investigating the source of the problems, and producing new tapes
often required several weeks. These delays prevented timely reconciliation of

retailers' EBT redemptions.

Monthly issuance reconciliation also was delayed when FNS discovered
that the PDPW and EBT Center monthly reports could not be compared. Although
FNS decided to use daily summaries of system reconciliation reports to replace
the EBT Center's monthly report, this alternative procedure introduced delays
in the reconciliation process. Food stamp authorities had to wait until the
EBT Center compiled, photocopied and mailed a full month's worth of daily

summaries before beginning each month's issuance reconciliation.

End-of-Month Reports. The EBT Center often could not provide a

complete set of end-of-month reports until three to four weeks after the end
of a month. Limited system processing capacity was responsible for these

delays.

The first step in the production of end-of-month reports 1is the
creation of a large, specialized data file containing all the information
needed for the reports. Once the EBT Center creates this file, numerous
report-generation programs need to be run against it. Both the report-

generation programs and the file-creation program require batch processing by
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the system. These programs require so much time to run on the system's com-
puters that they were scheduled only on weekends when other processing demands
were low. Limiting report production to weekends created the three- to four-

week delays.

6.4 RECOMMENDATIONS WHICH SHOULD IMPROVE MANAGEMENT INFORMATION

Management information for an EBT system should be complete, accu-
rate, and reported on time. The following recommendations are designed to

help ensure that an EBT system meets these performance standards.

1) Specify needed management information before system design.

Once an EBT system is designed and implemented, it may be difficult
to respond to new requests for information about system activities or system
performance. System files may not contain the desired information. Even if
the information is available, implementing efficient report-generation proce-
dures may be difficult. Existing report software may need to be rewritten,
and the existing file structure may need to be reorganized to support the
information request. For these reasons, information requests should be speci-
fied prior to system design. The system developer then can incorporate infor-
mation requirements directly into system report software and system monitoring

procedures.

Minimum information requirements should include any data needed to
evaluate system performance relative to specified performance standards. The
system developer and State Agency also should attempt to predict likely prob-
lems which may impair system performance. Insofar as possible, the system
should be designed to identify the incidence and cause of these problems as
they occur. This latter information will enable more rapid response to system

problems, thereby improving overall system performance.
2) Thoroughly test all reporting software and procedures before
system implementation.

Software errors and incorrect data-gathering procedures are likely
to be the primary causes of problems with information accuracy. Thorough

testing of report software prior to system implementation can identify soft-

143



Table of Contents

ware errors before they begin to affect information reported during system
operations. Similarly, early review and testing of manual procedures which
gather and compile information for management reports can identify areas in

which errors may be introduced.

Software testing should be based on specially prepared data files
with known content which replicate the organization and structure of actual
system files. Because the content of the test files is known, information in
the management reports can be checked against expected report information to
identify software errors. If the management reports for a given period need
to track and compare system activities and account balances over multiple
reporting cycles, the software testing should include multiple reporting

periods as well.

Possible sources of errors in manually compiled reports include both
the raw data and the procedures for compiling the data. Once the accuracy of
the raw data is confirmed, the system developer should review both the logic
and the ease of compiling the raw data. If possible procedural problems are
identified, the developer should try to design easier reporting procedures,

Automating manual compilation procedures can reduce the potential for error.

3) Review the system's ability to provide management information on
appropriate schedules.

As information requirements for system management are established,
the State Agency should specify how often and when the required information
should be provided. The system developer then needs to review both the system
and personnel resources needed to respond to these information requirements.
Based on resource demands for providing management information, system opera-
ting procedures should be designed to meet the schedules for management infor-
mation. In particular, competing demands from reporting requirements and from

other system functions should be identified and resolved.
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. minimum number of codes or commands to memorize for the
transaction}

. clear training, instructions, or in-process prompts;}

. passive access to account balance information (informa-
tion comes to the consumer rather than the consumer
seeking it out); and

. clear and comprehensive account balance information.

Food stamp recipients need these same characteristics in an EBT system.

Food stamp recipients, however, differ in some potentially important
respects from POS consumers. First, POS consumers make their own decisions to
use or not use the system, while food stamp recipients are required to use
the EBT system in order to receive their benefits. People who find (or expect
to find) the POS system confusing or threatening can avoid using it., The EBT
system must provide training or other system features to accommodate food

stamp recipients who feel this way.

Moreover, the demographic profile of food stamp recipients suggests
that they would have more trouble with a complicated or demanding system than
would the population as a whole, let alone the typical POS consumer, Among

the recipients participating in the Reading demonstration:

. 29 percent had no more than an eighth grade education,

. 27 percent said that their primary language was not
English (all but a handful of those spoke Spanish),

. 17 percent were at least 60 years old, and

* 23 percent said they had a physical disability.

An EBT system must therefore be easy not only for a sophisticated consumer to

use, but also for people with physical, educational, and language limitations.

GROCERS

Food retailers also want an EBT system to be easy to use, although
ease of use is not their first concern. The retailer focuses first on factors

that determine how long it takes a customer to get through the checkout
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process. This includes the avefage duration of a normal EBT purchase and the
frequency and severity of problems (see Chapter Two). Once satisfied on

these points, the grocer becomes concerned with ease of use.

An easy-to-use system, from the retailer's point of view, has

characteristics very similar to those noted for recipients:

* minimum number of separate actions to perform a normal
purchase transaction;

*  minimum number of procedures for cashiers to remember;
. clear training, instructions, or in-process prompts;

e simple backup procedures when electronic purchases are
impossible;

« timely information on bank deposits resulting from EBT
purchases; and

+ deposit information readily comparable to information
normally maintained in the store.

As in the case of recipients, it is important to distinguish between
the stores participating in an EBT system and the supermarket and convenience
chains that have been the early participants in POS systems. Current Food
Stamp Program rules allow virtually any establishment to participate if staple
food items comprise over 50 percent of eligible food sales. The bulk of the
participating stores are small and medium independent groceries. Many
participants do not fit a '"grocery store' image, though. They include farm
stands, milk routes, various operations in which retail food sales are a
secondary activity, and even drug and alcohol treatment programs. The
establishments participating in the Reading demonstration 1illustrate this

diversity, as shown in Exhibit 7-1.

The Food Stamp Program encourages this broad range of food retailers
to participate in order to provide recipients with all possible opportunities
to redeem their benefits for food. This objective does not change under an
EBT system. Hence, if nearly all currently participating retailers would want
to participate in an EBT system -- and the Reading experience indicates that
they would -- the EBT system must provide ease of operation in a broad variety

of physical and economic environments.
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Exhibit 7-1

TYPES OF RETAIL ESTABLISHMENTS IN THE READING DEMONSTRATION

Stores in Percent of

FNS Category? Demonstration® Total
Supermarket 24 15%
Grocery store I 46 28 )

s ¢ 87 . 53%
Specialty food 41 25 ‘
Convenience store } 15 ' 9

‘ d ‘ 24 15%
Combination/Gas 9 6
Combination/Deli 1 \ 1
Combination/Merchandise 11 1
Combination/Other 15 9
Produce stand € 5 > 27 3 17%
Health food 2 1
Milk route 1 1
Other firm 2 1
Total 162 100%
Notes:
a

All establishments authorized to participate in the Food Stamp Program
are categorized. Fourteen categories are not represented in Reading
(the fourteen account for less than two percent of food stamp redemp-—
tions nationwide).

Includes all stores for which any data are available, including some
that were in the demonstration only briefly (e.g., because they opened
for business late in the demonstration period).

"grocery stores."

Grouped in subsequent discussion as
Grouped as '"convenience stores."

Grouped as "other stores."
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7.2 PRACTICES IN POINT-OF-SALE SYSTEMS IN THE RETAIL FOOD INDUSTRY

Most concerns about an EBT system's ease of use are equally appli-
cable to a commercial point-of-sale system. To provide a base for comparison,
this section describes system features and procedures of the Florida and Iowa
POS systems we visited. The discussion again considers the two main user

groups, the consumer and the merchant.

CONSUMER FEATURES

Customer acceptance and use of POS systems is the critical factor
that makes them profitable or unprofitable. Accordingly, great pains are
taken to make the systems easy to use. Everyone we interviewed in the Florida
and Iowa systems believed those systems are easy to use, and reported that

customers hardly ever had difficulties.

Purchase Procedures. In the Florida and Iowa POS systems, the

customer indicates that he or she wants to make a debit card purchase when the
cashier finishes ringing up all of the items. After specifying whether the
debit should be made against a checking or savings account, the customer must
pass the debit card through the card reader and enter the PIN. The terminal
then displays the amount of the purchase which will be debited to the
customer's account. The customer presses an '"ENTER" button. After
processing, the terminal indicates that the purchase has been authorized or

rejected and, if it has been authorized, a receipt is printed.

The customer thus has four responsibilities: specifying the account
to be debited, passing the card through the reader, remembering and entering

the PIN, and agreeing to the amount of the debit by pressing "ENTER."

The most difficult or inhibiting aspect of this procedure is the
need to remember and enter the PIN correctly. POS system designers have
debated the PIN requirement partly for this reason. A few debit card systems
omit the PIN, feeling that gains in customer acceptance (and lower equipment
costs) will offset the higher security risk. More commonly, however, the PIN

is required. The draft POS standards formulated by the banking industry
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specifically require PIN verification, suggesting that this may continue as a

common practice.

Training and Instruction, Little formal effort is devoted to train-

ing or providing instructions for the customer in how to use the POS system,
The banks issuing debit cards assume that customers will mainly use them for
ATM transactions. Literature provided with the card, therefore, tends to
focus on this usage. It generally falls to the cashier to give any
supplementary instruction the customer may need to make a POS purchase. Store
managers in Florida and Iowa said that very little such support was necessary,

largely because most POS customers have previously used ATMs.

Stores promoting POS usage sometimes carry out more intensive
efforts. As POS terminals were installed in the Publix supermarkets in
Florida, cashiers were trained to respond to offhand customer inquiries
("What's that thing?") by explaining in detail and encouraging the customer to

try out the system.

Account Balance Information. Customers receive an account of POS

usage in their monthly bank statements. The statements record credits to the

account and other debits against it, as well as POS activity.

Receipts from POS purchases do not typically provide information on
the customer's current balance. In the Florida and Iowa systems, the receipt
indicates the amount of the purchase and identifies the account debited (i.e.,
savings or checking). Customers in both systems can find out their current

balance by using ATMs in the supermarkets.

Most banks participating in POS systems establish a daily limit on
the total value of a customer's POS purchases, a limit which is usually lower
than the customer's balance. The limit varies by bank, and many banks have

different limits for different customers.

Customers do not generally receive information on the amount remain-
ing in their daily allowable POS limit. They can keep track by subtracting
the value of POS purchases during the day (which is recorded on the receipts)
from the daily limit. If customers in the Florida and lowa systems attempt a
purchase that would exceed the daily limit, the transaction is rejected. The

customer, however, often may not be told the reason for rejection. Some
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stores refuse to have store personnel in the position of telling customers

that they have exceeded their daily limit.

Special Needs. POS systems do not normally include features

specifically oriented to supporting the needs of customers with physical,
educational, language, or other limitations. Card-issuing banks that have
substantial Spanish-speaking customer populations may provide descriptive
materials in Spanish. In general, however, customers have the responsibility

for finding any support that the cashier cannot readily provide.

POS customers may allow other persons to use their cards simply by
giving them the card and PIN. The systems have no identify verification
beyond the PIN check.

RETAILER FEATURES

Normal Electronic Purchase. Although procedures can vary, the

Florida and Iowa systems handle normal POS purchases almost identically. When
the cashier finishes ringing up the purchase, he or she asks how the customer
wishes to pay. If the customer wishes to use a bank card, the cashier presses
a key on the cash register. The customer passes the card through the reader,
enters the PIN, and presses the ENTER key. The cashier then places a receipt
form in a printer on the side of the cash register, and presses a key to begin
the transmission. When the transaction is complete and the receipt printed,
the cashier removes the receipt, gives one copy to the customer, and keeps

the other copy for store records.

The cashier thus has four responsibilities in the normal POS
purchase: pressing a savings or checking account key to identify a POS trans-
action, placing the receipt blank in the printer, pressing the key to begin
transmission, and removing the receipt and distributing the «copies
appropriately. Cashier actions are the same in a rejected purchase, except
that the cashier also may have to explain to the customer why the purchase was

rejected (rejection reasons are displayed only as a number code).

No special action is taken to "sign on" a cash register to the
system. The POS function is simply one of the cash register functions that
becomes available as soon as the register is appropriately opened for opera-

tions.
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The procedures described above apply only when the POS terminal 1is
integrated with the cash register (which is the case in the supermarkets in
both Florida and Iowa). Smaller stores in the same networks do not have
integrated terminals. In these systems, the cashier must key in the amount of
the purchase, and procedures for handling the receipt vary according to the

printer being used.

Backup Procedures. If a POS purchase cannot be completed, either

because the purchase is rejected or because the system is not functioning, the
customer usually pays for the purchase in cash or with a check. Stores in
both systems sometimes use a 'store check” for backup. This is a check made
out to the supermarket, in which the customer fills in the name of the bank,
the account number and the amount of the purchase, and then signs the check.
Because this procedure entails a risk that the store will not actually be able
to draw against the customer's account, it is used only when the customer has
no checks and not enough cash for the purchase. Even then, the store manager
has the authority to refuse to use the store check and simply not to complete

the transaction,

Refund Procedures. When a POS purchase results in the need for a

refund, stores usually give the customer cash. The Iowa system has no pro-
cedures for an electronic refund, although a customer could take cash to an

ATM in the store and make a deposit to his or her account.

A cashier could make an electronic refund in the Florida system by
virtually the same procedures used for a purchase (a different key sets up the
transaction). No special authorization or store card is needed for a
refund. Rather than use this procedure, however, cashiers are instructed to
give cash refunds. Management feels that customers prefer the cash, and

having only a single POS procedure in use helps limit mistakes.

Reconciliation. The process through which a POS sale results in a

credit to the grocer's account typically leaves records in four locations:

e purchase receipts retained at the cash register,
e transaction records retained in the store's processor,
. transaction records retained by the network, and

. bank records of deposits received.
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Grocers reconcile their accounts by comparing data from various pairs of these

points,

Headquarters staff of the grocery chains perform the major daily
reconciliations in the Florida and Towa systems. Representatives of the Iowa
grocery chains said that their banks also perform some reconciliation func-
tions. The Florida network provides daily listings and summaries of transac-
tions by terminal and by store for all stores in the Publix supermarket
chain. Chain staff compare these reports to reports generated by the store
processors. In addition, store personnel reconcile the purchase receipts
against the store reports, and network personnel check their summaries against

bank reports of deposits received.

No "typical practice”" seems to exist for defining the banking day.
The Publix network in Florida, which serves only the Publix supermarkets, uses
a midnight to midnight cycle. However, the Publix chain also participates in
the Honor network, which has a banking day of 5:00 PM to 5:00 PM. The Iowa
network uses a 6:00 PM to 6:00 PM banking day. Because reconciliation reports
are generated in considerable detail from computerized data, none of the
people interviewed felt that the difference between the banking day and the

stores' business day posed any difficulty.

7.3 PROBLEMS ENCOUNTERED IN THE READING EBT SYSTEM

For the most part, recipients and grocers responded favorably to the
EBT system in Reading. Indeed, the strength of positive feeling was a major
factor in the decision to have the Pennsylvania Department of Public Welfare
take over and continue operating the system. Even so, some aspects of the
system presented difficulties for recipients and grocers. These are described

here.

FEATURES AFFECTING RECIPIENTS

Judged either by the recipients' own responses or by comparison with
the commercial POS systems, the Reading system appears to have been quite easy

for recipients to use.
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Recipients reacted extremely positively to the EBT system. In a
survey conducted shortly after the recipients began using the system, 74
percent said they preferred the EBT card to the previous coupon system and
only 21 percent preferred coupons. Responses to the same question six months
later were even more favorable: 77 percent preferred the card, while only 17

percent preferred coupons.,

Asked what they liked best about the EBT system, recipients most
often said that it was easier than the coupon system, particularly at the
checkout counter. Only a very small percentage said that they had ever had
problems such as forgetting their PINs or their account balance. Surveys of
grocers corroborated the recipients' view; they felt that recipients had no

serious problems with the system.

An examination of recipients' responses by demographic groups found
all of them preferring the EBT system. Surprisingly, groups that might be
expected to have trouble with an EBT system actually tended to be more
positive than average. The proportion preferring the EBT system was above-
average for recipients with no more than an eighth grade education (81
percent), Spanish speakers (80 percent) and those reporting some disability
(87 percent). Recipients aged 60 and over were slightly less strong in
preferring EBT, but even among this group 73 percent preferred cards and only
11 percent preferred coupons. Clearly, none of these groups encountered

serious difficulty in using the EBT system.

Most EBT system features affecting recipients appear at least as
easy to use as the analogous features of POS systems. Recipients actually had
fewer responsibilities in a normal EBT purchase transaction than did Florida
or Iowa POS customers. Cashiers in Reading passed the EBT card through the
reader and pressed the key initiating transmission; customers did this in

Florida and Iowa.

EBT recipients received about an hour of training in using the
system, including a videotape presentation and hands-on practice with the
terminals. Community service groups (e.g., Catholic Service Agency, Berks
County Association for the Blind) were trained to help recipients having
problems with the system. No such training or support was available to POS

customers in Florida or Iowa.
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Account Balance Information. Tracking their account balance was

probably the most difficult feature of the EBT system for recipients, though

even this does not seem to have posed serious problems.

v The EBT purchase receipt printed out the recipient's remaining
éccount balance. Recipients mainly kept track of their balance through the
receipt: over 90 percent said this was the primary way they knew their
balance. Recipients also could find out their current balance by the follow-

ing procedures:

* using any touch-tone telephone (the recipient dials a
special number and keys in the account number and PIN,
and a synthesized voice responds with the account bal-
ance),

e using the balance inquiry terminal available in larger
stores only (the recipient passes the card through the
reader and keys in the PIN, and the account balance is
displayed), and

. using a terminal at the checkout counter (the recipient
follows the same procedures as at the balance inquiry
terminal).

Problems with the voice synthesizer hardware meant that the phone-in
option was not always available. This may have caused recipients to rely more
on receipts than would otherwise have been the case. The fact that only 42
percent of the recipients had touch-tone telephones also may have limited

recipients' use of this system feature.

Recipients received no printed notification of benefits issued to
their account. The welfare agency provided initial information on the amount
of benefits the recipient could expect to receive each month, and the date on

which the benefits should be credited.

The EBT system provided no routine, comprehensive statement of
account activity. If recipients wanted talknow whether the correct amount had
been issued to their account or whether unauthorized deductions had been
posted, they had to go to the welfare office. A clerk there could access the
EBT Center computer files to get a list of all transactions recorded for the

recipient's account.

157



Table of Contents

Recipients did not consider the absence of monthly statements and
issuance notifications a serious problem. In fact, 64 percent agreed with a
statement that "it's easier to keep track of how much you have left with cards
than with coupons." It is possible that the phrasing of the question leads to
an overestimate of the proportion who actually like this feature of the EBT
system. Still, it appears that most recipients were content with the infor-

mation they received.

Comparing the information mechanisms of the EBT and POS systems, it
is not clear which the customer would consider more convenient. The POS
systems provide comprehensive monthly statements, a clear advantage for the
individual who wants to be sure the account balance is correct. But the EBT
system offered much easier access to the running balance, an advantage for

people who want to know how much they can afford to buy today.

Data on purchases rejected for insufficient balance give rise to
some suspicion that balance tracking is more of a problem than EBT recipients
reported. Rejections for insufficient balance ranged from 2.6 to 4.2 percent
of all EBT purchase transactions each month. This appears to be substantially
higher than the incidence of balance problems in the PQOS systems, although
exact comparisons are difficult. (One of the Iowa supermarket chains indicated
that rejections for all reasons amounted to less than 1 percent of purchases;
the Florida chain estimated rejections for insufficient balance as

substantially under 2 percent.)

Insufficient-balance rejections are not entirely comparable in the
EBT and POS systems. It is reasonable to assume that few POS customers con-
sciously try to use every bit of their available balance (or daily limit).
Demonstration recipients, however, often used all of the food stamp benefits
they were issued each month. Many of the EBT system's insufficient-balance
rejections apparently occurred as recipients were trying to use up the last of
their monthly benefits. Even so, because rejections can slow up the checkout
process, their relatively high frequency in Reading represents a problem that
might be addressed by better balance information or different system

procedures.
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FEATURES AFFECTING GROCERS

Like the recipients, food retailers in Reading responded warmly to
the EBT system. In March 1985, when the system had been operating about five
months but was still encountering peak-load slowdowns, 74 percent of the
grocers said they preferred the EBT system to the coupon system, while 26
percent preferred coupons. By October, after adjustments relie&ed the peak-
load problems, 66 percent of the grocers preferred EBT, only 15 percent
preferred coupons, and 19 percent expressed no preference (grocers were not

offered the '"no preference" response category during the earlier survey).

The level of enthusiasm for the EBT system depended somewhat on the
type of store. Supermarkets were most favorable, with 79 percent preferring
the EBT system in October and only 5 percent preferring coupons. Grocery and
specialty food stores were least favorable, but even among this group 59
percent preferred EBT compared to 27 percent for coupons -- a two—to-one
majority. Thus, although their differing needs caused them to respond
differently on particular issues, all major store groups showed strong

majorities in favor of the electronic system.

Grocers particularly liked the EBT system for its ease of use
compared to the usual coupon redemption procedures. Specifically, the EBT
system eliminated a series of handling steps required for coupons (to redeem
coupons, the grocer must cancel each coupon, count and bundle them, fill out a
Redemption Certificate, and take them to the bank for deposit). Some grocers
also cited a convenience factor in the normal purchase process. If a
recipient requires change for a coupon purchase, all change over 99 cents must
be given in food stamp coupons, which are typically kept in a separate part of
the cash drawer and may not be in sufficient supply at a particular

register. In contrast, grocers gave no change of any form for EBT purchases.

The grocers' statements about the ease of EBT purchases were based
on a comparison with coupon purchases. When we compared EBT procedures to
those of the POS systems, which supermarket personnel also considered easy to
use, the two systems seemed about equally easy. The EBT cashier had to swipe
the customer's card, key in the purchase total, and press the "SEND" key to
begin transmission, responsibilities the POS cashier did not have. On the
other hand, the POS cashier had to put the blank receipt in the printer and,

after printing, separate the copies, hand over the customer's copy and put the
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store copy in the cash drawer. The EBT cashier simply tore off the printed

receipt and gave it to the customer.

While the normal EBT purchase was easy, the EBT system had some less
convenient features. Some of these features were raised by grocers as
important issues, although not important enough to alter their overall

preference for the EBT system. These features are discussed here.

Financial Reconciliation. Grocers strongly criticized the EBT

system's mechanisms for providing information about deposits to their
account. Near the end of the demonstration, grocers were asked about a series
of eleven possible system improvements, ranging from getting rid of slowdowns
to getting more telephones or having better training for recipients., Two of
the possible improvements concerned the reconciliation system, and fully half

of the grocers chose one of those as their top priority improvement.

Complaints focused on three points:

* The EBT system did not provide daily reports on EBT

transactions or deposits. Monthly bank statements,
which showed total deposits for each day, were the only
routine written report. Some grocers arranged with

their bank for a telephone call to get the deposit
amount. Grocers also could get deposit amounts or a
list of EBT transactions from the EBT Center, but only
by special request.

e Manually authorized purchases were not credited on a
predictable schedule. The grocer had to mail a copy of
the receipt to the EBT Center. The grocer was credited
after the receipt reached the EBT Center and the data
were posted to the computer files. If a grocer
performed a number of manual purchases over several
days, it was virtually impossible to reconcile store
records of EBT totals with depesit amounts.

s Store totals had to be manually calculated from journal
tapes maintained by the printers. Each terminal main-
tained a running total of transactions since the '"sign-
on" at the beginning of the shift. The "sign-off"
procedure caused the shift totals to be printed and
reset to zero. By signing off a terminal at exactly
2:00 PM (the end of the EBT system's banking day), the
grocer could obtain a total corresponding to a part of

the EBT cycle.
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. The cashier telephones the EBT Center, gives
identification information and the amount of purchase,
and receives an authorization number (after the EBT
operator has checked the recipient's balance).

. The cashier writes the authorization code, purchase
amount, recipient's case number, and store identifica-
tion number on a three-part receipt form.

*+ The cashier gives the recipient one copy of the receipt
and keeps one for the store.

* The third copy of the receipt is sent to the EBT
Center, which posts a credit to the retailer.,

Recipients could make a maximum of $35 worth of manually authorized
purchases in a single day. If the recipient had come to the checkout counter
intending a larger purchase, he or she would have to pay cash for the excess

amount or remove some items from the order.

Grocers objected to the time-consuming nature of the manual
authorization and to the $35 limit. Sometimes they went to considerable
lengths to avoid manually authorized sales. Many grocers had the recipient
wait for a while to see if the system would begin working, meanwhile handling
other transactions. Some allowed recipients to leave with their groceries and
come back to pay later. A few grocers said they had allowed the recipients to
leave with the groceries, but kept the recipients' EBT cards to make sure they
would come back to pay for the purchase (this procedure was against program

regulations).

The POS systems do not offer a particularly useful comparison to the
EBT system on this issue, because the problems are different. The would-be
POS customer may well have cash and, almost by definition, has a checking
account. One of these two payment modes is generally available if the system
is down or the transaction is rejected. If the customer has insufficient cash
and no checks on hand, the store manager has the discretion either to risk

some form of credit or a store check or to refuse the customer's purchase.

The Food Stamp Program cannot assume that recipients have any
resources other than their benefits. It is not acceptable to deny the recipi-
ent the opportunity to buy food when the system is not operating. It might be

costly for the Food Stamp Program to allow unlimited manual purchases, because
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recipients could readily overdraw their accounts. The program, however,
cannot require the grocer to absorb a loss if the recipient has insufficient
benefits to cover the purchase. Thus, while the EBT manual purchase procedure
is more difficult for grocers than the analogous POS procedures, the POS

procedures would not meet Food Stamp Program objectives.

Training. Deposit reconciliation and manual authorization were the
only major EBT features that many grocers considered difficult. Some other,

lesser problems that arose seemed connected to the training of grocer staff.

The system contractor conducted training sessions for about 800
store personnel at the start of system operations. The sessions were
conducted at a central location, involved relatively large groups (typically
about 20 people), and lasted about one-half hour. Trainees did not generally
get hands-on practice with "live" equipment, although manuals were
distributed. Most stores sent one or two representatives to the training,
usually including the manager. Those people trained any additional cashiers
or other staff who needed to operate the system. Grocers indicated that the
second-hand training was quite limited, however, usually lasting 15 minutes or

less.

In addition to the initial, formal training sessions, PRC's field
technicians asked store personnel several times during the demonstration
(i.e., when the technicians went to the stores to perform preventive
maintenance on the EBT equipment) whether or not more training was desired.

If needed, the technicians provided hands-on training in the store.

Observers who saw both the recipient and the initial grocer training
sessions generally considered the grocer training less successful than the
recipient training, More material had to be presented to the grocers, and
supplementary devices (videotape, hands-on practice) were used less. Survey
responses bear out observer reactions: 68 percent of the recipients said they
were ''very satisfied" with their training; only 33 percent of the grocers felt

their employees were trained "very well".

One possible indication of a training weakness is the frequency with
which grocery personnel called the EBT Center with easily resolved problems.
Many calls during the first few months dealt with simple issues of how to

operate the equipment. Telephone logs for the first five months show an
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average of 34 calls per month with questions about in-store equipment (the
terminal, the printer, the modem, or the wiring connections) that were
resolved by providing information rather than sending a technician to the
store, This accounted for about a third of all calls to the EBT Center during
this period. In subsequent months, after most store personnel had learned
through experience (or possibly, later in-store training) how to operate the
system, these calls dropped off to an average of 6 per month, or about 7

percent of all calls.

Store personnel in the Florida and Iowa POS systems conducted some-
what more intensive training than occurred in Reading. As the systems were
introduced, cashiers received one to two hours of formal training, typically
in a group format in the store, with hands-on experience included. (The
Florida chain actually had a four-hour session, with about half the time
devoted to how to "sell" and instruct the customer in using the system.) It
is important to recall that no major problems seem to have resulted from the
Reading training, but the POS comparison combines with other indicators to

suggest that tralning was a relatively weak spot.

INFORMATION ABOUT ISSUANCE DATES

As documented in Chapter Three, peak transaction activity in the
Reading system occurred immediately after 1ssuance. During the first six
months of 1985, the EBT Center often had a three- to five-day "window'" prior
to normal issuance dates (the fourth workday of the month) to post recipients'
monthly benefits to their EBT account. Retailers were therefore sometimes
surprised by heavy volumes of food stamp purchases earlier in the month than
they expected. If sufficient numbers of cashiers were not available, this

heavy volume tended to disrupt checkout operations.

The EBT Center responded to grocer complaints about uncertainty over
issuance dates by adopting a policy of calling all retailers each month to let

them know when recipients' benefits would be posted.

7.4 RECOMMENDATIONS TO AVOID THE READING SYSTEM'S EASE-OF-USE PROBLEMS

Because most recipients and grocers felt it was very easy to use the

Reading EBT system, relatively few improvements would seem necessary.
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Nonetheless, a few difficulties deserve attention, especially those related to
grocer reconciliation procedures., Some suggestions on these issues are

offered here.

1) Provide complete deposit information to grocers.

The sparse information grocers received about EBT activity was the
system's most important shortfall in ease of use. It occurred daily, and was
relieved during the demonstration only by stopgap measures such as special

arrangements between grocers and banks.

An EBT system needs to provide grocers with routine reports of the
financial transactions affecting their stores. Many stores need information
daily, although not all do (in fact, some smaller stores with limited food
stamp business prefer less frequent information). This means the system must
be able to provide daily information on deposit amounts in a form that can be
reconciled against in-store data, For supermarket and convenience store
chains which have more than one store participating in an EBT system, the
daily information should be broken out by individual stores even if they share
a single bank account. The EBT system could have met these requirements with
a daily deposit report with separate entries for manually authorized

purchases.

For additional ease of use beyond the minimum requirement, any of

the following features would also be desirable:

* transaction listings, with summaries by shift and term-
inal, provided by the central EBT facility if the in-
store equipment does not have the capacity to produce
them;

. in-store automated capacity to sum transactions by
banking day without depending on human intervention at
a precise moment; and

*+ reporting flexibility so that the system could vary the
frequency and detail of reporting according to store
needs.

Each of these features -- even simple deposit reporting -- implies
some additional system capacity and cost. System designers must decide how

much convenience 1is worth the cost. Tradeoffs also may exist between
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timeliness and depth of reporting} more detailed reports may have to lag
behind the next-day communication needed for deposit information., This would
be especially true in a system like Reading's, where limited in-store

equipment would not support extensive electronic transmission of data.

2) Raise the $35 limit on manually authorized purchases.

The Food Stamp Program has two basic objectives for situations when
electronic purchases cannot be made in an EBT system. First, backup
procedures must exist so that recipients will be able to buy food with their
benefits. Second, the backup procedures must minimize the system's
vulnerability to fraud or accidental overdrafts. A related requirement is
that the procedures cannot impose risks on grocers. These objectives rule out
the approaches taken by POS systems, and may make it impossible to design a

backup system that grocers will consider truly easy to use.

One possible improvement to the Reading procedures would be to raise
the $35 daily limit on manually authorized purchases. Raising the limit would
reduce the number of situations in which recipients bring groceries to the
checkout counter and then have to put some aside because the system is down.
This situation does not seem to have occurred frequently, but it was

irritating to both grocer and recipient when it did.

Raising the $35 limit will increase a system's vulnerability to
overdrafts, but only by a small amount., The maximum vulnerability will be
either the new limit or the value of the recipient's purchases since the
previous night's listing of account balances (the '"Shift'" report), whichever

is lesser.

Another grocer complaint about manual authorization was the delayed
and unpredictable crediting of manually authorized purchases. This was
principally a reconciliation issue, and would be largely satisfied by the
recommendations above for reconciliation. An alternative approach would be to
credit grocers immediately for manual purchases, with subsequent adjustment if
the grocer fails to submit a receipt verifying the transaction. This
procedure would introduce complications that are probably unnecessary if

reconciliation reports identify manual transactions.
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These modifications would not make the manual authorization
procedure fully easy to use, Verifying the PIN, calling the EBT Center,
filling out the receipt, and handling the receipt is still a cumbersome
process. It probably cannot be streamlined much and still meet the program's
objectives, Nevertheless, assuming that manual transactions occur very
rarely, raising the $35 limit and improving reconciliation seems likely to

satisfy most grocers.

3) Design the system so that it is easy for recipients to spend exactly what
is left in their accounts.

The EBT system differs strikingly from POS systems in not giving the
recipient a monthly statement of EBT account activity. Because such
statements are legally required in POS systems, they may establish a customary
standard that will come to be expected of EBT systems. This could occur even

though the absence of a monthly statement caused no known problems in Reading.

Account balance problems in Reading most frequently seemed to
concern the "spend-out" purchase -- i.e., the purchase in which recipients
wanted to use all of their remaining benefits for the month. For example, a
recipient comes to the checkout counter with a bundle of groceries, planning
to pay mainly with cash but to use up the few dollars of benefits in the
account. The cashier rings in the items and proceeds with the normal EBT
actions. The transaction is rejected for insufficient balance, and the termi-
nal displays the remaining balance amount. Recipient and cashier repeat the
EBT process, but this time the cashier keys in the exact amount of the remain-
ing balance, the transaction is accepted, and the recipient pays cash for the

remainder of the order.

Two kinds of adjustments of the EBT system might make the spend-out
easier. One would be to increase the likelihood that the recipient would know
the exact amount of the remaining balance upon arrival at the checkout
counter. This might involve giving the recipient a printed record in response
to a balance inquiry, rather than just displaying the balance on the terminal
screen. (This would require attaching printers to balance-only terminals.)
The alternative strategy would be to redesign the dialog between the grocery

terminal and the EBT Center computer. For example, after responding with an
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insufficient-balance message, the system might allow re-entry of a different

amount rather than disconnecting immediately,

4) Provide thorough training to grocers.

Grocer training in the Reading system seemed somewhat weak, both to
observers and in comparison with POS systems. A reasonable minimum of train-
ing for cashiers or other system operators seems to be one hour, including
hands-on experience with live equipment. Grocers would generally prefer in-
store training to training at a central location, but this may be too
difficult or <costly when a system is being introduced in many stores
simultaneously. Strong initial training, however, may reduce the need for

costly on-going support.

Reading recipients had little difficulty with the EBT system. It is
impossible to know whether this resulted from the extensive training and
support that was provided, or whether the training and support was not really
necessary. As EBT and POS systems become more common, it may be reasonable to
assume that recipients will need less help. In the short term, however, it
seems risky to reduce the level of training and support below that offered in

the Reading EBT system.
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Appendix A

SIMULATED EFFECTS OF STAGGERED ISSUANCE
ON PEAK DAILY TRANSACTION VOLUMES

The Pennsylvania Department of Public Welfare implemented a stag-
gered issuance schedule for food stamp benefits in Berks County in July
1985, Staggered issuance did not reduce peak daily transaction volumes in the
Reading EBT system. As discussed in Chapter Three, recipients' uncertainty
about issuance dates prior to July 1985 and a general increase in total month-
ly transaction volumes during the demonstration confound the analysis of

staggered issuance's effects on daily transaction volumes.

This appendix presents the simulated effects of staggered issuance
on peak daily transaction volumes when issuance dates are known and with a
constant monthly transaction volume. Two simulations are presented. The
first simulation replicates the staggered issuance schedule implemented in
Reading. That 1is, half the caseload receives its benefits on the fourth
workday of the month, and the remaining half receives benefits one week
later. In the second simulation, the remaining caseload receives its benefits

two weeks after the first issuance date.

Exhibit A-1 presents the simulation results. The second column of
the exhibit shows actual daily transaction volumes (both electronic and man-
ually authorized) for March 1985, the only month prior to staggered issuance
that benefits were posted on the fourth workday of the month (March 6). The

peak daily transaction volume in March was 2,638 transactions, on March 6.

Column C divides column B's daily transaction volumes in half. If
staggered issuance had been implemented prior to March, the figures in column
C represent the likely transaction volumes generated by those recipients

receiving benefits on March 6.

Column D copies the figures from column C, but lags the daily trans-
action volumes by one week. This column represents the expected daily trans-
action volumes for those recipients receiving benefits one week after the

first issuance date.
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Exhibit A-1

SIMULATED TRANSACTION VOLUMES UNDER A

STAGGERED ISSUANCE SCHEDULE

Single Issuance Staggered Issuance
Day of Full Half One-Week Spread Two-Week Spread
Month Caseload Caseload

Second Half Total Second Half Total

(a) (B) (c) (D) (E) (F) (G)
1 327 163 248 411 481 644
2 292 146 247 393 433 579
3 168 84 211 295 314 398
4 279 140 217 357 361 501
5 292 146 197 343 295 441
6 2638 1319 181 1500 286 1605
7 2535 1267 106 1373 179 1446
8 1938 969 163 1132 248 1217
9 1778 889 146 1035 247 1136
10 1283 642 84 726 211 853
11 1452 726 140 866 217 943
12 1411 705 146 851 197 902
13 1397 699 1319 2018 181 880
14 1347 673 1267 1940 106 779
15 1192 596 969 1565 163 759
16 1095 548 889 1437 146 694
17 786 393 642 1035 84 4717
18 963 481 726 1207 140 621
19 866 433 705 1138 146 579
20 627 314 699 1013 1319 1633
21 723 361 673 1034 1267 1628
22 590 295 596 891 969 1264
23 572 286 548 834 889 1175
24 357 179 393 572 642 ‘ 821
25 497 248 481 729 726 974
26 493 247 433 680 705 952
27 422 211 314 525 699 910
28 435 217 361 578 673 890
29 394 197 295 492 596 793
30 361 181 286 467 548 729
31 213 106 179 285 393 499
Total 27,723 13,861 13,861 27,722 13,861 27,1722
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Total daily transaction volumes for the simulated one-week staggered
issuance are shown in column E, which sums the daily figures from columns C
and D. The peak daily volume in this simulation is 2,018 transactions on
March 13, the second issuance date. The simulation indicates that a one-week
staggered issuance schedule would reduce the daily peak load from 2,638 to

2,018 transactions, nearly a 24-percent reduction.

If the staggered issuances were two weeks apart, column F represents
the expected daily transaction volumes generated by those recipients receiving
benefits on March 20. Total daily transaction volumes under this scenario are
presented in Column G, which sums the daily figures from columns C and F. The
peak daily volume in this second simulation is 1,633 transactions on March
20. This peak represents a 38-percent decrease from the single issuance daily

peak of 2,638 transactions.

In an operational setting, the exact reductions in peak daily
volumes with staggered issuance may be somewhat greater or lesser than those
indicated by the simulations. The simulations are based on actual transaction
volumes from only one month. Issuance problems occurred on March 6, and these
problems may have marginally affected transaction volumes near this date.
Furthermore, the simulations assume that the daily transaction volumes for the
two groups of recipients will follow identical patterns, offset by the time
between issuance dates. In months with major holidays occasioning large food
purchases, this assumption may not be valid. Nevertheless, the magnitudes of
the simulated reductions (24 and 38 percent) strongly suggest that staggered
issuance dates can reduce peak daily transaction volumes in an EBT system by a
substantial amount. Reductions in peak daily volumes should lead to similar
reductions in peak hourly volumes, thereby decreasing the needed capacity

requirements of the system.
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HOURLY DISTRIBUTION OF EBT PURCHASE TRANSACTIONS
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Appendix B

HOURLY DISTRIBUTION OF EBT PURCHASE TRANSACTIONS

A State Agency needs two sets of information to monitor system
performance if it specifies accessibility standards in terms of the maximum
percentage of attempted purchase transactions which cannot be processed by the
system. The first set of information deals with the time periods an EBT
system cannot process purchase transaction requests. The second set of infor-
mation is the expected hourly distribution of transaction requests {(in per-
centage terms) which store terminals will forward to the system as food stamp

recipients use their EBT benefits to buy groceries.

The expected hourly distribution of purchase transaction requests
will be system specific. Factors affecting the hourly distribution of EBT
purchases throughout a month include the particular shopping behavior of local
food stamp recipients and the schedule by which the State Agency issues month-
ly food stamp benefits. Expected hourly distributions of purchase transac-
tions, therefore, should be based on previous levels of purchase activity

experienced by the system being monitored.

To 1llustrate the format of the needed information and its use in
monitoring system accessibility, this appendix presents two exhibits of the
percentage hourly distribution of purchases in the Reading EBT system. Exhib-
it B-1 presents information for April 1985. The EBT Center posted recipients'
April benefit 1issuances on April 1. Exhibit B-2 presents information for
September 1985, three months after the Pennsylvania Department of Public
Welfare initiated staggered issuance in the Reading area. Regular moanthly
food stamp issuances for September were posted to recipients' accounts on
September 6 and 12. Actual system downtime during both months was relatively
low. The figures in the two exhibits therefore provide a close representation

of system activity in the absence of major accessibility problems.

Suppose that a system operator reports the following periods of
system inaccessibility to a State Agency, and that recipients' benefits in

this particular system are issued on a single day during the month.
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Exhibit B-1

PERCENTAGE. HORLY DISTRIBUTION OF EBT PURCHASES DIRING APRIL 1985

Table of Contents

DAY OF ROR OF DAY
MONTH

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 Total
1 - - - - - - - - 06 .09 29 32 38 40 .55 +56 69 66 3 .38 J0 .17 08 05 5.38
2 03 - - - - 0 .0 .05 A3 .9 .39 A9 59 56 65 J1 g2 76 St 4l .26 .16 .06 04 6.83
3 O 01 2 0l - - 00 .05 Jd4 25 39 S50 .63 52 61 65 73 87 47 W43 32 14 07 04 6.90
4 - - - - - - 03 .04 JA9 .33 .41 .56 .58 62 J7 81 85 JO 55 .42 34 .21 .09 .03 7.53
5 03 .03 .01 - - - 01 .06 20 32 .52 .67 68 65 58 .58 .58 59 41 .33 .23 .10 {06 .08 6.71
6 LO4 02 01 - - 01 01 .04 A5 .29 .45 62 63 63 JO .63 64 65 38 .38 29 .1l 09 .06 6.84
7 03 02 - - - - W0 .0 0 .15 .17 15 24 .23 .18 .18 15 12 14 0 .10 .09 .08 @2 2.28
8 01 - W01 - .01 - 02 03 01 .14 .39 .36 A8 46 48 45 57 56 W3l 25 W22 08 .05 .01 5.01
9 01 - - - - - 0 05 A0 .14 .27 X 43 .8 36 41 63 .53 J0 27 24 10 0B .03 4.6
10 .01 .01 - - - - - 06 A3 .23 .25 0 .3 29 45 A48 S4 43 28 25 .21 08 .05 .03 4.43
11 O 01 - - - - 0 .08 Jq2 20 .22 42 A 0 29 A5 .50 44 .28 .28 22 J0 06 .03 4.41
12 01 .01 .01 - - - J0 .08 Jd4 .22 23 .25 33 .9 .33 JI7 .38 A4 31 24 14 08 .05 01 3.92
13 01 .01 - - 0 - 01 .02 13 .23 .28 %74 29 .32 .30 .38 36 .29 25 .18 .13 8 .07 .03 3.69
14 01 .01 - - - - - .01 03 .17 .21 .19 .32 .29 .20 .23 20 .19 .17 14 10 .06 .03 .03 2.59
15 01 .01 - - - - .06 A0 .12 .16 .23 27 24 29 .36 43 Il .23 .18 .17 05 04 01 3.27
16 O 01 .01 - - - - .0 08 .11 .18 .19 25 .21 .28 .31 40 .28 .19 .16 A1 07 04 .01 2.93
17 - - - - - 0 .05 JA1 .13 .13 20 .18 25 .28 .33 .34 .29 .19 .15 .11 04 Ky/3 01 2.82
18 - - -~ - - - - .04 J2 .10 .14 .18 .22 .25 24 24 31 .29 .18 .19 J0 .06 03 .02 2.74
19 - - - - - - - 04 J0 .3 .18 17 15 24 .27 .19 29 20 A7 A2 12 02 Ks 01 2.45
20 - - - - .01 - 01 .01 JA1 .18 20 .16 A5 .26 19 17 .19 .18 10 .13 .08 04 01 01 2.20
21 01 .01 - - - - - - 05 .11 15 .19 .18 .18 15 .13 .15 .08 09 .13 05 R 2 01 1.62
2 - - - - - - 0 03 .07 .07 09 .12 .13 .13 .13 .13 20 .17 .11 .07 .08 .06 .03 - 1.62
23 - - - - - - 0 .03 08 .08 0 .08 14 .14 .13 .13 .15 .18 10 .08 .08 .03 01 01 1.50
24 - - 01 - - - - 03 .03 .07 10 .09 .13 13 .16 .19 .15 .14 A0 .07 06 .03 - - 1.43
25 - - - - - - - .01 06 .08 .08 .15 .13 .13 11 .13 14 15 .08 09 05 02 R - 1.%
2% - - - - - - - 20 04 07 06 A0 a3 a3 A2 .11 .14 13 08 .08 04 .03 .01 01 1.25
27 - - - - - - - - 05 .06 10 .09 8 .08 .12 09 .10 .11 04 .08 04 01 01 - 1.10
2 H1 .01 - - - .01 - - 01 .05 03 .06 09 .09 .06 .08 .05 .02 04 .05 .05 .02 .01 - J1
29 - - - - - - - - @2 .06 05 06 .06 06 09 9 A1 09 06 08 .06 01 .03 - 94
0 - - - - - - - .0 .03 .06 04 .08 .08 .08 06 04 .11 10 .08 03 .04 .07 .02 .02 .93
Total .29 .18 .09 .04 .06 .06 .21 .92 275 4.5 6.27 7.63 B8.69 8.0 9.10 9.62 10.78 9.95 6.55 5.72 4.2 2.15 1.23 62 100.00

Note: Marginal and total percentage figures may ot sum due to rouding.
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Exhibit B-2

PERCENTAGE HORLY DISTRIBUTION OF EBT PIRCHASES DIRING SEPTEMBER 1985

Table of Contents

DAY OF HIR OF DAY
MONTH

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23  Total
1 01 - - - - - - 01 .02 Oh .08 09 11 08 07 06 .10 10 .04 05 .03 02 - .0 9
2 01 .01 - - - - - 01 .01 05 .11 12 .11 .08 .05 .06 .08 07 05 03 .05 03 .01 .01 .98
3 01 .01 - - - - - 2 . 05 09 .08 .10 08 14 09 12 10 .07 05 05 .03 01 - 1.12
4 - - - - - - - - - 07 .06 12 .10 09 .08 09 .07 11 06 .05 .04 .01 02 .01 .99
5 - - - - - - - 01 .06 05 .08 07 .08 .08 06 07 .10 10 .06 05 .05 .03 01 - .98
6 01 - 01 - - 01 .05 J6 32 A0 54 b1 .58 .58 63 .50 60 .57 .41 37 30 .16 07 .04 6.91
7 05 02 02 - - 01 ;2 06 .18 J0 36 42 42 A7 49 40 .3 .19 2 .21 08 08 .06 4.76
8 03 0 .00 .0 - - -  J01 .09 .16 31 25 .3 30 .29 +26 13 24 20 .16 .19 09 .08 .03 3.19
9 02 .01 - J01 - - 0 07 .15 .13 21 31 34 .19 i | 28 A5 .35 22 .19 .16 14 05 .02 3.70
10 .0 .01 - - .01 - .01 02 .11 16 24 20 .22 .27 J0 31 43 .31 A9 .28 .18 12 04 .02 3.47
11 01 .01 - - - 0 .0 06 .12 .16 .16 .25 27 «26 25 27 40 38 22 .19 Jd4 08 8 .02 3.3t
12 01 - - - - - .0 06 .12 A2 17 22 .25 .21 «26 .33 30 .26 24 20 .14 .06 031 .02 3.0t
13 03 - 01 - - .01F .04 A5 .31 50 69 85 74 .78 79 J9  1.03 .78 64 47 .30 17 10 .05 9.22
14 03 .0 .02 .01 .0 - .01 03 .26 37 A4 63 56 .52 .64 .68 62 61 97 .27 .21 .18 06 .04 6.60
15 02 03 0 . - - - 01 .09 .28 Al 42 A 49 .39 .33 .30 .30 23 .30 17 .11 06 .3 4,46
16 01 01 .01 - - - - .08 .14 .19 .32 .36 A4 a7 .58 64 61 .48 .34 .35 30 .15 .08 .01 5.46
17 {02 - - - - - .01 07 a8 24 .33 g7 43 40 39 Sl 62 .54 .28 .30 .23 .14 07 06 5.18
18 .01 - - - - - .0 03 .8 24 34 ] .39 .35 .39 45 .58 47 .28 .32 W22 J3 .08 .02 4.82
19 01 .01 - - - - .0 10 .17 25 «26 31 37 .35 34 37 .53 47 .26 20 7 .13 0 @ 4.39
20 01 - - - - - .02 07 .4 16 .22 .32 «25 30 .32 .33 Al %74 .28 .18 14 07 04 .03 3.63
21 .02 - - - - .0 Q.01 20 .26 .26 3 29 .27 .37 +26 .30 17 .18 .12 05 03 .02 3.27
22 01 .03 - - - - 01 .08 .18 .20 .31 .33 .18 24 .19 .22 .16 .14 14 12 0 .03 .02 2.70
23 01 - - - - 0 0 04 .12 12 14 .23 23 .28 .30 29 J5 28 17 .15 14 06 05 .01 3.00
24 0t - - .0 - - - 02 .09 12 20 .14 24 25 .18 .28 37 26 Jd6 .14 .15 07 01 .02 2.713
25 01 - - - - - - 05 .13 A0 .11 2 .23 .23 .16 .20 .28 .28 .16 21 09 09 Q2 .01 2.58
2 01 - - - - - - 04 .08 13 A5 .14 20 .19 24 .20 ) 27 .17 10 .08 .03 02 .02 2.41
27 01 - - - - - .0 01 07 J0 .12 .15 .10 07 20 .18 .18 17 10 .11 .03 05 03 .01 1.1
2 01 - .0 - - - - - 07 14 A6 .14 .13 17 16 .16 .15 10 .07 .07 .07 03 .01 .02 1.68
29 01 - - - - - - O .03 09 .08 A1 .12 .15 .11 .09 .12 .08 07 .06 06 .03 2 .0 1.25
0 .01 - - - - - - 03 .07 07 .08 .12 11 .14 .13 .11 .19 .15 A3 .07 .07 .02 02 .03 1.59
Total 42 21 42 . 03 07 .25 1.2 352 5.7 6.9 8.07 8.59 8.5 8.74 9.1 10.33 8.99 5.9 S5.44 4.20 2.48 1.21 .68  100.00

Note: Marginal and total percentage figures may ot sum due to rounding.
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e 30 minutes of inaccessibility between 11:00 and 11:30,
three days after issuance}

* 25 minutes of inaccessibility between 15:50 and 16:15,
ten days after issuance; and

. 10 minutes of inaccessibility between 20:14 and 20:24,
22 days after issuance.

The following table could be used to estimate the percentage of all attempted
transactions during the month which could not be completed during the reported

periods of inaccessibility.

(a) (B) (c) (D) (E)
Days Time Duration Hourly % of % of Monthly
since (minutes) Monthly Transactions
issuance Transactions not Completed
3 11:00-11:30 30 0.50 0.250
10 15:50-16:00 10 0.48 0.080
10 16:00-16:15 15 0.54 0.135
22 20:14-20:24 10 0.08 0.013
Total 0.478

The numbers in column D are taken from Exhibit B-1. Column E numbers are
computed as the product of column C (expressed as fractions of an hour) and
column D. Note that the period of inaccessibility reported on the tenth day
after issuance spans two hourly periods in Exhibit B-1. This period of in-
accessibility is split by hour to enable use of the figures in the exhibit.
The estimate of the total percentage of attempted purchases not completed due

to system inaccessibility in this example is about 0.48 percent.
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Appendix C

GLOSSARY

AB&T American Bank and Trust Company. Reading bank which receives
retailer deposit information and initiates funds transfer
requests for the EBT system through the Federal Reserve system.

ACH Automated Clearing House. Financial network used to process
funds transfer requests.

ADP Automated Data Processing.
ATP Authorization-to-Participate Card. Card used in some jurisdic-
tions to authorize delivery of food stamp coupons to program

recipients.,

BCAO Berks County Assistance Office. The local welfare office serving
the Reading area.

BIC Benefit Identification Card. Photo identification card with
encoded magnetic stripe used to access benefits in the EBT
system.

BTT Benefit Transaction Terminal. Equipment located at retail check-

out counters to read recipients' BICs and to transmit transaction
information to the EBT Center. Also referred to as Benefit
Transfer Terminal.

EBT Electronic Benefit Transfer. The EBT system uses electronic
funds transfer and point-of-sale technologies for the delivery
and control of food stamp benefits.

EBT Center Local operations center for the Reading EBT system.

EFT Electronic Funds Transfer.

FNS Food and Nutrition Service. Federal agency within USDA respons-
ible for administering the Food Stamp Program.

MARO Mid-Atlantic Regional Office. Regional office of FNS serving the
Reading area.

NACHA National Automated Clearing House Association. All electronic
funds transfer requests need to be transmitted in a standard
format adopted by this association,

0GC Offi of the nsel of the United ates D rtment

0IG Office of the Inspector General of the United States Department
of Agriculture.



PDPW

PIN

PIN offset

POS

PRC

USDA

VIO unit
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Pennsylvania Department of Public Welfare. State agency respons-
ible for administering Food Stamp Program operations.

Personal Identification Number. A four-character alphanumeric
code selected by the recipient. This code must be entered on the
PIN-pad attached to the BTT before any purchase transaction will
be processed in the EBT system. Also required for balance
inquiries. -

A special number that is based on the recipient's BIC number and
PIN.

Point of Sale. Refers to equipment and systems that
electronically debit clients' accounts and credit retailers'
accounts as a sale is performed.

Planning Research Corporation. Contractor selected to design,
develop, and implement the Reading EBT system.

Transaction Authorization Code. A number computed and
transmitted by a store BTT for each electronic purchase and
refund transaction. The number is based on the data being trans-
mitted. The system's computers, upon receipt of transaction
data, recompute the TAC. If the transmitted data have been
degraded during transmission, the two TACs will not match and the
transmitted data will not be processed.

United States Department of Agriculture.
Voice Input/Output unit. This unit is attached to the EBT
system's computer and provides balance information in a

synthesized voice when recipients call a special telephone number
using a telephone with touch-tone service,
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